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GENERAL NOTE

THE USE OF THE PRODUCT INCLUDING THE SOFTWARE AND DOCUMENTATION (THE "PRODUCT") IS
SUBJECT TO THE RELEASE NOTE PROVIDED TOGETHER WITH PRODUCT. IN ANY EVENT THE PROVI-
SIONS OF THE RELEASE NOTE SHALL PREVAIL. THIS DOCUMENT CONTAINS INFORMATION ON
GEMALTO M2M PRODUCTS. THE SPECIFICATIONS IN THIS DOCUMENT ARE SUBJECT TO CHANGE AT
DISCRETION OF GEMALTO M2M. GEMALTO M2M GMBH GRANTS A NON-EXCLUSIVE RIGHT TO USE
THE PRODUCT. THE RECIPIENT SHALL NOT TRANSFER, COPY, MODIFY, TRANSLATE, REVERSE ENGI-
NEER, CREATE DERIVATIVE WORKS; DISASSEMBLE OR DECOMPILE THE PRODUCT OR OTHERWISE
USE THE PRODUCT EXCEPT AS SPECIFICALLY AUTHORIZED. THE PRODUCT AND THIS DOCUMENT
ARE PROVIDED ON AN "AS IS" BASIS ONLY AND MAY CONTAIN DEFICIENCIES OR INADEQUACIES. TO
THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, GEMALTO M2M GMBH DISCLAIMS ALL WAR-
RANTIES AND LIABILITIES. THE RECIPIENT UNDERTAKES FOR AN UNLIMITED PERIOD OF TIME TO
OBSERVE SECRECY REGARDING ANY INFORMATION AND DATA PROVIDED TO HIM IN THE CONTEXT
OF THE DELIVERY OF THE PRODUCT. THIS GENERAL NOTE SHALL BE GOVERNED AND CONSTRUED
ACCORDING TO GERMAN LAW.

Copyright

Transmittal, reproduction, dissemination and/or editing of this document as well as utilization of its contents and
communication thereof to others without express authorization are prohibited. Offenders will be held liable for
payment of damages. All rights created by patent grant or registration of a utility model or design patent are
reserved.

Copyright © 2018, Gemalto M2M GmbH, Gemalto Company

Trademark Notice
Gemalto, the Gemalto logo, are trademarks and service marks of Gemalto and are registered in certain coun-
tries.

Microsoft and Windows are either registered trademarks or trademarks of Microsoft Corporation in the United
States and/or other countries. All other registered trademarks or trademarks mentioned in this document are
property of their respective owners.
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1. Introduction

1. Introduction

1.1 Scope of the document

This document presents the AT Command Set for
EMS31-X LTE Engine, Release 03.006.

Before using the EMS31-X or upgrading to a new firmware version please read the latest product information
provided in "EMS31-X Release Notes, Version 03.006".

More information is available at http://m2m.gemalto.com/.

DISCLAIMER:
AT commands or parameters not documented in this document are subject to change and reserved for future
use. Gemalto M2M GmbH reserves the right to modify or even eliminate these options in later releases.

EMS31-X features packet switched (PS) data capability, but does not support circuit switched (CS) data trans-
mission. Hoewever, for reasons of compatibility with other products, and for compliance with 3GPP TS specifi-
catiions, some AT commands imply parameters or values related to CS data capability.
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1.2 Related documents

1.2 Related documents
[1] EMS31-X Release Notes, Version 03.006
[2] EMS31-X Hardware Interface Description, Version 03.006
[3] Multiplexer User's Guide
[4] 3GPP TS 27.010 (descendant of 3GPP TS 07.10): Terminal Equipment to User Equipment (TE-UE) multi-
plexer protocol
[5] Multiplex Driver Developer's Guide
[6] Multiplex Driver Installation Guide
[7]1 Application Note 16: Updating EMS31-X Firmware
[8] Application Note 62: Transport Layer Security for Client TCP/IP Services
[9] 3GPP TR 21.905 (descendant of 3GPP TR 01.04): Vocabulary for 3GPP Specifications
[10] International Organization for Standardization (1ISO): ISO/IEC10646: Universal Multiple-Octet Coded Char-
acter Set (UCS) - Part 1: Architecture and Basic Multilingual Plane.
This international standard is closely related to the Unicode Standard published by the Unicode Consortium
[11] The Unicode Consortium: Mapping of ETSI GSM 03.38 7-bit default alphabet characters into Unicode
TIXT!]
[12] ITU-T V.24 List of definitions for interchange circuits between data terminal equipment (DTE) and data cir-
cuit-terminating equipment (DCE)
[13] ITU-T V.250 Serial asynchronous automatic dialling and control
[14] 3GPP TS 11.11: Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface
[15] 3GPP TS 31.101: UICC-terminal interface; Physical and logical characteristics
[16] 3GPP TS 31.102: Characteristics of the Universal Subscriber Identity Module (USIM) application
[17] ETSITS 102 221: Smart Cards; UICC-Terminal interface; Physical and logical characteristics
[18] 3GPP TS 11.14: Specification of the SIM Application Toolkit for the Subscriber Identity Module - Mobile
Equipment (SIM - ME) interface
[19] 3GPP TS 31.111: Universal Subscriber Identity Module (USIM) Application Toolkit (USAT)
[20] ETSI TS 102 223: Smart Cards; Card Application Toolkit (CAT)
[21] 3GPP TS 22.002 (descendant of 3GPP TS 22.02): Circuit Bearer Services (BS) supported by a Public Land
Mobile Network (PLMN)
[22] 3GPP TS 22.004 (descendant of 3GPP TS 02.04): General on supplementary services
[23] 3GPP TS 22.030 (descendant of 3GPP TS 02.30): Man-Machine Interface (MMI) of the Mobile Station (MS)
[24] 3GPP TS 22.060 (descendant of 3GPP TS 02.60): General Packet Radio Service (GPRS); Service descrip-
tion; Stage 1
[25] 3GPP TS 23.060 (descendant of 3GPP TS 03.60): General Packet Radio Service (GPRS); Service descrip-
tion; Stage 2
[26] 3GPP TS 22.081 (descendant of 3GPP TS 02.81): Line Identification Supplementary Services; Stage 1
[27] 3GPP TS 22.082 (descendant of 3GPP TS 02.82): Call Forwarding (CF) Supplementary Services; Stage 1
[28] 3GPP TS 22.083 (descendant of 3GPP TS 02.83): Call Waiting (CW) and Call Holding (HOLD); Supple-
mentary Services; Stage 1
[29] 3GPP TS 22.085 (descendant of 3GPP TS 02.85): Closed User Group (CUG) supplementary services;
Stage 1
[30] 3GPP TS 22.088 (descendant of 3GPP TS 02.88): Call Barring (CB) supplementary services; Stage 1
[31] 3GPP TS 22.090 (descendant of 3GPP TS 02.90): Unstructured Supplementary Service Data (USSD);
Stage 1
[32] 3GPP TS 23.038 (descendant of 3GPP TS 03.38): Alphabets and language specific information
[33] 3GPP TS 23.040 (descendant of 3GPP TS 03.40): Technical realization of the Short Message Service
(SMS)
[34] 3GPP TS 23.041 (descendant of 3GPP TS 03.41): Technical realization of Cell Broadcast Service (CBS)
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[35]
[36]

[37]

[38]

[39]
[40]
[41]
[42]

[43]
[44]

[45]
[46]
[47]

(48]

3GPP TS 23.107: Quality of Service (QoS) concept and architecture

3GPP TS 24.011 (descendant of 3GPP TS 04.11): Point-to-Point (PP) Short Message Service (SMS) sup-
port on mobile radio interface

3GPP TS 24.008 (descendant of 3GPP TS 04.08): Mobile radio interface Layer 3 specification; Core net-
work protocols; Stage 3

3GPP TS 24.080 (descendant of 3GPP TS 04.80): Mobile radio interface layer 3 supplementary services
specification; Formats and coding

3GPP TS 24.301 Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)
3GPP TS 25.331 Radio Resource Control (RRC)
3GPP TS 25.133 Requirements for support of radio resource management

3GPP TS 27.005 (descendant of 3GPP TS 07.05): Use of Data Terminal Equipment - Data Circuit terminat-
ing Equipment (DTE - DCE) interface for Short Message Service (SMS) and Cell Broadcast Service (CBS)

3GPP TS 27.007 (descendant of 3GPP TS 07.07): AT command set for User Equipment (UE)

3GPP TS 27.060 (descendant of 3GPP TS 07.60): Mobile Station (MS) supporting Packet Switched Ser-
vices

3GPP TS 22.101 (descendant of 3GPP TS 02.07 and 3GPP TS 02.40): Service principles
Common PCN Handset Specification (CPHS) v4.2 [.ZIP!]

3GPP TS 36.133 Evolved Universal Terrestrial Radio Access (E-UTRA); Requirements for support of radio
resource management

3GPP TS 45.008 (descendant of GSM 05.08): Radio subsystem link control
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1.3 Document Conventions

Throughout this document EMS31-X is also referred to as LTE Engine or short UE, MS (Mobile Station) or Mobile
Terminal (MT). In related documents the equivalent term DCE (Data Communication Equipment) may be found.
AT commands are used to control the EMS31-X. The controlling device is referred to as Customer Application
or short TE. Related documents may use the equivalent term DTE (Data Terminal Equipment).

All abbreviations and acronyms used throughout this document are based on 3GPP specifications. For defini-
tions please refer to 3GPP TR 21.905 [9].

1.3.1 Quick Reference Table

Each AT command description includes a table similar to the example shown below. The table is intended as a
quick reference to indicate the following functions:

PIN: Is the AT command PIN protected?

+ Yes
- No
+ Usage is dependent on conditions specified for the command, or not all command types are PIN

protected (for example write command PIN protected, read command not).
Note: The table provided in Section 17.1, Avai | abl e AT Comrands and Dependency on SIM
Pl N uses the same symbols.

» Is the AT command supported in AIRPLANE mode?
+ Yes
- No
+ In AIRPLANE mode, not all described functions are available. For example, the test or read com-

mand is usable, the write or execute command is not. Furthermore, only some of the listed
parameters can be changed in AIRPLANE mode. A typical example is AT" SCFGthat controls dif-
ferent features.

Last: If commands are concatenated, this AT command must be the last one.
+ Yes
- No

Note: See also Section 1.4, AT Command Syntax for details on concatenated AT commands.

Example:
PIN - Last
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1.3.2 Superscript notation for parameters and values

Table 1.1:  Symbols used to mark the type of parameters

Parameter type
<param>Mm
<param>©)

<param>(text)

<param>")

Meaning
Parameter value must be numeric type.
Parameter value must be string type.

Parameter value is a string according to selected character set. Not enclosed in
double quotes

Unspecified, i.e. parameter value may be numeric or string type.

Table 1.2:  Symbols used to indicate storage options or correlations with other commands

Parameter option

<param>(*CSC9)

<param>&W)

<param>®&V)
<param>MV)

Meaning

Parameter value has to be (is) coded according to current setting of <chset > (see
AT+CSCS for details)

Parameter value is stored to user profile in non-volatile memory after executing
AT&W

Parameter value is displayed by AT&V
Parameter is stored in non-volatile memory.

Table 1.3:  Symbols used to mark different types of default values of parameters

Value option

(x]

(&F)
NG
©)

gemalto™

Meaning

Default value set if parameter is omitted.

Factory value restored by AT&F

Powerup value of a parameter not stored in hon-volatile memory.

Delivery value of a Parameter which may be overridden from non-volatile setting
(refer to symbol M) and symbol &) above).
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1.4 AT Command Syntax

1.4 AT Command Syntax

The "AT" or "at" prefix must be set at the beginning of each command line. To terminate a command line enter
<CR>. Commands are usually followed by a response that includes "<CR><LF><response><CR><LF>",
Throughout this document, only the responses are presented, <CR><LF> are omitted intentionally.

Table 1.4:  Types of AT commands and responses

AT command type Syntax Function

Test command AT+CXXX=? The test response returns supported parameters and supported
values. Values can be shown as a list of single values or a range,
for example, (1,2,3) or (1-3).

Read command AT+CXXX? This command returns the currently set value of the parameter or
parameters.

Write command AT+CXXX=<...>  This command sets user-definable parameter values.

Exec(ution) command AT+CXXX The execution command reads non-variable parameters deter-

mined by internal processes in the UE.

1.4.1 Using Parameters

« Multiple parameters are separated by commas. This applies to write commands, command responses, URCs
and result codes. Please note that throughout this document spaces behind commas may be added for better
readability.

« Optional parameters are enclosed in square brackets. If optional parameters are omitted, the current settings
are used until you change them.

¢ Optional parameters or subparameters can be omitted unless they are followed by other parameters. If you
want to omit a parameter in the middle of a string it must be replaced by a comma.

« A parameter value enclosed in square brackets represents the value that will be used if an optional parameter
is omitted. See also example 2.

« When the parameter is a character string the string must be enclosed in quotation marks. Symbols in quota-
tion marks will be recognized as strings.

< All spaces will be ignored when using strings without quotation marks.
e ltis possible to omit the leading zeros of strings which represent numbers.
« If an optional parameter of a ITU-T V.250 command is omitted, its value is assumed to be 0.

1.4.2 Concatenating AT Commands

Concatenating AT commands on the same line is possible, though not recommended because of restrictions
listed below (for more details see ITU-T V.250 [13]).

When concatenating AT commands you need to enter the "AT" or "at" prefix only once at the beginning of a com-
mand line. Basic commands (i.e., ITU-T V.250 commands) are concatenated without delimiter. Extended com-
mands (i.e., commands starting with AT+ or AT?) use a semicolon as delimiter.

Disadvantages and restrictions:

e There is no way to control the minimum time to wait between finishing an AT command and sending the next
one. Please refer to Section 1.5, Communication between Customer Application and EMS31-X for details
about timing.

* The sequence of processing the AT commands may be different from the sequential order of command input.

 Many AT commands cannot be concatenated (see list below). Concatenating these commands might end up
with an error result code, or leads to an unexpected order of responses.
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AT command type
3GPP TS 27.007 commands

3GPP TS 27.005 commands (SMS)
Commands starting with AT&
AT+l PR

Page 16 of 326

Comment

Cannot be concatenated with extended commands
(prefix ATAS)

To be used standalone
To be used standalone
To be used standalone
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1.5 Communication between Customer Application and EMS31-X

1.5 Communication between Customer Application and EMS31-X

After power-up or restart ensure that the UE is in ready state before trying to send any AT command or data. For
detailed information on timing conditions, signal states and particularly the startup behavior of the EMS31-X's
signal lines refer to the Hardware Interface Description [2].

Leaving hardware flow control unconsidered the Customer Application (TE) is coupled with the EMS31-X (UE)
via a receive and a transmit line.

Since both lines are driven by independent devices collisions may (and will) happen. For example, if the TE
issues an AT command and the EMS31-X starts sending a URC. This will probably cause the TE to misinterpret
the URC being part of the AT command's response. To avoid this conflict the following measures must be taken:

e Ifan AT command is finished (with "OK" or "ERROR") the TE shall always wait at least 100 ms before sending
the next one. This applies to bit rates of 9600 bps or higher (see AT+l PR). At bit rates below 9600 bps the
delay must be longer: 300 ms at 1200 bps, and 500 ms at 300 bps.

The pause between two AT commands gives the EMS31-X the opportunity to the transmission of pending
URCs and get necessary service.

e The TE shall communicate with the EMS31-X using activated echo (ATEL), i.e. the EMS31-X echoes charac-
ters received from the TE.
Hence, when the TE receives the echo of the first character "A" of the AT command just sent by itself it has
control both over the receive and the transmit paths.

Using Backspace at command line:

« As the standard GSM alphabet does not provide a backspace functionality the EMS31-X is designed to use
the character "08" (hex 0x08) as backspace for command line input. This allows the user to easily erase the
last character when writing an AT command. On the other hand, this solution requires entering the escape
sequence \08 for writing the "0" character in GSM character string parameters.

¢ If command echo is enabled (ATE1) Backspace may cause 08 - 32 - 08 (decimal) character sequence or no
echo, depending on serial interface and speed of character input.
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1.6 Supported character sets

1.6 Supported character sets

EMS31-X supports two character sets: GSM 7 bit, also referred to as GSM alphabet or SMS alphabet (3GPP TS
23.038 [32]) and UCS216 bhit (ISO-10646 [10]). See AT+CSCS for information about selecting the character set.
Character tables can be found below.

Explanation of terms

« Escape Character
There are two types of escape sequences which lead to an alternative interpretation on subsequent charac-
ters by the UE:

- AT command interface
Escape sequences starting with character value 0x5C are used for the UE's non-UCS2 input and output.

- GSM 7 bit default alphabet
The escape sequence used within a text coded in the GSM 7 bit default alphabet is starting with character
value 0x1B and needs to be correctly interpreted by the TE, both for character input and output. To the
EMS31-X, an escape sequence appears like any other byte received or sent.

For SMS user data input after the prompt >" in text mode (AT+CM3F)=1 and AT+CSCS="GSM" the character
Ox1A is interpreted as 'CTRL-Z'. The character Ox1B (interpreted as 'ESC’) as well as the escape character
0x5C (is interpreted as 'O"), therefore both escape mechanisms are not supported in this case.

e TE Character Set
The character set currently used by the Customer Application is selected with AT+CSCS. It is recommended
to select UCS2 setting.

« Data Coding Scheme (DCS)
DCS is part of a short message and is saved on the SIM. When writing a short message to the SIM in text
mode, the DCS stored with AT+CSMP is used and determines the coded character set.

« International Reference Alphabet (IRA)
The International Reference Alphabet is equivalent to ASCII (American Standard Code for Information Inter-
change) and ISO 646, i.e. it defines a 7-bit coded character set. The mapping can be obtained from the char-
acter set tables below (UCS2 values 0x0000 to 0x007F).

When you enter characters that are not valid characters of the supported alphabets the behavior is undefined.
If GSM alphabet is selected, all characters sent over the serial line (between TE and UE) must be in the range
from 0 to 127 (7 bit range).

Note: If the UE is configured for GSM alphabet, but the Customer Application (TE) uses ASCII, bear in mind that
some characters have different code values, such as the following:

« "@" character with GSM alphabet value 0 is not displayable by an ASCII terminal program, e.g. Microsoft©
Hyperterminal®.

« "@" character with GSM alphabet value 0 will terminate any C string! This is because value 0 is defined as C
string end tag. Therefore, the GSM Null character will cause problems on application level when using 'C'-
functions, e.g. "strlen()". Using an escape sequence as shown in the table below solves the problem. By the
way, this may be the reason why even network providers sometimes replace ‘@' with "@=*"in their SIM appli-
cation.

* Some other characters of the GSM alphabet may be misinterpreted by an ASCII terminal program. For exam-
ple, GSM "¢" (as in "Bdrse") is assumed to be "|" in ASCII, thus resulting in "B|rse". This is because in both
alphabets there are different characters assigned to value 7C (hexadecimal).

If the TE sends characters differently coded or undefined in ASCIl or GSM (e.g. A, O, U) it is possible to use
escape sequences. The UE's input parser translates the escape sequence to the corresponding GSM character
value.

Note:

The UE also uses escape sequences for its non-UCS2 output: Quotation mark (") and the escape character itself
(\, respectively O in GSM alphabet) are converted, as well as all characters with a value below 32 (hexadecimal
0x20).

Hence, the input parser of the Customer Application needs to be able to translate escape sequences back to the
corresponding character of the currently used alphabet.

Unsupported characters are shown as a space (hexadecimal 0x20).
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1.6 Supported character sets

Table 1.5: Exemplary escape sequences generated by EMS31-X for its non-UCS2 output

Character ASCII GSM UCS2 Escape Numeric Escape
Value Character Character Character Sequence Sequence

0x5C \ o) 00D6 \5C 0x5C 0x35 0x43
0x22 " " 0022 \22 0x5C 0x32 0x32
0x00 NULL @ n/a \00 0x5C 0x30 0x30

Usually terminal programs are not able to recognize escape sequences, and thus, handle them as normal char-

acters.
To prevent misinterpretation of control characters or special characters it is recommended to always use UCS2

alphabet and PDU mode.

EMS31-X_ATC_V03.006 18/09/6
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1.6 Supported character sets

1.6.1 GSM alphabet tables and UCS2 character values

This section provides tables for the GSM default alphabet (3GPP TS 23.038 [32]) supported by the EMS31-X.
Below any GSM character find the corresponding two byte character value of the UCS2 alphabet. For details
refer to "ETSI GSM 03.38 mapping into Unicode" [11].

by 0 0 0 0 1 1 1 1

il ain character table of
(3SM 7 bit default alphabet hé 0 L 1 1 g 0 1 1
b5 0 1 0 1 0 1 0 1
bd b3 b2 b ] 1 z 3 4 5 5 7
0 0 0 0 0 i A 5P 1] i P i b
0040 | 0394 | 0020 | 0030 | 00AY1 | 0050 | OOBF | o070
0 0 0 1 1 £ _ I 1 A ] a ]
0oa3 | oosF | 0021 | 0031 | oot | oost1 | oost | oomd
q q 1 q 5 ) -3 " 2 B R h t
0024 | 03A6 | 0022 | 0032 | 0042 | 0052 | 0OB2 | DO72
0 0 1 1 ; ¥ r # 3 i 5 C g
O0as | 0393 | 0023 | 0033 | 0043 | 0053 | 0063 | 0073
. ; . . p & A % 4 D T d t
O0ES | 0390 | 0044 | 0034 | 0044 | 0054 | 0064 | 0O74
0 1 0 1 5 ] 0 % 5 E I 2 1]
O0ES | gaa0 | 0025 | 0035 | 0045 | 0055 | O0GS | DO7S
. ; 1 . g il I & B F Ui f y
OOF9 | g3a0 | 0026 | 0036 | OD46 | 0OS6 | OOGG | DO7E
0 1 1 1 7 i EY ' 7 G Wy ] W
O0EC | pase | 0027 | 0037 | 0047 | 0057 | OOGT | OOFT
i 0 0 0 9 i) z { g H W h ¥
0F2*| gaaz | o028 | 0038 | 0048 | 0052 | O0GS | OO7S
1 o | oo | o1 g ’ @ ) 4 | ! i ¥
O0ET | g2oe | 0029 | 0039 | 0049 | 0OSA | O0GG | DO7A
LF B * : J £ i z
1 0 1 0 LF1*'| o3mE | 0024 | 0034 | 0044 | OODSA | O0GA | OO7A
Fi . + : % 3 k ]
1 0 1 T MB Y hope 0028 | 0038 | 0048 | 00C4 | 0OGB | OOE4
& £ , = L o] [ i
1 1 0 O 11250 aoes | ooce | on2c | oo3c | ooac | oooe | nosc | ooFs
CR ) - = T i fm fi
1 1 : 113D [CR]*'| O0E6 | 0020 | 003D | 004D | 00D | 0OBD | OOFY
1} i . = M ) h i
! ! 1 O | "B bocs | nooF | oo2e | 003 | oose | oooc | ooee | ooFc
a £l '? .
1 1 1 1 |15F | 2 E ! ' o 5 - a
O0ES | 0OCQ | 002F | 003F | 004F | 00&T | OOGF | DOED

Figure 1.1: Main character table of GSM 7 bit default alphabet

1) This code is an escape to the following extension of the 7 bit default alphabet table.

2) This code is not a printable character and therefore not defined for the UCS2 alphabet. It shall be treated as the accom-
panying control character.

3) See Section 1.5 for further details on using backspace and "0" character.
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b7 o 0 0 0 1 1
E xtension character table of
GSM T bit default alphakbet hE L L 1 1 0 1 1
b5 o 1 0 1 0 0 1
b4 (%] b2 b1 o 1 2 3 4 E 7
0 0 0 0 o !
oo7e
0 0 0 1 1
0 0 1 0 2
0 0 1 1 3
o
0 1 0 0 4 o0SE
g”
0 1 ] 1 5 .
0 1 1 0 &
0 1 1 1 7
1 0 0 0 & ;
0o7eE
1 0 0 1 g !
007D
Ch]
1 0 1 o |10
[LF]
I
1 0 1 1 [11m
1 1 0 o |1z [
0056
1 1 ] 1 (13D o0 7E
1 q q o |[14E ]
0050
1 1 1 1 15 F '
0osc

Figure 1.2: Extension character table of GSM 7 bit default alphabet

1) This code value is reserved for the extension to another extension table. On receipt of this code, a receiving entity shall

display a space until another extension table is defined.

2) This code represents the EURO currency symbol. The code value is the one used for the character 'e’. Therefore a receiv-
ing entity which is incapable of displaying the EURO currency symbol will display the character 'e' instead.

3) This code is defined as a Page Break character and may be used for example in compressed CBS messages. Any mobile
which does not understand the 7 bit default alphabet table extension mechanism will treat this character as Line Feed.

gemalto™
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If the Customer Application receives a code where a symbol is not represented in Figure 1.2, Extension character
table of GSM 7 bit default alphabet it shall display the character shown in the main GSM 7 bit default alphabet

table (see Figure 1.1, Main character table of GSM 7 bit default alphabet).

1.6.2 UCS2 and GSM character coding and conversion

This section provides basic information on how to handle input and output character conversion, e.g. for SMS
text mode, if the character representation of UE and Customer Application differ, i.e. if the Data Coding Scheme

and the TE character set use different mappings.

1.6.2.1 Output of SIM data (UE to TE)

Used character set DCS =7 bit DCS = 8 hit
GSM Data
GSM Case 1l Case 2
GSM (1:1) 8 bit to IRA (1:2)
UCS2 Case 4 Case 5
GSM to IRA (1:4) 8 hit to IRA (1:4)

Note: The ratio of SIM bytes to output bytes is given in parentheses.

Case 1l

DCS = 16 bit
UCS2

Case 3
UCS2 to IRA (2:4)

Case 6
UCS2 to IRA (2:4)

Every GSM character is sent to the TE as it is (8-bit value with highest bit set to zero).

Example: 47'H, 53'H, 4D'H — 47'H, 53'H, 4D'H, displayed as "GSM"

Case 2
Every data byte is sent to the TE as 2 IRA characters each representing a halfbyte.
Example: B8'H (184 decimal) —» 42'H, 38'H, displayed as "B8"

Case 3
Every 16-bit UCS2 value is sent to the TE as 4 IRA characters.
Example: C4xA7'H (50343 decimal) — 43'H, 34'H, 41'H, 37'H, displayed as "C4A7"

Problem: An odd number of bytes leads to an error because there are always two bytes needed for each UCS2

character

Case 4

Every GSM character is sent to the TE as 4 IRA characters to show UCS2 in text mode.

Example: 41'H ("A") — 30'H, 30'H, 34'H, 31'H, displayed as "0041"

Case 5

Every data byte is sent to the TE as IRA representation of UCS2 (similar to case 4).
Example: B2'H — 30'H, 30'H, 42'H, 32'H, displayed as "00B2"

Case 6

Every 16-bit value is sent to the TE as IRA representation of it. It is assumed that number of bytes is even.

Example: C3x46'H — 43'H, 33'H, 34'H, 36'H, displayed as "C346"
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1.6 Supported character sets

1.6.2.2 Input of SIM data (TE to UE)

Used character set DCS =7 bhit DCS = 8 hit DCS = 16 bit
GSM Data UCS2
GSM Case 1 Case 2 Case 3
GSM (1:1) IRA to 8 bit (2:1) IRA to 16 bit (4:2)
UCS2 Case 4 Case 5 Case 6
UCS2 to GSM (4:1) UCS2 to 8 bit (4:1) UCS2 to 16 bit (4:2)
Note: The ratio between the number of input characters and bytes stored on the SIM is given in parentheses.
Case 1
Every character is sent from TE to UE as GSM character (or ASCII with standard terminal emulation, e.g. Hyper-
terminal®).

Character value must be in range from 0 to 127 because of 7-bit GSM alphabet.

To reach maximum SMS text length of 160 characters in 140 bytes space characters will be compressed on SIM.
This must be set using the parameter <dcs> of AT+CSMP (add 64).

Example: "ABCDEFGH" typed is sent and stored uncompressed as — 4142434445464748'H (stored com-
pressed as 41E19058341E91'H)

Case 2

Every data byte is sent as 2 IRA characters.

Maximum text length is 280 IRA characters which will be converted into 140 bytes SMS binary user data
Example: "C8" typed is sent as 43'H, 38'H — stored as C8'H

Case 3

Every 16-bit value is sent as 4 IRA characters.

Maximum text length is 280 IRA characters which will be converted into 70 UCS2 characters (16-bit each)
Number of IRA characters must be a multiple of four because always 4 half bytes are needed for a 16-bit value
Example: "D2C8" typed is sent as 44'H, 32'H, 43'H, 38'H — stored as D2C8'H

Case 4
Every GSM character is sent as 4 IRA characters representing one UCS2 character.
Example: To store text "ABC" using UCS2 character set you have to type "004100420043".
This is sent as 30'H,30'H,34'H,31'H, 30'H,30'H,34'H,32'H, 30'H,30'H,34'H,33'H — detected as IRA representa-
tion of 3 UCS2 characters, converted to GSM character set and stored as 41'H, 42'H, 43'H.
Maximum input is 640 IRA characters representing 160 UCS2 characters when compression is active. These
are converted to 160 GSM 7-bit characters.
Without compression only 140 GSM characters can be stored which are put in as 560 IRA characters.
Values of UCS2 characters must be smaller than 80'H (128 decimal) to be valid GSM characters.
Number of IRA characters must be a multiple of four. Problems:
e "41" — Error, there are four IRA characters (two bytes) needed
¢ "0000" — Error, not an UCS2 character
e "4142" — Error, value of UCS2 character > 7F'H
e "008B" — Error, value of UCS2 character > 7F'H
This affects the maximum input length of a string)

Case 5

Every UCS2 character is sent as 4 IRA characters and is converted into two 8-bit values. This means that the
first two characters have to be '00'.

Example: UCS2 character 009F'H typed as "009F" is sent as 30'H,30'H,39'H,46'H — converted into 8-bit value
9F'H.

Maximum number of UCS2 characters is 140 which are represented by 560 IRA characters. Number of IRA char-
acters must be a multiple of four.

Case 6

Every UCS2 character is sent as 4 IRA characters each and is converted into a 16-bit value again.

Example: UCS2 character 9F3A'H typed as "9F3A" is sent as 39'H,46'H,33'H,41'H — converted into 9F3A'H.
Maximum number of UCS2 characters is 70 which are represented by 280 IRA characters. Number of IRA char-
acters must be a multiple of four.

Invalid UCS2 values must be prevented.
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1.7 Unsolicited Result Code Presentation

URC stands for Unsolicited Result Code and is a report message issued by the UE without being requested by
the TE, i.e. an URC is issued automatically when a certain event occurs. Hence, a URC is not issued as part of
the response related to an executed AT command.

Typical events leading to URCs are incoming calls ("RING"), waiting calls, received short messages, changes in
temperature, network registration etc.

For most of these messages, the UE needs to be configured whether or not to send a URC. Descriptions of these
URCs are provided with the associated AT command. A summary of all URCs can be found in Section 17.5,
Sunmary of Unsolicited Result Codes (URC).

Important: If the interface used for URC output is reserved by an active data connection or a long running AT
command, URCs are buffered internally and will be issued after the interface becomes idle again. A pending
URC will be signaled on the URC output interface via RING line. This allows to systematically suspend any longer
data connection (refer +++ and ATO) to check for pending URCs after being signaled!

For detailed information regarding configuration of URC signaling refer to AT" SCFG, "URC/Ringline", <ur cRi n-
gl i neCf g>.

1.7.1 Common URCs

This section contains all URCs not associated to a certain AT command. They cannot be defined by the user and
appear automatically when the voltage conditions described below occur.

Notes for "*SBC" URCs reporting undervoltage/overvoltage conditions:
Please refer to [2] for specifications regarding the minimum and maximum operating voltage limits. If the supply
voltage exceeds the defined thresholds the UE switches off automatically. The automatic shutdown procedure
is equivalent to the power-down initiated with the AT SMS0 command.

URC 1
ASYSSTART
Indicates that the UE has been restarted to Normal mode or Airplane mode and is ready to operate.
For Normal and Airplane mode see AT+CFUN.

URC 2
ASBC: Undervol t age Warni ng
Supply voltage is close to the defined undervoltage threshold.

URC 3
ASBC. Undervol t age Shut down
Undervoltage threshold exceeded. UE automatically switches off.

URC 4
NSBC:. Overvol t age Warning
Supply voltage is close to defined overvoltage threshold.

URC 5
ASBC. Overvol tage Shutdown
Overvoltage threshold exceeded. UE automatically switches off.
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1.8 Errors and Messages

The command result codes "+CME ERROR: <err>" and "+CMS ERROR: <err>" indicate errors related to mobile
equipment or network functionality.

The format of <err> can be either numeric or verbose and is selectable via AT+CVEE.

A result error code terminates the execution of the command and prevents the execution of all remaining com-
mands that may follow on the same command line. If so, neither "ERROR" nor "OK" result codes are returned
for these commands. A 30 seconds timeout will deliver "ERROR" when the input of a command is not complete.

Using the wrong command syntax may result in errors: For example, using the execute command syntax
although the command has no execute format, causes "ERROR" to be returned. Likewise, using the write com-
mand syntax although the command has no write format causes "+CME ERROR: <err>" to be returned.

See also:

e Section 2.9.1, CME/CMS Error Code Overview

e Section 2.5.1, Verbose and numeric result codes
e Section 3.1, AT+CEER
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2. Configuration Commands

The AT Commands described in this chapter allow the external application to determine the EMS31-X's behav-
iour under various conditions.

2.1 AT&F Reset AT Command Settings to Factory Default Values

AT&F resets AT command settings to their factory default values.

For a list of affected parameters refer to Section 17.4, Factory Default Settings Restorable wth
AT&F.

Syntax

Exec Command

AT&F[<val ue>]

Response(s)

K

PIN - Last Reference(s)

-+ - V.250

Parameter Description

<val ue>Mm

[0] Reset parameters in Section 17.4, Fact ory Default Settings Restor-
abl e wi t h AT&F to their factory default values.
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2.2 AT&V Display current configuration

AT&YV returns the current parameter setting. The configuration varies depending on whether or not PIN authen-
tication has been done.

Syntax

Exec Command

AT&V[<val ue>]
Response(s)

ACTI VE PRCFI LE:
... (see Section 2.2.1, AT&V responses)
(04

PIN *> Last Reference(s)
S S V.250

Parameter Description

<val ue>Mum
[0] Profile number

Note
e The parameter of AT+CSDH will only be displayed in SMS Text mode, see AT+CMG-.

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 28 of 326
2.2 AT&V

2.2.1 AT&V responses

The following table shows different kinds of responses depending on whether or not the PIN is entered.

PIN authentication done No PIN authentication
ACTIVE PROFILE: ACTIVE PROFILE:
E1 QO V1 &C1 &D2 &S0 \Q3 E1 QO V1 &C1 &D2 &S0 \Q3
S0:000 S3:013 S4:010 S5:008 S6:000 S7:060 S8:000 S0:000 S3:013 S4:010 S5:008 S6:000 S7:060 S8:000
S10:002 S10:002
+CMGF: 1 +ICF: 3
+CSDH: 0 +IPR: 115200
+CNMI: 0,0,0,0,1 OK
+ICF: 3
+|PR: 115200
+CMEE: 2
+CSMS: 0,1,1,1
+CEREG: 0,1
+COPS: 0,0,"operator”
+CGSMS: 0
OK
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2.3 AT&W Store AT Command Settings to User Defined Profile

AT&Wstores the current AT command settings to a user defined profile in non-volatile memory of EMS31-X. The
AT command settings will automatically be restored from the user defined profile during power-up or if ATZ is
used. AT&F restores AT command factory default settings. Hence, until first use of AT&W ATZ works as AT&F.
A list of parameters stored to the user profile can be found at Section 17.3, AT Command Setti ngs storabl e
wi th AT&W

Syntax

Exec Command

AT&W<val ue>]
Response(s)

(014
ERROR
+CVE ERROR: <err>

PIN " Last Reference(s)
-+ - V.250

Parameter Description

<val ue>Mm
[0] User Profile Number
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2.4 ATQ Result Code Presentation Mode

ATQcontrols if the EMS31-X transmits any result code to the TE. Other information text transmitted as response
is not affected.

Syntax

Exec Command
ATQ<n>]
Response(s)

If <n>=0:
(04

If <n>=1:
(none)

PIN *> Last Reference(s)
S S V.250

Parameter Description
<n>(num)(&V)(&W)

Result Code Presentation Mode.
It is not recommended to change this value.

[0]&P®) UE transmits result code.
1 Result codes are suppressed and not transmitted.
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2.5 ATV

2.5 ATV Result code format mode

This command determines the contents of header and trailer transmitted with AT command result codes and
information responses. Possible responses are described in Section 2.5.1, Verbose and numeric result codes.

Syntax

Exec Command

ATV[<val ue>]
Response(s)

(0.4
ERROR

PIN - Last

- L -

Parameter Description

<val ue>(num)(&V)(&W)

[0]

Reference(s)

ITU-T V.250 [13]

Information response: <text><CR><LF>
Short result code format: <numeric code><CR>

16PO) Information response: <CR><LF><text><CR><LF>
Long result code format: <CR><LF><verbose code><CR><LF>

2.5.1 Verbose and numeric result codes

Verbose format Numeric format Meaning

OK 0 command executed, no errors

CONNECT 1 link established

RING 2 ring detected

NO CARRIER 3 link not established or disconnected

ERROR 4 invalid command or command line too long
NO DIALTONE 6 no dial tone, dialling impossible, wrong mode
BUSY 7 remote station busy

NO ANSWER 8 no answer
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2.6 ATZ Restore AT Command Settings from User Defined Profile

First ATZ resets the AT command settings to their factory default values, similar to AT&F. Afterwards the AT com-
mand settings are restored from a user defined profile in non-volatile memory of EMS31-X, if one was stored with
AT&Wbefore. Any additional AT command on the same command line may be ignored. A delay of 300 ms is
required before next AT command is sent.

Syntax

Exec Command

ATZ[<val ue>]
Response(s)

X
PIN > Last Reference(s)
-+ - V.250

Parameter Description

<val ue>Mum
[0] User Profile Number
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2.7 AT+CFUN Functionality Level

AT+CFUN controls EMS31-X's functionality levels. It can also be used to reset the UE.

Syntax

Test Command

AT+CFUN=?

Response(s)

+CFUN: (list of supported <f un>s), (list of supported <r st >s)

(014
ERROR
+CVE ERROR:. <err>

Read Command
AT+CFUN?

Response(s)

+CFUN:  <fun>

K

ERROR

+CME ERROR: <err >

Write Command

AT+CFUN=<f un>[, <r st >]
Response(s)

K

ERROR

+CME ERROR: <err >
If <f un>=0:

K

If <r st >=1:
K

A SHUT DOVWN
NSYSSTART

PIN > Last

- L -

Parameter Description

<fu r.|>(num)

0

1©

gemalto™

Reference(s)

3GPP TS 27.007 [43]

Minimum functionality.

Shuts down TX and RX RF-circuits whereby EMS31-X logs off from the net-
work. Access to the (U)SIM is also disabled. AT commands whose execution
requires a radio connection or (U)SIM access either return an error result code
or reflect the limited operating state.

To return to normal mode the command AT+CFUN=1 can be used. After this,
SIM PIN authentication is necessary for registering to a network.

Full functionality level.

Airplane mode.

Shuts down TX and RX RF-circuits whereby EMS31-X logs off from the net-
work and switches to AT+COPS=2. AT commands whose execution requires a
radio connection either return an error response (such as "NO CARRIER" or
"+CME ERROR: NO NETWORK SERVICE") or reflect the limited operating
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2.7 AT+CFUN

<r st >Mum)

state. A list of AT commands supported during Airplane mode can be found in
Section 17.2, Avai l abil ity of AT Commands Dependi ng on Oper -
ating Mode of ME

The benefit of Airplane mode is that, at locations where no RF emission is
allowed (typically airplanes, hospitals etc.), the subscriber can continue using
network-independent features rather than powering off the entire device (e.g.
a PDA or smartphone).

Parameter <r st > applies only to <f un> 1 and 4.

[0]
1

gemalto™

UE switches to <f un> level without reset.

UE resets and restarts to full functionality level or Airplane mode, depending
on given <f un> value. "*SHUTDOWN' URC indicates that the UE has com-
pleted the reset procedure and will restart. "*SYSSTART" URC indicates that
the UE has restarted and is ready to operate.

If fast switch off is enabled (see parameter <f so> in AT" SCFG) there will be no
"N SHUTDOWN' URC.
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2.8 ATASMSO Switch Off EMS31-X

AT~ SMSO initiates EMS31-X's power-off procedure. Do not send any other AT command after this.

Low level of the ME's V180 signal and the URC " SHUTDOWN'" notify that the procedure has completed and the
ME has entered the POWER DOWN mode. Therefore, be sure not to disconnect the operating voltage until the
V180 signal has gone low and until the URC "»SHUTDOWN'" is displayed. Otherwise, you run the risk of losing
data. For further details on how to turn off the ME refer to [2]. If a fast switch off (see parameter <f so> in
AT~ SCFG) is enabled, there is no reply like OK, ERROR or any "* SHUTDOAN' URC.

Syntax

Test Command
ATA SM50=?
Response(s)
K

Exec Command

ATA SMSO
Response(s)

ASMSO. MS OFF
X
ERRCR

PIN - Last

-+ o+

Unsolicited Result Code

A SHUTDOWN

Indicates that the power-off procedure is finished and the module will be switched off in less than 1 second.
If <f so> is used to enable a fast UE switch off, there will be no "* SHUTDOAN' URC.

Note

e If<f so>isused to enable a fast UE switch off, flash access cycles (writing/deleting) will be finalized, but there
will no longer be any network deregistration, the current settings will not be saved and there will be no further
output on the interfaces. All other jobs will be deleted and logical data consistance cannot be guaranteed.
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AT+CMEE controls the format of error result codes that indicates errors related to EMS31-X functionality. Format
can be selected between plain "ERROR" output, error numbers or verbose "+CME ERROR: <err>" and "+CMS

ERROR: <err>" messages.

Possible error result codes are listed in Table 2.1, General "CME ERROR" Codes (3GPP TS 27.007), Table 2.2,
EPS related "CME ERROR" Codes (3GPP TS 27.007) and Table 2.3, SMS related "CMS ERROR" Codes

(3GPP TS 27.005).

Syntax

Test Command

AT+CMVEE=?

Response(s)

+CMEE: (list of supported<er r Mode>s)

(04

Read Command

AT+CVEE?
Response(s)

+CMVEE: <err Mode>
K

Write Command

AT+CMEE=<er r Mode>
Response(s)

XK
ERROR
+CVE ERROR: <err>

PIN > Last

- L -

Parameter Description

<er r Mode>MMEV)EW)
0@FID)

1
2

Example

Reference(s)

3GPP TS 27.007 [43], 3GPP TS

27.005 [42]

Disable result code, i.e. only "ERROR" will be displayed.
Enable error result code with numeric values.
Enable error result code with verbose (string) values.

To obtain enhanced error messages it is recommended to choose <er r Mode>=2.

AT+CMEE=2
(0 4

gemalto™
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291 CME/CMS Error Code Overview

Table 2.1: General "CME ERROR" Codes (3GPP TS 27.007)
<err> Code Text (if AT+CVEE=2)

0 phone failure

1 no connection to phone

2 phone adapter link reserved

3 operation not allowed

4 operation not supported

5 PH-SIM PIN required

6 PH-FSIM PIN required

7 PH-FSIM PUK required

10 SIM not inserted

11 SIM PIN required

12 SIM PUK required

13 SIM failure

14 SIM busy

15 SIM wrong

16 incorrect password

17 SIM PIN2 required

18 SIM PUK2 required

20 memory full

21 invalid index

22 not found

23 memory failure

24 text string too long

25 invalid characters in text string

26 dial string too long

27 invalid characters in dial string

30 no network service

31 network timeout

32 network not allowed - emergency calls only
40 network personalization PIN required

41 network personalization PUK required

42 network subset personalization PIN required
43 network subset personalization PUK required
44 service provider personalization PIN required
45 service provider personalization PUK required
46 corporate personalization PIN required

a7 corporate personalization PUK required

48 PH-SIM PUK (master phone code) required
50 Incorrect parameters

60 System Failure
gemalto® EMS31-X_ATC_V03.006
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<err> Code

100
256
257
258
259
260
261
262
263

Table 2.2:

<err> Code

103
106
107
111
113
132
133
134
151

Table 2.3:

<err> Code

1

8

10
21
27
28
29
30
38
41
42
47
50
69
81
95
96
97

gemalto™

Text (if AT+CVEE=2)

unknown

operation temporary not allowed
call barred

phone busy

user abort

invalid dial string

SS not executed

SIM blocked

invalid block

EPS related "CME ERROR" Codes (3GPP TS 27.007)

Text (if AT+CVEE=2)

illegal MS (#3)

illegal ME (#6)

EPS services not allowed (#)

PLMN not allowed (11)

roaming not allowed in this tracking area (#13)
service option not supported (#32)

requested service option not subscribed (#33)
service option temporary out of order (34)
invalid mobile class (#51)

SMS related "CMS ERROR" Codes (3GPP TS 27.005)

Text (if AT+CVEE=2)

unassigned (unallocated) number

operator determined barring

call barred

short message transfer rejected

destination out of service

unidentified subscriber

facility rejected

unknown subscriber

network out of order

temporary failure

congestion

resources unavailable, unspecified

requested facility not subscribed

requested facility not implemented

invalid short message transfer reference value
invalid message, unspecified

invalid mandatory information

message type non-existent or not implemented

EMS31-X_ATC_V03.006
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<err> Code
98
99
111
127
128
129
130
143
144
145
159
160
161
175
176
192
193
194
195
196
197
198
199
208
209
210
211
212
213
255
300
301
302
303
304
305
310
311
312
313
314
315

gemalto™

Text (if AT+CVEE=2)
message not compatible with short message protocol state
information element non-existent or not implemented

protocol error, unspecified
interworking, unspecified

telematic interworking not supported
short message type 0 not supported
cannot replace short message
unspecified TP-PID error

data coding scheme (alphabet) not supported

message class not supported
unspecified TP-DCS error
command cannot be actioned
command unsupported
unspecified TP-command error
TPDU not supported

SC busy

no SC subscription

SC system failure

invalid SME address
destination SME barred

SM rejected-duplicate SM
TP-VPF not supported
TP-VP not supported

do SIM SMS storage full

no SMS storage capability in SIM
error in MS

memory capacity exceeded
SIM application toolkit busy
SIM data download error
unspecified error cause

ME failure

SMS service of ME reserved
operation not allowed
operation not supported
invalid PDU mode parameter
invalid text mode parameter
SIM not inserted

SIM PIN required

PH-SIM PIN required

SIM failure

SIM busy

SIM wrong

EMS31-X_ATC_V03.006
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<err> Code

316
317
318
320
321
322
330
331
332
340
500
512
513
514
515
516
517
518
519
520
521
522

gemalto™

Text (if AT+CVEE=2)

SIM PUK required

SIM PIN2 required

SIM PUK2 required

memory failure

invalid memory index

memory full

SMSC address unknown

no network service

network timeout

no +CNMA acknowledgement expected
unknown error

user abort

unable to store

invalid status

invalid character in address string
invalid length

invalid character in PDU

invalid parameter

invalid length or character
invalid character in text

timer expired

operation temporary not allowed

EMS31-X_ATC_V03.006
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2.10 AT+CSCS Character Set

AT+CSCS write command informs the EMS31-X which character set is used by the TE. This enables the UE to
convert character strings correctly between TE and UE character sets. Please also refer to Section 1.6, Sup-

ported character sets.

Note: If UE-TE interface is set to 8-bit operation (AT+I CF) and selected character set is <chset >="GSM" (7-bit),

the highest bit will be set to zero.

Syntax

Test Command

AT+CSCS=?

Response(s)

+CSCS: (list of supported<chset >s)

(014
Read Command

AT+CSCS?
Response(s)

+CSCS: <chset >
K

Write Command

AT+CSCS=<chset >
Response(s)

(04
ERROR
+CVE ERROR: <err>

PIN - Last

- dL -

Parameter Description

<chset >0
“GSM“(&F)(P)
“Ucs2¢

gemalto™

Reference(s)

3GPP TS 27.007 [43]

GSM 7 bit default alphabet (3GPP TS 23.038 [32], Subclause 6.2.1).

16-bit universal multiple-octet coded character set (ISO-10646 [10]). UCS2
character strings are converted to hexadecimal numbers in the range 0000 to
FFFF; e.g. "004100620063" equates to three 16-bit characters with decimal
values 65, 98 and 99.
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2.11 ATA"SCFG Extended Configuration Settings

AT~ SCFG can be used to query and configure various settings of the EMS31-X.

AT~ SCFGread command returns a list of all supported parameters and their current values.

AT~ SCFG write command queries a configuration parameter (if no value is entered) or sets its value(s).

Input of parameter names is always coded in GSM character set, parameter values are expected to be given as
specified via AT+CSCS.

Syntax

Test Command
ATASCFG=?
Response(s)

ANSCFG  "GPIO/mode/ASC1", (list of supported <g_node>s)

ANSCFG  "GPIO/mode/DCDQ", (list of supported <g_node>s)

ASCFG  "GPIO/mode/DSRO0", (list of supported <g_node>s)

ASCFG  "GPIO/mode/DTRQ", (list of supported <g_node>s)

ANSCFG "GPIO/mode/FSR", (list of supported <g_npde>s)

ASCFG "GPIO/mode/RINGOQ", (list of supported <g_nopde>s)

ANSCFG  "GPIO/mode/SYNC", (list of supported <g_node>s)

ANSCFG "GPRS/AutoAttach”, (list of supported <gaa>s)

ANSCFG "MEopMode/CFUN", (list of supported <cf un>s), (list of supported <cf un_save>s)
ANSCFG "MEopMode/PingRsp", (list of supported <pi ngv>s)

NSCFG "MEopMode/Prov/AutoSelect”, (list of supported <pr ovAut 0Sel ect >s)

ANSCFG  "MEopMode/Prov/Cfg", (list of supported <pr ovCf g>s)

ASCFG  "ldent/Manufacturer”, (max. string length of <manuf act ur er >)

ASCFG  "ldent/Product”, (max. string length of <pr oduct >)

ASCFG  "MEShutdown/Fsao", (list of supported <f so>s)

ASCFG  "MEShutdown/sVsup/threshold", (list of supported <vt hr esh>s), (list of supported
<Power Suppl yDomai n>s)

ASCFG  "Radio/Band/4G", (list of supported <l t e_nask>s)

ASCFG  "Radio/Mtpl/4G", (list of supported <PL_node>s), (list of supported <PL_pr of i | e>s), (list of
supported <I t e_mask>s), , (list of supported <PL_1| i m t >s)

ANSCFG. "Sim/CS", (list of supported <CS>s)

NSCFG. "Tcp/IPv6Priv”, (list of supported <v6pri vacyv>s)

ANSCFG "Tcp/MR", (list of supported <t cpM >)

ANSCFG "Tcp/OT", (list of supported <t cpCt >)

NSCFG  "Tcp/WithURCs", (list of supported <t cpW t hUr c>)

NSCFG. "Tcp/TLS/Version", (list of supported <TLS mi n_ver si on>s), (list of supported
<TLS nax_ver si on>s)

ANSCFG. "URC/Ringline", (list of supported <ur cRi ngl i neCf g>s)

ANSCFG "URC/Ringline/ActiveTime", (list of supported <ur cRi ngl i neDur at i on>s)

(0

Read Command

ATASCFG?
Response(s)

ANSCFG "GPIO/mode/ASC1", <g_node>

ASCFG  "GPIO/mode/DCDO0", <g_nbpde>

ASCFG  "GPIO/mode/DSR0", <g_node>

NSCFG "GPIO/mode/DTRQ", <g_node>

ANSCFG "GPIO/mode/FSR", <g_node>

ASCFG  "GPIO/mode/RINGQ", <g _node>

ANSCFG  "GPIO/mode/SYNC", <g_node>

NSCFG "GPRS/AutoAttach", <gaa>

ANSCFG "MEopMode/CFUN", <cf un>, <cf un_save>

gemalto™ EMS31-X_ATC_V03.006 18/09/6
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Read Command (Continued)
AT~ SCFG?

Response(s)

NSCFG. "MEopMode/PingRsp”, <pi ngv>

NSCFG. "MEopMode/Prov/AutoSelect”, <pr ovAut oSel ect >

NSCFG. "MEopMode/Prov/Cfg", <pr ovCf g>

ANSCFG  "ldent/Manufacturer”, <manuf act ur er >

NSCFG  "ldent/Product”, <pr oduct >

ANSCFG  "MEShutdown/Fso”, <f so>

ANSCFG. "MEShutdown/sVsup/threshold”, <vt hresh_BB curr >, <vt hresh_BB request >
ANSCFG  "Radio/Band/4G", <l t e_nask>

NSCFG  "Radio/Mtpl/4G", <PL_node>[, <PL_profi | e>]

ASCFG  "Sim/CS", <CS>

NSCFG. "Tcp/IPv6Priv", <vépri vacyv>

ASCFG  "Tcp/MR", <t cpM >

ASCFG  "Tep/OT", <t cpCt >

ANSCFG. "Tcp/TLS/Version", <TLS mi n_ver si on>, <TLS max_ver si on>
ANSCFG  "Tcp/WithURCs", <t cpW t hUr c>

ASCFG "URC/Ringline", <ur cRi ngl i neCf g>

ANSCFG  "URC/Ringline/ActiveTime", <ur cRi ngl i neDur at i on>

(0

Write Command
Configure ASCL1 interface lines RXD1, TXD1, RTS1, CTS1 shared with GPIO16 - GPIO19 lines
AT~ SCFG="GPIO/mode/ASC1"[, <g_node>]

Response(s)

NSCFG
(0 ¢
ERROR

"GPIO/mode/ASC1", <g_nopde>

+CVE ERROR: <err>

Write Command
Configure DCDO line of ASCO interface shared with GPIO2
ATA SCFG="GPIO/mode/DCDO0"[, <g_node>]

Response(s)

NSCFG
(0.4
ERRCR

"GPIO/mode/DCDO0", <g_nbde>

+CVE ERROR: <err>

Write Command
Configure DSRO line of ASCO interface shared with GPIO3 line
ATASCFG="GPIO/mode/DSR0Q"[, <g_node>]

Response(s)

NSCFG
(0.4
ERRCR

"GPIO/mode/DSR0", <g_node>

+CVE ERROR: <err>

Write Command
Configure DTRO line of ASCO interface shared with GPIOL1 line
AT~ SCFG="GPIO/mode/DTRO"[, <g_node>]

Response(s)

NSCFG
K

gemalto™

"GPIO/mode/DTRO", <g_nbde>
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Write Command
Configure DTRO line of ASCO interface shared with GPIOL1 line
AT~ SCFG="GPIO/mode/DTRO"[, <g_node>]

Response(s)
ERRCR
+CVE ERROR: <err >

Write Command
Configure Fast Shutdown line FST_SHDN shared with GP1O4 line
AT~ SCFG="GPIO/mode/FSR"[, <g_npde>]

Response(s)

NSCFG  "GPIO/mode/FSR", <g_node>
K

ERRCOR

+CVE ERROR: <err>

Write Command
Configure RINGO line of ASCO interface shared with GP1024 line
AT SCFG="GPI10/mode/RINGO"[, <g_node>]

Response(s)

ANSCFG "GPIO/mode/RINGO", <g_npde>
(0.4

ERROR

+CME ERROR: <err >

Write Command
Configure Status LED line shared with GPOS5 line
AT~ SCFG="GPI0O/mode/SYNC"[, <g_npde>]

Response(s)

ANSCFG "GPIO/mode/SYNC", <g_node>
(014

ERROR

+CME ERROR: <err >

Write Command
Automatic GPRS attach
ATA SCFG="GPRS/AutoAttach"[, <gaa>]

Response(s)

ASCFG  "GPRS/AutoAttach”, <gaa>
(0

ERROR

+CVE ERROR: <err>

Write Command
Enable/disable non volatile storage of AT+CFUN.
ATA SCFG="MEopMode/CFUN"[, <cf un>]

Response(s)

ANSCFG "MEopMode/CFUN", <cf un>, <cf un_save>
(04

ERROR

+CVE ERROR: <err>
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Write Command

Allow/block response on PING

AT~ SCFG="MEopMode/PingRsp"[, <pi ngv>]
Response(s)

NSCFG  "MEopMode/PingRsp", <pi ngv>
(0

ERROR
+CME ERROR: <err >

Write Command
Auto select provider profile.
AT~ SCFG="MEopMode/Prov/AutoSelect"[, <pr ovAut oSel ect >]

Response(s)

NSCFG "MEopMode/Prov/AutoSelect”, <pr ovAut oSel ect >
(0

ERRCR

+CME ERROR  <err >

Write Command
Provider profile configuration.
AT SCFG="MEopMode/Prov/Cfg"[, <pr ovCf g>]

Response(s)

NSCFG. "MEopMode/Prov/Cfg", <pr ovCf g>
(01

ERROR

+CMVE ERROR: <err>

Write Command

Configure manufacturer name.

ATA SCFG="ldent/Manufacturer"[, <manuf act ur er >]
Response(s)

ANSCFG '"ldent/Manufacturer”, <manuf act ur er >
K

ERROR

+CME ERROR: <err >

Write Command
Configure product name.
AT~ SCFG="Ident/Product"[, <pr oduct >]

Response(s)

ASCFG  "ldent/Product", <pr oduct >
(04

ERROR

+CVE ERROR: <err>

Write Command
Enable/disable fast switch off.
ATA SCFG="MEShutdown/Fso"[, <f s0>]

Response(s)

ANSCFG. "MEShutdown/Fso", <f so>
K

ERROR

+CME ERROR: <err >
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Write Command
Query / configure undervoltage threshold
AT~ SCFG="MEShutdown/sVsup/threshold"[, <vt hr esh>][, <Power Suppl yDomai n>]

Response(s)

NSCFG  "MEShutdown/sVsup/threshold", <vt hresh_BB curr>, <vt hresh BB request >
(0

ERRCR

+CME ERROR  <err >

Write Command

Radio band selection
AT~ SCFG="Radio/Band/4G"[, <I t e_nmask>]

Response(s)

NSCFG "Radio/Band/4G", <l t e_mask>
(0.4

ERROR

+CME ERROR: <err >

Write Command
Instant Power Limitation for SAR Reduction and Thermal Mitigation
AT SCFG="Radio/Mtpl/4G"[, <PL_node>[, <PL_profile> <lte_mask>,,<PL_|imt>]]

Response(s)

ANSCFG  "Radio/Mtpl/4G", <PL_node>[, <PL_profile> <lte mask>,,<PL _|imt>]

In case of: <PL_node>=0
ASCFG  "Radio/Mtpl/AG", <PL_nonde>

In case of: <PL_node>=1 and <PL_profil e>
ANSCFG  "Radio/Mtpl/4G", <PL_node>, <PL_profil e>

In case of: <PL_npde>=2 and <PL_pr of i | e> one profile configuration is printed out
NSCFG  "Radio/Mtpl/4G", <PL_npde>, <PL_profile> <lte_mask>,,<PL |imt>
ANSCFG  ['Radio/Mtpl/4G", <PL_node>, <PL_profile> <lte mask>,,<PL _|imt>]
ASCFG  ["Radio/Mtpl/4G"]

In case of: <PL_node>=2 full profile configuration (1-8) is printed out

NSCFG  "Radio/Mtpl/4G", <PL_npde>, <PL_profile> <lte _mask>,,<PL |imt>
ANSCFG  ['Radio/Mtpl/4G"> , <PL_node>, <PL_profile> <lte_mask>,,<PL_|imt>]
ANSCFG  ['Radio/Mtpl/4G", <PL_node>, <PL_profile> <lte mask>,,<PL _|[imt>]
ASCFG  ["Radio/Mtpl/4G"]

In case of: <PL_node>=3 and <PL_profil e>, <l te_mask>,<PL_| i m t > only the enabled profile is
printed out

ASCFG  "Radio/Mtpl/4G", <PL_node>

(0

ERROR

+CME ERROR: <err>

Write Command

Select the (U)SIM interface to be used.
AT~ SCFG="SIim/CS"[, <CS>]
Response(s)

ASCFG  "Sim/CS", <CS>

(0
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Write Command (Continued)
Select the (U)SIM interface to be used.

AT~ SCFG="SIim/CS"[, <CS>]

Response(s)

ERROR

+CME ERROR  <err >

Write Command

Enable/disable IPv6 privacy extensions for the IP stack

AT~ SCFG="Tcp/IPV6Priv"[, <v6pri vacyv>]

Response(s)

NSCFG  "Tcp/IPv6Priv", <v6pri vacyv>
(0

ERRCR

+CME ERROR  <err >

Write Command

Configuration of TCP parameter 'MaxRetransmissions':
ATASCFG="Tcp/MR"[, <t cpM >]

Response(s)

ANSCFG "Tcp/MR", <t cpM >
K

ERROR

+CME ERROR: <err >

Write Command

Configuration of TCP parameter 'OverallTimeout':
ATASCFG="Tcp/OT"[, <t cpQxt >]

Response(s)

ASCFG  "Tep/OT", <t cpCt >

(04

ERROR
+CVE ERROR: <err>

Write Command

Set a range of accepted TLS versions for the IPoverAT services.

AT~ SCFG="Tcp/TLS/Version", <TLS mi n_ver si on>, <TLS nax_ver si on>
Response(s)

ASCFG  "Tep/TLS/Version®, <TLS mi n_ver si on>, <TLS max_ver si on>
(04

ERRCR

+CME ERROR <err >

Write Command
Configuration of Internet Service URCs:
AT SCFG="Tcp/WithURCs"[, <t cpW t hUr c>]

Response(s)

ASCFG  "Tep/WithURCs", <t cpW t hUr c>
(04

ERROR

+CVE ERROR: <err>
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Write Command

Subcommand controls the behaviour of the RING line if it is selected for URC signalization.
AT~ SCFG="URC/Ringline"[, <ur cRi ngl i neCf g>]

Response(s)

ASCFG  "URC/Ringline", <ur cRi ngl i neCf g>

(0

ERRCR

+CME ERROR  <err >

Write Command

Subcommand controls duration of active RING line if it is selected for URC signalization.
AT~ SCFG="URC/Ringline/ActiveTime"[, <ur cRi ngl i neDur at i on>]

Response(s)

ANSCFG  "URC/Ringline/ActiveTime", <ur cRi ngl i neDur ati on>

(0

ERRCR

+CME ERROR  <err >

PIN = Last

- ax -

Parameter Description
<g mode>(SNEFCSCS(NY)

Mode of operation for signal lines

This parameter can be used to configure shared signal lines of the EMS31-X module. Depending on the con-
nected devices the setting determines the specific function assigned to the related signal line(s). Keep in mind
that the functions assigned to shared lines are mutually exclusive.

To enable, for example, the second serial interface ASC1 select AT" SCFG="GPIO/mode/ASC1","std".

The changes will fully take effect after restart of the UE and are non-volatile.

“std” Signal lines are assigned to this interface.

rsv* Signal line not used.

<gaa>(str)(+CSCS)(NV)

PS Domain Auto Attach

This parameter can be used to control whether the UE will perform a PS Domain attach immediately after power-
up and registering to the network or not. If the setting is changed to "enabled" and the UE is not attached yet, it
will not initiate an attach immediately but after the next power-up and registration to the network. For LTE please
see more information in Section 10.3.1, Attaching to LTE Networks.

“disabled” GPRS auto attach is disabled
“enabled“® GPRS auto attach is enabled

<cfun >(str)(NV)

CFUN Mode

Parameter determines whether the AT+CFUN parameter <f un> values for Normal mode and Airplane mode are
stored persistently.

«0(®) Setting of AT+CFUN parameter <f un> is stored persistently.

‘1 Setting of AT+CFUN parameter <f un> is volatile, i.e. changes are not reestab-
lished after restart.
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<cf un_save>ENNV)

Saved CFUN Mode

Indicates AT+CFUN parameter <f un> which will be used for next UE restart.
<pi ngv>(str)(+CSCS)(NV)
Enable ping response

Enable or disable response on PING. If module is connected to Internet and has valid IP address it will or will
not respond to ICMP PING depending on this setting.

“0" Disable response on PING
«140) Enable

<pr ovAut 0Sel ect >ENNY)

Autoselect provider profile

The AT" SCFG"MEopMode/Prov/AutoSelect” parameter <pr ovAut oSel ect > enables / disables the autoselec-
tion of provider profiles. Setting take effect immediately.
The autoselection functionality is effective only when AT+CFUN=1 or 4, and after SIM PIN is verified.

“on“® Autoselection is on.
The provider profile changes automatically when the inserted SIM card
matches one of the provider profiles preconfigured in the UE.

“off* Autoselection is off.
The provider profile can be set manually using the AT SCFG"MEopMode/Prov/
Cfg" write command.

<pr ovCf g>(str)(NV)
Provider configuration

The AT SCFG"MEopMode/Prov/Cfg" parameter <pr ovCf g> controls the provider profiles. Settings take effect
immediately.

Please note that it is also allowed to manually change the provider profile when <pr ovAut 0Sel ect > value is
"on", but the configuration does not take effect until the <pr ovAut oSel ect > is disabled.

The following profiles are supported:

“att" AT&T provider profile.
“verizon” Verizon provider profile.

<manuf act ur er >ENNV)

Manufacturer name

Setting can be used to configure the name of the manufacturer which is displayed with the commands ATI and
AT+CGM . Maximal length of the Manufacturer name is 25 characters (or less if you use multibyte characters).

“Cinterion“®

<pr oduct >NV

Product name

Setting can be used to configure the name of the product which is displayed with the commands ATI and
AT+CGW Maximal length of the product name is 25 characters (or less if you use multibyte characters).

“EMS31-X“P)
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<fs O>(str)(+CSCS)(NV)

Enable/disable fast switch off

This parameter configures a fast UE switch off, i.e., a shutdown without network deregistration. If enabled, the
UE can be shut down without network deregistration by using either the AT command AT” SM5Oor the hardware
line FST_SHDN. For further details please refer to [2].

Please take great care before changing the fast switch off mode. Factory setting is <f so>="0".

«0«(®) Fast UE switch off is disabled. AT" SM50 performs an orderly UE shutdown and
issues the ""SHUTDOWN' URC. Triggering the FST_SHDN line has no effect.
‘1 Fast UE switch off enabled. AT SMSOperforms the fast switch off and does not

issue any reply, e.g., OK, ERROR or any "*SHUTDOMN' URC. Triggering the
FST_SHDN line will start the fast shutdown procedure.

<vt hr esh>ENNV)

Undervoltage threshold value

The undervoltage thresholds defined for the BB (base band) domain are calculated for max. 400 mV voltage
drops. Power supply sources for EMS31-X applications shall be designed to tolerate 400 mV voltage drops with-
out crossing the lower limits of 3.3 V (BB). For EMS31-X applications operating at the limit of the allowed toler-
ance the default undervoltage threshold may be adapted by selecting a <vt hr esh> value.

New settings take effect after restart.

«.4+D) 3.10V
“3 3.15V
“ 3.20V
“g 3.25V
“0" 3.30V
“q 335V
“ps 3.40 V
“3 345V
“q 350V

<Power Suppl yDonai n>
Power Supply Domain
“0" <vt hr esh> value applies to BB domain (BATT+gg line).

<vt hresh_BB_curr>E"

Current BB undervoltage threshold

«4+(D) 3.10V
“ 3 3.15V
“_u 3.20V
“qe 3.25V
“Q¢ 3.30V
uqe 3.35V
uu 3.40V
“g3e 3.45V
“gn 3.50 V
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<vt hresh_BB_r equest >V

BB undervoltage threshold after next restart
For values see <vt hresh_BB_curr >.

<lte ITaSk>(Str)(+CSCS)(NV)

LTE radio band(s) mask

<l t e_mask> specifies LTE frequency bands in hexadecimal 32-bit value order. Every bit corresponds to a ded-
icated band number as defined in 3GPP standard TS 36.101 (4G).

When a bit (corresponding to a dedicated band) is set, the band is enabled, when the bit is cleared, the dedicated
band is disabled respectively. The <l t e_nmask> value should be a string starting with '0x', to be transferred into
binary follow below pattern.

Mask in Hexadecimal: [Hex8] [Hex7] ... [Hex2] Hex1

Mask in binary: b32b31b30b29 b28b27b26b25 ...... b8b7b6h5 b4b3b2b1

Hex8 to Hex2 can be omit if all zero, but <I t e_mask> should contain no more than 8 hexadecimal digitals, and
also contain at least one hexadecimal digital.

EMS31-X supported band listed below:

“0x00000002" LTE BAND Il (BC2)
“0x00000008* LTE BAND IV (BC4)

“0x00000800" LTE BAND XII (BC12)
“0x00001000* LTE BAND XIIl (BC13)

Usage of <I t e_nmask> depends on the AT" SCFG subcommand:

Using <l t e_nmask> for AT" SCFG"Radio/Mtpl/4G":

Parameter is mandatory within the profile specifying the module's output power limit. It shall be given as a single
LTE band within each profile (multiple band values as in the case of AT"SCFG "Radio/Band/4G" are not
accepted). For details see <PL_node> and related parameters.

Using <l t e_nmask> for AT" SCFG"Radio/Band/4G";

Parameter sets the LTE frequency band(s) the UE is allowed to use. The setting can be either a single or a mul-
tiple band value. Delivery default is the combination of all bands supported by the EMS31-X.

A changed value takes effect immediately. The status of the SIM PIN authentication remains unchanged, elim-
inating the need to enter the SIM PIN again after the change.

An ERROR result code will be returned when the user tries

- to set a band not supported by the EMS31-X,

-to set <l t e _mask>="0x00000000"

- to change the band configuration during Airplane mode.

<PL_node>EW

Power Limitation Mode

The AT"SCFG subcommand "Radio/Mtpl/4G" can be used to instantly adapt the module's Specific Absorption
Rate (SAR) by reducing its output power for specific or all bands in any operating mode.

8 profiles for instant RF output power limitation can be defined and stored to the NV memory. A profile contains
all supported bands ( <l t e_nask>) and, for each single band, a parameter limiting the maximum RF output
power (<PL_I i m t >). Changing limit values of a profile with <PL_nobde> 3 takes effectimmediately. Activating
and deactivating power limitation with <PL_node> 1 or 0, takes effect immediately. Powerup default of
<PL_node> is 0 (disabled).

«0«(P) Power limitation deactivated (no further parameters are possible).

“1" Power limitation activated.
<PL_pr of i | e> parameter is mandatory for activation.
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nzn

1;31;

<PL_profil e>®"

Power Limitation Profile

Query profile settings.

The response shows the currently used limit values if instant power limitation
is active, i.e. if <PL_npde>= 1. You can read either all profiles, or a specific
profile by adding a <PL_pr of i | e> number.

Change profile. All parameters are mandatory.

This parameter is used to set the profile.

"1.g"
<PL_|imit>6ENOV)

Power Limitation

Number of profile.

This parameter is used to set the power limit.
Parameter is global for the UE, non-volatile and will not be reset by AT&F.

Setting takes effect immediately.

"18"..."23"

<v6pri vacyv>ENNY)

Enable IPv6 privacy

Power limit value in dBm for LTE bands.

Enable or disable IPv6 privacy extensions (RFC 4941) for the IP stack

“0“
u14(D)

<tc p M >(str)(+CSCS)(NV)

Disable IPv6 privacy extensions
Enable

Maximum Number of Retransmissions (MR)

"1*..10"@). 30"

<t cpCI >(str)(+CSCS)(NV)

This parameter determines the maximum number of times to retransmit TCP
packets. The mechanism takes effect only if AT"SCFG "Tcp/OT" is disabled
with value "0".

The value set with <t cpM > will be assumed as default for the <sr vPar m
Tag> "tcpMR" when a new service profile is created with ATASI SS. In each
service profile, you can set another "tcpMR" value which has precedence over
the global value set with ATASCFG. Existing service profiles are not affected
when you change the global value via AT" SCFG.

Overall TCP Timer for outstanding connections (tcpOT)

"0"..."6000"®

gemalto™

Setting specifies the number of seconds to wait before closing a connection if
TCP/IP packets are not acknowledged.

Setting the maximum value is practically equivalent to deactivating the tcpOT
mechanism because the maximum time would never be reached by the TCP/
IP stack.

The value set with <t cpQt > will be assumed as default for the <sr vPar m
Tag> "tcpOT" when a new service profile is created with ATASI SS. However,
in each service profile, you can set another "tcpOT" value which has prece-
dence over the global value set with AT" SCFG. Existing service profiles are not
affected when you change the global value via AT SCFG. Use of default value
is recommended.
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<TLS ni n_versi on>WOY)

Minimum TLS Version allowed
This parameter sets the accepted minimum TLS version for IPoverAT services.

“MIN“®) Automatic minimum
“0.9" TLSv0.9 (SSLv3)
“1.0¢ TLSv1

“1.1¢ TLSv1.1

“1.2¢ TLSv1.2

“MAX" Automatic maximum

<TLS_max_ver si on>S0OY)

Maximum TLS version allowed

This parameter sets the accepted maximum TLS version for IPoverAT services. Must be equal or greater than
<TLS m n_version>.

“1.0" TLSv1

“1.1" TLSv1.1

“1.2¢ TLSv1.2

“MAX“P) Automatic maximum

<t cpW t hUr o >ENEFECSCS)(NY)

URC mode or polling mode for Internet service commands

This parameter enables or disables the presentation of the following URCs related to Internet service com-
mands: "SI SR' URC, "*SI SW URC and "SI S" URC for parameter <ur cCause>=0 (Internet service events).
"SI S" URCs with <ur cCause>=1 or 2 used to indicate incoming Socket connections are always enabled.

“on“(®) Enable URCs related to Internet service commands.
Throughout the Chapter "Internet Service AT Commands" the mode is also
referred to as URC mode.

“off* Disable URCs related to Internet service commands.
This requires the TE to employ polling techniques when using the Internet ser-
vice AT commands: The TE is responsible to retrieve all status information
needed to control an Internet session. The method is referred to as polling
mode.

< CS>(str)(NV)

Card slot / (U)SIM

The AT" SCFGsubcommand "SIM/CS" specifies the (U)SIM interface currently used. The UE supports 2 physical
(U)SIM interfaces. Depending on whether the module supports MIM interface, the 2nd interface can be con-
nected either to (U)SIM or MIM interface. Remote (U)SIM access is not supported. Only one of the supported
(U)SIM interfaces can be used at a time. For details on how to connect the first and the second (U)SIM interface
please refer to [2].

“5IM14P) First (U)SIM slot is enabled regardless of whether a (U)SIM card is inserted.
Access to another (U)SIM inserted in slot 2 is deactivated.
“SIM2¢ Second (U)SIM slot is enabled regardless of whether a (U)SIM card is inserted.

Access to another (U)SIM inserted in slot 1 is deactivated.
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<ur cRi ngl i neCf g>(Str)(+CSCS)(NV)

Parameter specifies the ring line to be used for signaling URCs both for idle interface and while interface is
reserved, i.e. while busy on AT command execution or data transmission.

For details about URC presentation refer to Section 1.7, Unsolicited Result Code Presentation.

For details on using the RINGO line to wake up the TE refer to [2].

Setting is local for every interface.

“off* URCs are not indicated by a ring line.

“local“® URCs are indicated by an activated ring line on the same interface where the
URC appears.

“asc0" URCs are indicated by activated RINGO line of the ASCO interface (low active).

<ur cRi ngl i neDur at i on>(MECSCHNY)

This parameter determines how long the ring line is activated in order to indicate a URC. For details about URC
presentation refer to Section 1.7, Unsolicited Result Code Presentation. For more information on the RINGO line
and its timing for different types of URCs please refer to [2]. <ur cRi ngl i neDur ati on> is applicable to all
types of URCs except the RING URC. The timing of the RING URC (incoming calls) is not configurable by AT
command.

The type of ring line used for URC indication depends on parameter <ur cRi ngl i neCf g>.

Setting is global for all interfaces.

“0" RING line will be activated for about 5s.

“1¢ RING line will be activated for about 100 ms.

««(D) RING line will be activated for about 1 s.

Example
Usage of "URC/Ringline":

AT+CSCS=" GSM' Switch to GSM character set.

XK

ATASCFG? Query all parameters.

ASCFG "URC/ Ri ngl i ne", "l ocal " URC:s on this interface will be indicated by Ring line
associated to the interface (e.g. RINGO for ASCO).

(04

ATASCFG="URC/ Ri ngl i ne", "asc0"

ASCFG " URC Ri ngl i ne", "ascO" URCs on this interface will be indicated by an acti-
vated RINGO no matter whether or not the UE-TE
link is reserved.

(04

ATASCFG="URC/ Ri ngl i ne", "of f" Disable any Ring line indication for URCs on this
interface.

ASCFG "URC/ Ri ngline", "of f"

(0 4
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2.12 ATASPOW Set UART Mode and SLEEP Mode on UART

AT~ASPOWenables or disables the UE's UART interfaces ASCO and ASC1 and controls SLEEP mode on both
interfaces. Parameter settings are non-volatile and common for all interfaces.

If SLEEP mode is enabled (<mbde>=2), RTSO and RTS1 are used by the TE to signal the UE to wake up. SLEEP
mode requires that CTS/RTS flow control be configured both on UE side (see AT\ Q) and TE side.

Please refer to "EMS31-X Hardware Interface Description, Version 03.006" for more information on power sav-
ing.

Syntax

Test Command
ATN SPONE?
Response(s)

NSPOW (list of supported <npbde>s), (time range of <t i meout >)
(0

ERRCR

+CME ERROR  <err >

Read Command
AT SPONP
Response(s)

ASPOW <node>, <ti neout >
K

ERROR

+CME ERROR: <err >

Write Command

AT~ SPOWNE<nDde>, <t i meout >
Response(s)

(014
ERROR
+CME ERROR: <err >

PIN - Last

- dL -

Parameter Description

<mode> MmN

1 UART interfaces ASCO and ASC1 are activated.

2® UART interfaces ASCO and ASC1 are in a power saving mode, i.e., in SLEEP
mode.

<t i meout >(MUMNV)

0 Value 0 applies only to <node>=1.

100...5000...10000 In SLEEP mode (<node>=2), time in milliseconds the UE remains awake after

the last sent character.
Minimum value: 100 ms, recommended 5000 ms. <t i meout > values below
100 are denied with ERROR.
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Note
e The change of <nbde> takes effect after restart of the UE, e.g. with AT+CFUN=1,1.
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3. Status Control Commands

The AT Commands described in this chapter allow the external application to obtain various status information
from the EMS31-X.

3.1 AT+CEER Extended Error Report

AT+CEER returns an extended error report regarding the reason of the last

¢ EMM failure
« ESM failure
Example:

+CEER: lastEmmCause: PLMN_NOT_ALLOWED, lastEsmCause: UNKNOWN_PDN_TYPE

Syntax

Test Command
AT+CEER=?
Response(s)

(04
ERROR
+CVE ERROR: <err>

Exec Command

AT+CEER
Response(s)

+CEER: <l ast EmmTCause>, <l ast EsmCause>
K

ERROR

+CME ERROR: <err >

Write Command

AT+CEER=<r eset >
Response(s)

X
ERRCR
+CME ERROR

PIN > Last Reference(s)
-+ - 3GPP TS 27.007 [43]

Parameter Description
<l ast EmnCause>Mm

Verbose string containing the textual representation of the last EMM failure cause.

<| ast EsmcCause>Mm

Verbose string containing the textual representation of the last ESM failure cause.
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3.1 AT+CEER

<r eset >Mum

0 Reset the extended error report to initial value.
3.1.1 Release Causes for EMM Failures

<l ast EmmCause> ID Description

103 lllegal UE

106 lllegal ME

107 EPS service not allowed
3.1.2 Release Causes for ESM Failures

<l ast EsnCause> ID
8

26

27

28

29

30

31

32

33

gemalto™

Description
OPERATOR_DETERMINED_BARRING
INSUFFICENT_RESOURCES
UNKNOWN_OR_MISSING_APN
UNKNOWN_PDN_TYPE
USER_AUTHENTICATION_FAILED
ACTIVATION_REJECTED_BY_GW
ACTIVATION_REJECTED_UNSPECIFIED
SERVICE_OPTION_NOT_SUPPORTED

REQUESTED_SERVICE_OPTION_NOT_SUBSCRIBED
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3.2 ATASIND Extended Indicator Control

AT~ SI ND controls the presentation of indicator event URCs. You can enable or disable URCs to be issued by
the EMS31-X each time the value of the related indicator changes, you can request the current status of all indi-
cators, and you can also query the status of a single indicator.

Syntax

Test Command

AT~ SI ND=7?

Response(s)

ASI ND:  (<i ndDescr >, list of supported <i ndVal ue>s)|, (<i ndDescr >, list of supported <i ndVal ue>s)|,

...JI, (list of supported <node>s)
(03¢

Read Command

AT”ASI ND?
Response(s)

ASIND: <i ndDescr >, <node>[, <i ndVal ue>]
[*SI ND: <i ndDescr >, <nmode>[, <i ndVal ue>]]

If <i ndDescr >="eons":
ASI ND: eons, <npbde>, <i ndVal ue>, <eonsQper at or >, <ser vProvi der >

If <i ndDescr >="nitz":
AS|I ND:  nitz, <node>, <ni t zUT>, <ni t zTZ>, <ni t zDST>

If <i ndDescr >="Ista":
AS|I ND: "Ista", <nbde>, <| st aLevel >

If <i ndDescr >="is_cert":
ASI ND: is_cert, <nbde>[, <srvProfil el d>, <i ssuer >, <seri al Nunber >, <subj ect >,
<si gnat ur eAl gori t hne, <t hunbpri nt Al gori t hne, <t hunbpri nt >]

In case of <i ndDescr >="catmcov"
ASI ND:  catmcov, <nbde>, <cat ntovBi t Mask>, <cover age_ds>

In case of <i ndDescr >="prov"

ASIND:  prov, <nmbde>, <pr ovMr>, <pr ovCur >[, <pr ovNext >]
(01

ERROR

+CMVE ERROR: <err>

Write Command

AT~ S| ND=<i ndDescr >, <node>
Response(s)
ASI ND:  <i ndDescr >, <nbde>[, <i ndVal ue>]

If <i ndDescr >="eons" and <node>=2:
ASI ND:  <i ndDescr >, <nobde>, <i ndVal ue>, <eonsOper at or >, <ser vPr ovi der >

If <i ndDescr >="nitz" and <nbde>=2
ASIND: <i ndDescr >, <npbde>, <ni t zUT>, <ni t zTZ>, <ni t zDST>
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Write Command (Continued)
AT”SI ND=<i ndDescr >, <node>
Response(s)

If <i ndDescr >="is_cert" and <node>=1 or 2:
ASI ND: is_cert, <nbde>[, <srvProfil el d>, <i ssuer >, <seri al Nunber >, <subj ect >,
<si gnat ur eAl gori t hne, <t hunbpri nt Al gori t hn®, <t hunbpri nt >]

K

ERRCR

+CVE ERROR: <err>

Write Command

AT~ SI ND="Ista", <nbde>[, <| st aLevel >]
Response(s)

ASIND: "Ista”, <npde>[, <I st aLevel >]
(0 ¢

ERRCR

+CME ERROR: <err >

Write Command
AT~ S| ND=<i ndDescr >, <nbde>
Response(s)

ASI ND:  catmcov, <npbde>, <cat ntovBi t Mask>, <cover age_ds>

(014
ERROR
+CVE ERROR:. <err>

Write Command

AT~ S| ND="prov", <node>
Response(s)

ASIND:  prov, <npde>, <pr ovMr>, <pr ovCur >[, <pr ovNext >]
XK

ERRCR

+CME ERROR <err>

PIN " Last

- L -

Unsolicited Result Codes

URC 1
Format of the standard indicator:
+Cl EV: <indDescr>, <indVal ue>
Value of an indicator has changed.

URC 2
Format of the "simdata" indicator:
+Cl EV: <i ndDescr >
This URC is issued indicating that the content of one or more (U)SIM Elementary Files has been changed.
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URC 3
Format of the "eons" indicator:
+Cl EV: <indDescr>, <indValue>, <eonsOperator>, <servProvider>
One URC is issued for each new LAI (Location Area Information) broadcast by the network.

URC 4
Format of the "nitz" indicator:
+Cl EV: <indDescr>, <nitzUT> <nitzTZ> <nitzDST>

URC 5

Format of the "Ista" indicator:
In case <i ndVal ue> equals "20".

+Cl EV: <indDescr>, <indValue>, <IstaDrxCount>, <IlstaRsrp>, <IstaRsrqg>,
<| st aRssi >

The URC is issued for every radio link failure. The radio link failure criterion is based on the radio link counter
S. If module retrieves registration after jamming disappears, this URC will also be issued once to indicate the
recovery, with <I st abDr xCount > set to O.

URC 6
In case <i ndVal ue> equals "21".

+Cl EV: <indDescr>, <indValue>, <l|staFrRep> <lstaFrScnd>, <lstaFrStart>,
<l staFr End>, <lstaM n>, <l|staMax>, <I|staMean>, <l staG ade>

After radio link loss the URC provides some statistic parameters of signal strength distribution across the
band.

URC 7
Format of the "is_cert" indicator:

+Cl EV: <indDescr>, <srvProfileld>, <issuer> <serial Nunber>, <subject>,
<si gnatureAl gorithme, <thunmbprintAl gorithne, <thunbprint>

The URC is issued after opening a secure Internet connection with ATASI SO.

URC 8
Format of the "catmcov" indicator:
+Cl EV: <indDescr>, <catntovBitMask>, <coverage ds>

URC 9
Format of the "prov" indicator:
+Cl EV: <indDescr>, <provMre, <provCur>[, <provNext>]

Parameter Description

<i ndDescr >

This section describes <i ndDescr > values and their associated <i ndVal ue> ranges.
For command input on the AT”SI ND write command line <i ndDescr > values are handled as string type. In
responses and URCs <i ndDescr > values are output without quotation marks.

“service" Service availability:
0 Not registered to any network.
1 Registered to home network or, if "roam"=1 then registered to another
network.
“message” Unread short message at memory location <nemnil>. Refer to AT+CPNVS.
0 No unread message(s) available.
1 Unread message(s) available.
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nroamn

“smsfull*

urssiu

“

“simdata

“ciphcall”

ueonsu

gemalto™

Roaming indicator:
0 Registered to home network or not registered.
1 Registered to other network.

Capacity of storage for received short messages:

0 The short message memory location <nen8> is still free or has just
become free again. Refer to AT+CPIMS.
1 All memory locations of <nmenB> are used up.

Received signal (field) strength:

0 Signal strength <-112 dBm

1-4 Signal strength in 15 dB steps

5 Signal strength > -51 dBm

99 Signal strength not known or not detectable

Received signal (field) strength can also be obtained with AT+CSQ However,
the signal strength is scaled to value range 0..31 by this command.

(U)SIM notifies of changed Elementary File data:

All data provided by the (U)SIM is stored in one of many of its so-called Ele-
mentary Files.

Be aware that this Elementary File data can be changed at any time by the net-
work provider or an application running on the (U)SIM.

Therefore, a "+Cl EV: "simdata™ URC is issued if (U)SIM sent a SAT
REFRESH command indicating that the content of one or more Elementary
Files has been changed.

Ciphering Status Change Indication:

0 Current call or SMS is not ciphered.

1 Current call or SMS is ciphered.

As stated in GSM specifications 02.07 and 02.09 the ciphering indicator feature
allows the EMS31-X to detect that ciphering is not switched on and to indicate
this to the user.

The ciphering indicator feature may be disabled by the home network operator
setting data in the "administrative data" field (EF,p) on the (U)SIM, as defined
in 3GPP TS 11.11 [14], 3GPP TS 31.101 [15], 3GPP TS 31.102 [16].

If this feature is not disabled by the (U)SIM, then whenever a connection is in
place, which is, or becomes unenciphered, an indication shall be given to the
user. This enables the user's decision how to proceed.

Read command AT”SI ND? returns valid ciphering status only if a call is in
progress or active.

If EF,p setting disables the ciphering indicator feature read command always
indicates a ciphered link and no URC presentaion will take place.

The following restrictions apply if the same serial channel is used for AT"SI ND
"ciphcall" indication and for the action triggering this URC. In general, the rec-
ommended solution is to use a dedicated channel for all status signalling via
URCs.

¢ If an unciphered mobile originated SMS is performed, AT"SI ND "ciphcall”
URCs on the same serial channel will be issued after the related "OK" and
indicate the ciphering state at this time. Because the SMS is already sent at
this time, two URCs will be issued on this channel, but both are indicating
that ciphering is enabled.

« If an unciphered mobile originated data call is performed, AT SI ND "ciph-
call" URCs on the same serial channel will be issued after the interface is
not longer blocked by the call (call is released or temporarily stopped) and
indicate the ciphering state at this time.

Enhanced Operator Name String (EONS) Indication:

The Enhanced Operator Name String indicator feature allows the EMS31-X to
output various operator names for different PLMN identities via URC. It also
allows the output of a different operator name based on a subset of the regis-
tered network by using a range of Tracking Area Codes (TAC) or a single TAC.
The presentation of the "eons" indicator is determined by network activity. For
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unitzu

“psinfo”
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example, the indicator appears every time a location update occurs or a NITZ
information is sent, no matter whether or not the status of the EONS informa-
tion has changed. This means that the same EONS information may be
reported several times.

The EONS tables are stored in the (U)SIM and will be read at power-up.
Following are the (U)SIM Elementary Files that are affected by the introduction
of EONS feature in the (U)SIM:

EFyst (USIM Service Table) - describes which features are active.

EFop. (Operator PLMN List) - contains the PLMN identification and location |D
together with the index of the corresponding PNN record

EFpyn (PLMN Network Name) - contains the full and short form version of the
network name for the registered PLMN

If the Operator Name Source is CPHS Operator Name String long and short
form, refer to <i ndVal ue>, the following two (U)SIM Elementary Files will be
used:

EFonsting (Operator Name String) - contains the name of the PLMN operator
who issued the (U)SIM.

EFopshort (Operator Name Short form) - contains a short form of the name of
the PLMN operator who issued the (U)SIM.

Network Identity and Time Zone indication:

This indicator shows the time relevant information elements of an MM Informa-
tion (MMI) or GMM Information (GMMI) message received from the network
(see 3GPP TS 24.008 [37], ch. 9.2.15a and 9.4.19). The network usually sends
a NITZ indicator when the mobile attaches to the network, when it enters a
location area with different time zone or when a daylight change occurs.

A NITZ indicator may consist of the following parameters: Universal Time (UT),
local Time Zone (TZ), Daylight Saving Time (DST). All information elements of
MMI/GMMI are optional and therefore, the presentation of the parameters
<ni t zUT>, <ni t zTZ>, <ni t zDST> varies with the network. For example, the
network may send all three parameters UT, TZ, DST, or only UT and TZ or only
TZ.

UT is indicated in usual date/time format and represents the current world time
(GMT) at the moment when sent.

TZ is given as a positive (east) or negative (west) offset from UT in units of 15
minutes.

DST shows the number of hours added to the local TZ because of daylight sav-
ing time (summertime) adjustment. Usually DST is 1 hour but it can be also 2
hours in certain locations.

Example for time and time zone with DST:

+CIEV: nitz,"04/07/23,13:39:20",-28,1

In this example TZ is -28, showing a time offset of -7 hours (west) to Universal
Time/GMT (which never changes for DST). DST is 1 which indicates that one
hour was added to TZ because of Daylight Saving Time. If a network does not
send the DST parameter the TZ value would be -32 (8 hours west) as would
be done in winter:

+CIEV: nitz,"04/11/23,13:39:20",-32

Please be aware that although the last NITZ value can be looked up again via
"ATASIND=nitz,2" the returned values may be out of date. Especially the UT
value is obsolete because there is no internal NITZ clock and therefore no con-
tinuation of UT.

NITZ values are lost when the UE detaches from network. Also when a manual
network selection fails and the UE automatically falls back to the previous net-
work the NITZ values cannot be recalled. Nevertheless an indicated time zone
is valid until a new MMI/GMMI will trigger another NITZ indication.

Packet Switched Status Indication
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nlstan

“simtray"

“euiccid”

gemalto™

"psinfo” indicates the status of the UE related to packet switched data calls.
0 PDN not (yet) found

16 Camped on EUTRAN capable cell

17 Attached in EUTRAN capable cell

Link Stability Indication (for 2G only!)

The Link Stability indicator feature allows the EMS31-X to output radio link
errors and statistic parameters of signal strength distribution across the band
via URC.

0 Radio link error.

1 Radio link signal strength distribution.

The presentation of the "Ista" indicator is determined by the radio link spectrum
shape. For example, each time a radio link error appears the URC indicates an
Error Downcounter value and the RSSI of the serving cell to provide some kind
of warning. Every consecutive error decrements the Error Downcounter value
and successful downlink signal reception resets it to start value of 11. The fac-
tor on which Error Downcounter is decremented depends on network settings.
Error Downcounter value 0 means that the UE has lost the cell and will start
the cell reselection process. In this case the URC is enhanced and includes the
following statistic parameters of signal strength distribution across the band.
These are:

- Number of reported channels,

- Maximal signal strength value,

- Minimal signal strength value,

- Mean value of signal strength across frequency band and

- Variance of signal strength across frequency band.

To avoid that radio link error URCs are output too often, when radio conditions
are bad, you can select a lower warning level with <I st aLevel >.

Link Stability Indication (for 4G)

URC's are issued for radio link quality and statistic parameters of signal
strength distribution across the band.

20 Radio link quality.

21 Radio link signal strength distribution.

In idle mode S-Criteria of serving cell is evaluated each DRX (Discontinuous
Reception) Cycle (32, 64, 128, 256 frames).

If S-criteria is not met, Cell Reselection Evaluation Process is executed.

If the EMS31-X has not found any new suitable cell based on searches and
measurements of the neighbor cells indicated in the measurement control sys-
tem information for 10 seconds, the EMS31-X initiates cell selection proce-
dures for the selected PLMN.

A DRX counter counts the consecutive DRX cycles that serving cell does not
meet S-criteria during that 10 seconds. This is used for the URCs with <i nd-
Val ue> equals "20".

If UE has lost the cell and starts the cell reselection process an enhanced URC
with <i ndVal ue> equals "21" will be output.

Indication of (U)SIM tray status as indicated by CCIN line. Result does not
depend on whether the tray holds a (U)SIM or not.

0 (U)SIM tray empty.

1 (U)SIM tray plugged in.

(U)SIM embedded identification number:
"euiccid" delivers the (U)SIM embedded identification number retrieved from
the (U)SIM Elementary File EFgccip-
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“is_cert" Report details of the server certificate used for a secure Internet connection
opened with AT~ SI SO.
The following certificate details are listed: <srvProfil el d>, <i ssuer>,
<seri al Nunmber>, <subject>, <signatureAl gorithne, <thunb-
print Al gorithnp, <t hunbprint>
Detailed guidelines for managing the required certificates can be found in [8].
See also AT commands AT/ SI SS, AT” SBNR and AT SBNW

“catmcov” The UE will indicate if the network supports CAT-M and if the coverage is suf-
ficient for the device.

“prov* Provider configuration mismatch:
The "prov" indicator delivers the provider configuration mismatch status via
URC.
+CIEV: prov,<pr ovMrp,<pr ovCur >,<pr ovNext >
The AT”~SI ND test command indicates the maximum length of the "prov"
<i ndVal ue>.
Changing the provider configuration is done by AT SCFG parameter "MEop-
Mode/Prov/Cfg" (see <pr ovCf g>).

<i ndval ue>m
Integer type value in the range stated above for the corresponding <i ndDescr >.

Notes specific to the EONS feature:

If the indicator is "eons", the <i ndVal ue> is a type associated to the operator name according to 3GPP TS
22.101 [45]. This type depends on the source of the operator name.

Priority of types associated to the operator names is defined as follows (the type listed first has the highest pri-
ority). If a type cannot be indicated the next one will be used.

0 Not registered.

1 EFgp, and EFpyy in alphanumeric format.

2 Operator Name String in long and short format according to Common PCN
Handset Specification (CPHS) [46] .

3 Name information received by the NITZ service in long and short alphanumeric
format. The short form will be displayed only if EFgpgp,o: from CPHS is avail-
able.

4 Any operator name stored in UE's internal memory in alphanumeric format.

5 Broadcast MCC-MNC in numeric format consisting of a 3-digit country code

plus a 2- or 3-digit network code.

<|,.mde>(num)
Set or query URC presentation mode of a specific indicator <i ndDescr >.
o® Disables the presentation of a specific URC.

1 Enables the presentation of a specific URC. The URC will be buffered in the
UE when the UE-TE link is reserved (e.g. in online data mode), and flushed to
the TE when the UE-TE link is free again. Otherwise, the URC will be for-
warded directly to the TE.

2 Requests the presentation mode of the URC status and the current value of a
single indicator type.

<eonsQper at or >(SNECSCS)

Operator in format which depends on the type associated to the operator name. Refer to <i ndVal ue>.

<ser vPr ovi der >®NHCSCS)

Service Provider Name according to the status settings ((U)SIM Service No. 17) in the (U)SIM Service Table

(SST) of the (U)SIM.
Service Provider Name (SPN) will be read from EFgp,.
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<ser vProvi der Type>m

Service Provider Type according to Registered Public Land Mobile Network (RPLMN) and Home Public Land
Mobile Network (HPLMN).

0 No Service Provider Information available.
1 Service Provider Name will be displayed. RPLMN is the HPLMN.
2 Service Provider Display Information will be displayed. One list entry is equal

to the RPLMN.

<nitz UT>(str)(+CSCS)

Universal Time delivered as part of the "nitz" Indicator. Refer to <i ndDescr >.

<ni t zTz>Mm

Time Zone delivered as part of the "nitz" Indicator. Refer to <i ndDescr >.

<ni t zDST>(Mum

Adjustment for Daylight Saving Time as part of the "nitz" Indicator. Refer to <i ndDescr >.

<l st aLevel >(m

Warning Level
0-11 User value to limit the indication of radio link errors.
Refer to <i ndDescr >.

<| st aEdvs>Mm
EDVS (0-11)
Error Downcounter value scaled. Refer to <i ndDescr >.

<| st aRssi >Mm

value in dBm
Received signal strength indication value. Refer to <i ndDescr >.

<l st aNo>M'm

Number of reported channels. Refer to <i ndDescr >.

<l st aM n>Oum

value in dBm
Minimal received signal strength value. Refer to <i ndDescr >.

<l st aMax>Mum

value in dBm
Maximal received signal strength value. Refer to <i ndDescr >.

<l st avar >(um

Variance of signal strength across frequency. Refer to <i ndDescr >.

<l st aDr xCount >Mm

Number of consecutive DRX cycles that serving cell does not meet S-criteria. Refer to <i ndDescr >.
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<l st aRsr p>"m

value in dBm
Reference Signal Received Power. Refer to <i ndDescr >.

<| st aRsr g>"m

value in dBm
Reference Signal Received Quality. Refer to <i ndDescr >.

<| st aRssi >Mm

value in dBm
E-UTRA Carrier Received Signal Strength Indicator.

<| st aFr Rep>("m

Number of reported frequencies. Refer to <i ndDescr >.

<l st aFr Scnd>Mm

Number of scanned frequencies. Refer to <i ndDescr >.

<l st aFr St ar t >(um

Start frequency of the scan. Refer to <i ndDescr >.

<l st aFr End>Mm

End frequency of the scan. Refer to <i ndDescr >.

<l st aG ade>Mm

Grade derived from the <I st aMean> value of the power scan results. Refer to <i ndDescr >.

<l st aMean>Mm

value in dBm
Mean value of received signal strength across frequency. Refer to <i ndDescr >.

<srvProfil el d>™m

Internet service profile identifier. Refer to ATASI SS, <srvProfi |l el d>.

<i ssuer >60

Certificate's issuer. Refer to <i ndDescr >.

<seri al Number >0

Certificate's serial number. Refer to <i ndDescr >.

<subj ect >EW

Certificate's subject. Refer to <i ndDescr >.

<si gnat ur eAl gori t hn»E"
Certificate's signature algorithm. Refer to <i ndDescr >.
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<t hunbpri nt Al gori t hmG"

Certificate's thumbprint algorithm. Refer to <i ndDescr >.

<t hunbpri nt >0
Certificate's thumbprint. Refer to <i ndDescr >.

<cat ncovBi t Mask>E"

List of a detailed information on current coverage situation as a bitmask in hexadecimal format.

“0" No LTE coverage

“1 LTE visible

“2" CAT-M support visible

“4¢ gaas.e-station provides sufficient coverage enhancement as required by the
evice

<cover age_ds>®"

The coverage decision.

“0" No coverage

“1* Coverage

<pr ovM("U™

Provider configuration mismatch.

0 No provider mismatch.
1 Provider mismatch.
<pr ovCur >E"

Current operator configuration mnemonics.

<pr ovNext >

Operator Configuration which is matching the SIM profile and is going to be loaded. Parameter is provided in
the URC only if there is provider configuration mismatch (<pr ovMr>=1) and if the SIM profile matches any pre-
configured Operator Configuration.
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3.3 AT+CPAS Activity Status

AT+CPAS execute command queries EMS31-X's activity status.

Syntax

Test Command
AT+CPAS="?
Response(s)

+CPAS: (list of supported<pas>s)
(0

Exec Command

AT+CPAS
Response(s)

+CPAS: <pas>
XK

PIN > Last Reference(s)
-+ - 3GPP TS 27.007 [43]

Parameter Description

<pas>(num)
0 Ready
4 RRC connected state
5 Asleep
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34 AT+WS46 Select wireless network

Syntax

Test Command
AT+WB46="
Response(s)

(list of supported<n>s)
K

Read Command
AT+WE467

Response(s)

<n>

K

Write Command

AT+WB46=<n>
Response(s)

(014
ERROR
+CME ERROR: <err>

PIN > Last Reference(s)
-+ - 3GPP TS 27.007 [43]

Parameter Description

<n>(num)
28 E-UTRAN only
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4. Serial Interface Control Commands

The AT Commands described in this chapter allow the external application to determine various settings related
to the EMS31-X's serial interface.

4.1 AT\Q Flow Control

AT\ Qallows to configure flow control on the EMS31-X's asynchronous serial interface ASCO and ASC1. AT\ Q
setting is always common for all interfaces and can be changed, for compatibility reasons, on each interface, but
is only applicable to ASCO and ASC1.

Syntax

Exec Command

AT\ Q<n>]
Response(s)

(0.6

PIN - Last

- L -

Parameter Description

<n>NUMEV)EW)

- ese values are accepted, but don't have any effect. setting is always

0-2 Th I d, but don't h ffect. AT\ Qsetting is al
reported as <n>=3 in the active profile (see AT&V).

[3]&P(O) RTS/CTS hardware flow control
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4.2 AT&C Set Data Carrier Detect (DCD) Line Mode

The AT&C command controls the behavior of the UE's DCD line.

Syntax

Exec Command

AT&C[<val ue>]
Response(s)

K
PIN > Last

- L -

Parameter Description

<val ue>(num)(&V)(&W)

[0]
1(&F)

2

gemalto™

Reference(s)

V.250

DCD line shall always be on.
DCD line shall be on only when data carrier signal is present.

DCD line shall be on when one or more Internet services defined on the related
serial channel are in an active state as described below. For details on the var-
ious service states refer to ATASI Sl , parameter <sr vSt at e> or AT"SI SO,
parameter <srvSt at e>. The DCD line status for an Internet service is sig-
naled at the interface where the service had been opened with the AT com-
mand AT~ SI SO.

e Transparent TCP or Transparent UDP client, SOCKET, HTTP, SMTP: DCD
shall be on when <sr vSt at e>="Connnecting" or "Up"

e Transparent TCP Listener: DCD shall be on when <srvSt at e>="Up",
"Alerting”, "Connected" and "Released"

« FTP: DCD shall be on when data channel is connected, i.e.
<srvSt at e>="Up"
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4.3 AT&D Set Data Terminal Ready (DTR) Line Mode

AT&D determines how the UE responds if the DTR line is changed from ON to OFF state during data connection
( PPP or active Internet Services transparent access mode; refer to AT*SI ST).

Syntax

Exec Command

AT&D[<val ue>]
Response(s)

K
PIN - Last

- L -

Parameter Description

<val ue>(num)(&V)(&W)

[0]
1

2(&F)

gemalto™

Reference(s)

V.250

UE ignores status of the DTR line.

ON->OFF on DTR: Change to command mode while retaining the data con-
nection.

ON->OFF on DTR: Disconnect the data connection (only for PPP ) and change
to command mode. For Internet service the behaviour is like AT&D1.
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4.4 AT&S Set Data Set Ready (DSR) Line Mode

AT&S determines how the UE sets the DSR line depending on its communication state.

Syntax

Exec Command

AT&S[<val ue>]

Response(s)

K

PIN " Last Reference(s)

S S ITU-T V.250 [13]

Parameter Description
<val L‘|e>(num)(&V)(&W)

[0]&P DSR line is always ON

1 UE in command mode: DSR is OFF.
UE in data mode: DSR is ON.
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4.5 ATE AT Command Echo

ATE controls if the EMS31-X echoes characters received from TE during AT command state.

Syntax

Exec Command

ATE[<val ue>]
Response(s)

K
PIN > Last

- L -

Parameter Description

<val L‘|e>(num)(&V)(&W)

[0]
1(&F)

gemalto™

Echo mode off
Echo mode on
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4.6 AT+ICF Character Framing

AT+l CF controls character framing and parity format used for receiving and transmitting data via EMS31-X's
asynchronous serial interfaces (UART).

Following settings are supported:

e 7 bits, even parity, 1 stop bit (AT+I CF=5,1)
e 7 bits, odd parity, 1 stop bit (AT+l CF=5,0)
* 8 bits, even parity, 1 stop bit (AT+I CF=2,1)
e 8 bits, no parity, 1 stop bit (AT+I CF=3)

« 8 bits, odd parity, 1 stop bit (AT+l CF=2,0)
« 8 bits, no parity, 2 stop bits (AT+l CF=1)

Changed AT+I CF settings take effect after restart. This requires storing any changes with AT&W For compatibil-
ity reason AT+| CF can be used in Multiplex mode (refer AT+CMUX), though setting will not take effect. However,
note that settings made on multiplex channel 1 are stored in the user defined profile with next AT&W

If the current <f or mat > setting uses no parity (e.g. <f or nat >=3) and AT+ CF is used to switch to a format with
parity (e.g. <f or mat >=2), it is necessary to explicitly set parameter <pari ty>, e.g. AT+l CF=2,1. If not done
correctly EMS31-X will respond with "+CME ERROR: invalid index". This is because for <f or mat >=3, the
parameter <parity> is set to the internal value 'no parity' which is not supported by <f or mat >=2. Please
remember that if an optional parameter is omitted for which no default is stated in this document, the value of the
parameter remains unchanged.

Syntax

Test Command
AT+l CF=?
Response(s)

+I CF:  (list of supported <f or mat >s), (list of supported <pari t y>s)
(014

Read Command

AT+l CF?

Response(s)

+1 CF: <format >[, <parity>]
K

Write Command

AT+l CF=[<f or mat >[, <pari t y>]]

Response(s)

K

ERROR

+CVE ERROR: <err>

PIN " Last Reference(s)
= 4 AF V.250

Parameter Description
<f or mat >(num)(&V)(&W)

Specifies the character format used for receiving and transmitting.

1 8 data 0 parity 2 stop
2 8 data 1 parity 1 stop
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3ENO) 8 data O parity 1 stop

5 7 data 1 parity 1 stop
<par it y>(num)(&V)(&W)

Specifies the method of calculating the parity bit, if a parity bit is supported by <f or mat >.
If <f or mat > does not support parity, this parameter has to be omitted.

0 odd
1 even
Note

¢ Generally, AT+l CF should be used as a standalone command as specified in Section 1.4.2, Concatenating
AT Commands.

If nevertheless combinations with other commands on the same command line cannot be avoided, there are
several constraints to be considered:

- Avoid combinations with the AT commands listed in Section 1.4.2, Concatenating AT Commands.

- Keep in mind that there shall be a minimum pause between two AT commands as specified in Section 1.5,
Communication between Customer Application and EMS31-X.

- If switching to the new character framing takes effect while a response is being transmitted, the last bytes
may be sent with the new character framing and thus, not properly transmitted. The following commands
will be correctly sent at the new character framing.

Please consider this effect especially when local echo is active (ATEL).
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4.7 AT+IPR Bit Rate

AT+l PR allows to query and set the bit rate of the EMS31-X's asynchronous serial interface (UART).
The test command returns the values of supported fixed bit rates.

The read command returns the current bit rate of the interface.

The write command determines the bit rate to be used for the interface.

It is not recommended to set bit rates lower than 9600 bps in order to avoid timing problems (see Section 1.5,
Communication between Customer Application and EMS31-X for details about timing).

It is highly recommended to use AT+l PR as a standalone AT command, i.e. better do not combine with other
commands on the same AT command line.

The current setting of AT+ PRwill be preserved after firmware download (i.e. a firmware update does not restore
the factory setting), or in the event of power failure.

Syntax

Test Command
AT+l PR=?
Response(s)

+l PR (), (list of supported selectable <r at e>s)
K

Read Command
AT+l PR?
Response(s)

+l PR <rate>
K

Write Command

AT+l PR=<r at e>
Response(s)

K

ERRCR

+CVE ERROR: <err>

PIN - Last Reference(s)
-+ - V.250

Parameter Description

Bit rate per second (bps)
1200
2400
4800
9600
19200
38400
57600
115200®
230400
460800
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921600
3686400

Note

* Generally, AT+l PR should be used as a standalone command as specified in Section 1.4.2, Concatenating
AT Commands.

If nevertheless combinations with other commands on the same command line cannot be avoided, there are
several constraints to be considered:
- Avoid combinations with the AT commands listed in Section 1.4.2, Concatenating AT Commands.

- Keep in mind that there shall be a minimum pause between two AT commands as specified in Section 1.5,
Communication between Customer Application and EMS31-X.

- If switching to the new bit rate takes effect while a response is being transmitted, the last bytes may be
sent with the new bit rate and thus, not properly transmitted. The following commands will be correctly sent
at the new bit rate.

Please consider this effect especially when local echo is active (ATEL).
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4.8 AT+CMUX Multiplex mode

Multiplex mode according to 3GPP TS 27.010 [4] enables the use of virtual channels set up over one single serial
interface. Every channel is used as an independent serial link. This way, up to three simultaneous AT command
sessions can be handled at a time. For example, the first Mux channel can be used to send or receive data, while
two Mux channels are available to control the module with AT commands or to establish a dedicated channel to
receive Unsolicited Result Codes (URC), e.g. "+CIEV:" or "RING".

The multiplex driver can be installed on the first serial interface ASCO and on the second serial interface ASC1.
At a time Multiplex mode it can be started only on one of these interfaces. All remaining AT instances can be
used in parallel. The second serial interface ASCL1 is not recommended to be used for Multiplex mode.

EMS31-X incorporates an internal multiplexer and thus integrates all the functions needed to implement full-fea-
tured multiplex solutions. For the application on top, customers have the flexibility to create their own multiplex
programs conforming to the multiplexer protocol. To help system integrators save the time and expense of
designing multiplexer applications, Gemalto M2M GmbH offers WinMUX, a ready-to-use multiplex driver for Win-
dows XP, Windows Vista and Windows 7. Another approach is to develop customized solutions based on the
sources of the WinMUX driver.

Refer to "Multiplexer User's Guide" [3] which provides a detailed description of the multiplex architecture and
step-by-step instructions of how to install and configure the Multiplex mode. The WinMUX driver and its source
files can be supplied on request. Please contact your local distributor to obtain the latest installation software and
user's guide.

AT+CMUX write command is used to enter Multiplex mode. Setup of the logical channels is initiated by the TE,
i.e. the TE acts as initiator. This means that the TE shall ensure that logical channels are established before any
further actions on the channels can be started. There is a timeout of five seconds, if the multiplexer protocol is
enabled but no multiplexer control channel is established. Afterwards EMS31-X returns to AT command mode.
The parameter maximum frame size (N1) according to 3GPP TS 27.010 [4] is implemented as 98 bytes by
default. All other parameters are not available. Refer to "Multiplexer User's Guide" [3] for further details regarding
frame size.

Syntax

Test Command

AT+CMIX=?

Response(s)

+CMUX:  (list of supported<node>s)

K

Read Command
AT+CMUX?
Response(s)
+CMUX: <npde>
(0.4

ERROR

+CME ERROR: <err >
Write Command

AT+CMUX=<nbde>

Response(s)

X

ERROR

+CME ERROR <err >

PIN > Last Reference(s)

-+ 4+ 3GPP TS 27.007 [43],

3GPP TS 27.010 [4]
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4.8 AT+CMUX

Parameter Description

<r.r.ode>(num)
Enable Multiplex mode.
0 Basic option

Note

¢ In Multiplex mode, the write command AT+l PR=<r at e> is accepted and always returns "OK" but has no
effect.
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5. Identification Commands

5. Identification Commands

The AT Commands described in this chapter allow the external application to obtain various identification infor-
mation related to the EMS31-X and linked entities.

5.1 ATl Display product identification information

The ATl execute command delivers a product information text.

Syntax

Exec Command

ATI

Response(s)

Cinterion

EMS31-X

REVISION <r evUE>
(0 ¢

Exec Command
ATI 1
Response(s)

Cinterion

EMS31-X

REVISION <r evUE>
A-REVISION <r evApp>
K

Exec Command

ATI 176
Response(s)

<i mei sv_nunber >
(0

PIN - Last

- L -

Parameter Description

<r evUE>MM

Reference(s)

ITU-T V.250 [13]

Revision of UE in the format X.Y.Z.T, where X.Y.Z. are numbers and T is a combination of a number and a letter

(e.g. 5.0.1.0c).

<r evApp>(num)

Revision of Application software in the format XX.YYY.ZZ, where X, Y and Z are numbers.

gemalto™
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5.1 ATI

<i nei sv_nunber >Mm

IMEISV (International Mobile station Equipment Identity and Software Version number)
For information on IMEISV refer to 3GPP TS 23.003, subclause 6.2.2 and 3GPP TS 27.007 [43]. The 16 digits

of IMEISV are composed of Type Allocation Code (TAC) (8 digits), Serial Number (SNR) (6 digits) and the soft-
ware version (SVN) (2 digits separated by dot).
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5.2 AT+CGMI

5.2 AT+CGMI Request manufacturer identification

AT+CGM returns a manufacturer identification text.

Syntax

Test Command
AT+CGM =7
Response(s)
K

Exec Command
AT+CGM
Response(s)
Cinterion

X

PIN > Last Reference(s)
= = 3GPP TS 27.007 [43]
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5.3 AT+CGMM

5.3 AT+CGMM Request model identification

AT+CGWIreturns a product model identification text.

Syntax

Test Command
AT+CGMVEE?
Response(s)
K

Exec Command

AT+CGW
Response(s)

EMS31-X
X

PIN > Last Reference(s)
= = 3GPP TS 27.007 [43]
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5.4 AT+CGMR

54 AT+CGMR Request revision identification of software status

AT+CGVR delivers a product firmware version identification.

Syntax

Test Command

AT+CAVR="?
Response(s)

(0.4
Exec Command

AT+CGWR
Response(s)

REVISION <r evUE>
X

PIN > Last Reference(s)
-+ - 3GPP TS 27.007 [43]

Parameter Description

<r evUE>®D

Revision of UE in the format X.Y.Z.T, where X.Y.Z. are numbers and T is a combination of a number and a letter
(e.g. 5.0.1.0c).
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5.5 AT+CGSN

5.5 AT+CGSN Request International Mobile Equipment Identity

(IMEI)

AT+CGSN delivers the International Mobile Equipment Identity (IMEI). Command is identical with: AT+GSN.

Syntax

Test Command
AT+CGSN="?
Response(s)
K

Exec Command
AT+CGSN
Response(s)
<sn>

K

Write Command
AT+CGSN=<snt >
Response(s)

If <snt>=0o0r 1
+CGSN:  <sn>

If <snt >=2
+CGSN: <i nmei sv_nunber >

If <snt >=3
+CGSN:  <SVN>
(014
ERROR
+CVE ERROR:. <err>
PIN - Last
5 + =

Parameter Description

<s n>(str)

Reference(s)

3GPP TS 27.007 [43]

International Mobile Equipment Identity (IMEI) identifying a mobile equipment used in the mobile network.
IMEI is composed of Type Allocation Code (TAC) (8 digits), Serial Number (SNR) (6 digits) and the Check Digit
(CD) (1 digit). For information on IMEI refer to 3GPP TS 23.003, subclause 6.2.1 and 3GPP TS 27.007 [43].

<snt >(num)

Integer type indicating the serial number type that has been requested.

<i mei sv_nunber >

IMEISV (International Mobile station Equipment Identity and Software Version humber).
The 16 digits of IMEISV are composed of Type Allocation Code (TAC) (8 digits), Serial Number (SNR) (6 digits)
and the software version (SVN) (2 digits). For information on IMEISV refer to 3GPP TS 23.003, subclause 6.2.2

and 3GPP TS 27.007 [43].
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5.5 AT+CGSN

<SV’\D(FIUI’T1)

Current SVN which is a part of IMEISV; refer 3GPP TS 23.003, subclause 6.2.2 and 3GPP TS 27.007 [43]. This
allows identifying different software versions of a given mobile.
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5.6 AT+GSN

5.6 AT+GSN Request International Mobile Equipment Identity (IMEI)

AT+GSN delivers the International Mobile Equipment Identity (IMEI). Command is identical with AT+CGSN

Syntax

Test Command
AT+GSN="?
Response(s)
(0.4

Exec Command
AT+GSN
Response(s)
<sn>

K

Write Command
AT+GSN=<snt >
Response(s)

If <snt >=0
<sn>

(0.4

ERROR
+CVE ERROR:. <err>

Write Command

AT+GSN=<snt >
Response(s)

If <snt >=1
+GSN:  <sn>

If <snt >=2
+GSN:  <i mei sv_numnber >

If <snt >=3

+GSN: <SVN\>

K

ERROR

+CME ERROR: <err >

PIN > Last Reference(s)
-+ - ITU-T V.250 [13]

Parameter Description

<sn>“m

International Mobile Equipment Identity (IMEI) identifying a mobile equipment used in the mobile network.
IMEI is composed of Type Allocation Code (TAC) (8 digits), Serial Number (SNR) (6 digits) and the Check Digit
(CD) (1 digit). For information on IMEI refer to 3GPP TS 23.003, subclause 6.2.1 and 3GPP TS 27.007 [43].

<snt >

Integer type indicating the serial number type that has been requested.
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5.6 AT+GSN

<i nei sv_nunber >Mm

IMEISV (International Mobile station Equipment Identity and Software Version humber).

The 16 digits of IMEISV are composed of Type Allocation Code (TAC) (8 digits), Serial Number (SNR) (6 digits)
and the software version (SVN) (2 digits). For information on IMEISV refer to 3GPP TS 23.003, subclause 6.2.2
and 3GPP TS 27.007 [43].

<SV’\D(FIUI’T1)

Current SVN which is a part of IMEISV; refer 3GPP TS 23.003, subclause 6.2.2 and 3GPP TS 27.007 [43]. This
allows identifying different software versions of a given mobile.
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5.7 AT+CIMI

5.7 AT+CIMI Request International Mobile Subscriber Identity (IMSI)

AT+Cl M delivers the International Mobile Subscriber Identity (IMSI). The IMSI permits the TE to identify the indi-
vidual SIM attached to the UE.

Syntax

Test Command
AT+CI M =7
Response(s)

(0 ¢

Exec Command

AT+Cl M

Response(s)

<i msi >

K

ERROR

+CVE ERROR: <err>

PIN - Last Reference(s)
+ o+ - 3GPP TS 27.007 [43]

Parameter Description

<i i >(Stl’)

International Mobile Subscriber Identity (string without quotes).
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5.8 ATASINFO Information Output

The AT SI NFO command delivers general product information text.

Syntax

Test Command
ATASI NFO=?
Response(s)
K

Read Command
AT~ S| NFO?
Response(s)

(04
ERROR
+CVE ERROR: <err>

Write Command
List all available operator configuration packages.
AT~ SI NFO="FW/DeltaPkg/avail"

Response(s)

ASINFO: [<Fl avour | D>, <Fl avour FWs, <Fl avour | CCl D>, <Fl avour MCC- MNC>]
ASINFO: [<Fl avour | D>, <Fl avour FWs, <Fl avour | CCl D>, <Fl avour MCC- MNC>]

(014
ERROR
+CME ERROR: <err >

Write Command

Currently active flavour packages.
AT~ SI NFO="FW/DeltaPkg/current"

Response(s)

ASINFO  xxx.<Fl avour | D>
K

ERRCR

+CME ERROR: <err >

PIN - Last

- o -

Parameter Description

<Fl avour | D>®"

Name of "operator flavour", i.e. "att" for AT&T or "verizon" for Verizon.

<FI avour FWs&"

Page 92 of 326

Corrsponding operator flavour's firmware version in format "xx.yyy", where "xx" stands for release of the product,

updated once during the project, and "yyy" is a sub-version of the firmware.
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5.8 ATASINFO

<Fl avour | CCl D>

List of "operator flavour" assigned ICCIDs. The <FI avour | CCl D> may contain single value or combinations of
either single values and/or ranges separated by semicolon (;), i.e. (min-max;value), (value), (min-max;min-max),
etc.

<Fl avour MCC- MNC>E)

List of "operator flavour" assigned MCC-MNCs. The <FI avour MCC- MNC> might contain single value or several
values separated by semicolon (;).

Note

¢ Please note that either <Fl avour | CCl D> or <Fl avour MCC- MNC> can be empty lists displayed as empty
quotes ("). In case both <Fl avour | CCl D> and <FI avour MCC- MNC> are empty, the operator configuration
cannot be selected by automatic mechanism, as there is no value to be matched to.

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 94 of 326
6. Security Commands

6. Security Commands

The AT Commands described in this chapter allow the external application to determine various security related
settings.

6.1 AT+CPIN PIN Authentication

The AT+CPI Nwrite command can be used to enter one of the passwords listed below.
The read command checks whether or not the UE is waiting for a password, or which type of password is
required.

Syntax

Test Command
AT+CPI N=?
Response(s)
X

Read Command
AT+CPI N?

Response(s)

+CPI N <code>

K

ERROR

+CME ERROR: <err >

Write Command

AT+CPI N=<pi n>[, <new pi n>]
Response(s)

X

ERROR

+CME ERROR <err >

PIN > Last Reference(s)

-+ - 3GPP TS 27.007 [43]

Parameter Description

<pi n>60

Password (string type), e.g. SIM PINL1.
If the requested password was a PUK then <pi n> must be followed by <new pi n>.

<new pi n>EW

If the requested code was a PUK: specify a new password or restore the former disabled password.

<c Ode>(text)

SIM PIN authentication

READY PIN has already been entered. No further entry needed.
SIM PIN ME is waiting for SIM PIN1.
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SIM PUK ME is waiting for SIM PUK1 if PIN1 was disabled after three failed attempts to
enter PIN1.
PH-SIM PIN ME is waiting for phone-to-SIM card password if "PS" lock is active and the cli-

ent inserts other SIM card than the one used for the lock. ("PS" lock is also
referred to as phone or antitheft lock).

PH-NET PIN ME is waiting for network personalisation password
PH-NET PUK ME is waiting for network personalisation unblocking password
Notes

» Successful PIN authentication only confirms that the entered PIN was recognized and correct. The output of
the result code OK does not necessarily imply that the mobile is registered to the desired network.
Typical example: PIN was entered and accepted with OK, but the ME fails to register to the network. This may
be due to missing network coverage, denied network access with currently used SIM card, no valid roaming
agreement between home network and currently available operators etc.
EMS31-X offers various options to verify the present status of network registration: For example, the
AT+COPS command indicates the currently used network. With AT+CEREGyou can also check the current sta-
tus and activate an unsolicited result code which appears whenever the status of the network registration
changes (e.g. when the ME is powered up, or when the network cell changes).

e See AT+CPWD for information on passwords.
¢ See AT+CLCK for information on lock types.

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 96 of 326
6.2 AT+CLCK

6.2 AT+CLCK Facility lock

AT+CLCK can be used to lock, unlock or interrogate a network or UE <faci |l ity>. The command can be
aborted when network facilities are being set or interrogated.

Syntax

Test Command

AT+CLCK=?

Response(s)

+CLCK: list of supported <f aci | i t y>s

(0 ¢

Write Command

AT+CLCK=<f aci | i t y>, <npde>[, <passwor d>]
Response(s)

if <nbde> is not equal 2 and command successful:
(0 ¢

if <nbde>= 2 and command successful:

+CLCK: <stat us>

K

ERROR

+CVE ERROR: <err>

PIN - Last Reference(s)

- - 3GPP TS 27.007 [43],

3GPP TS 22.004 [22],
3GPP TS 22.088 [30],
3GPP TS 23.088,
3GPP TS 24.088

Parameter Description

<facility>®"

“sc SIM (lock (U)SIM cards)
(U)SIM requests password upon UE power-up and when this lock command is
issued.
<passwor d>: SIM PINL1.

“pst PH SIM (lock PHone to (U)SIM card).

UE requests password when other than current (U)SIM card is inserted.
<passwor d>: PH-SIM PIN.

Factory defined (U)SIM locks:

Typical examples of factory set (U)SIM locks are prepaid phones or network locks, used to restrict the operation
of a mobile to a specific provider or operator. The client should be aware that each of these lock types can only
be unlocked if the associated password is available. For example, a mobile can be locked to accept only (U)SIM
cards from the respective provider, or even one single (U)SIM card. Once a different (U)SIM card is inserted the
UE will prompt the client to enter a specific code. This is not the PUK of the (U)SIM card, but usually an 8-digit
code which needs to be requested from the provider.

The locks can only be set by the manufacturer and need to be agreed upon between the parties concerned, e.g.
provider, operator, distributor etc. on the one side and the manufacturer on the other side. For details contact
your local dealer or Gemalto M2M GmbH.

<passwor d> and instructions for unlocking must be obtained from the network provider.

“PN* Network Personalisation
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6.2 AT+CLCK

<mDde>(num)

0 Unlock

1 Lock

2 Query status

<st at us>Mm
0 Lock is inactive
1 Lock is active

<passwor d>©"

Password string used to lock and to unlock a <f aci | i t y>. Length and authority for passwords depend on the
<faci | i t y>in question and are therefore listed in the section on parameter <f aci | i t y>. Passwords can be
modified with AT+CPWD.

Examples
EXAMPLE 1
Lock (U)SIM card (<faci | i t y>="SC")
AT+CLCK="SC", 1, "9999" The "SC" parameter enables or disables the SIM PIN authentication
(PIN 1) when you power up the UE.
(0. (U)SIM card locked. As a result, SIM PIN 1 must be entered to enable
UE to register to the network.
AT+CLCK="SC", 0, "9999" Unlocks SIM card.
XK When powered up, UE registers to the network without requesting SIM

PIN1.

Note: Depending on the services offered by the provider, this feature is
not supported by all SIM card types. If so, the command returns ERROR
when you attempt to unlock the card.

To query the status of the SIM card lock:

AT+CLCK="SC", 2 Query the status of SIM card lock.
+CLCK: 1 (U)SIM card is locked. SIM PIN1 must be entered to enable UE to reg-
ister to the network.
(04
EXAMPLE 2
Phone lock (<f aci | i t y>="PS")
AT+CPI N? Make sure that PIN1 authentication is valid.
(04
To lock the UE to the currently inserted (U)SIM card, first specify a password for <f aci | i t y>"PS"
AT+CPVWD="PS", " ", "1234" If "PS" lock has not been set before: enter new password. Old password
shall be given as an empty string.
(04

Optionally, if "PS" password was defined before, change existing password:

AT+CPWD="PS", "1234", "3333" To replace existing "PS" password: Enter old and new password.
(04

Then, activate the Phone Lock:

AT+CLCK="PS", 1, "3333" Locks the mobile to the current SIM card.
(04

To operate the mobile with the (U)SIM card for which "PS" lock was activated:
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6.2 AT+CLCK

AT+CPI N?

+CPIN: SIMPIN
K

AT+CPI N="9999"
K

No additional password is required for operation ((U)SIM recognized by
mobile).

To operate the mobile with other (U)SIM card than the one used for the "PS" lock:
Enter SIM PIN of present card, followed by "PS" lock password.

AT+CPI N?

+CPIN: SIMPIN
K

AT+CPI N="1111"

K

AT+CPI N?

+CPIN: PH-SIM PI N
K

AT+CPI N="3333"

K

To deactivate the Phone Lock:

AT+CLCK="PS", O, " 3333"
K

gemalto™

PIN authentication accepted.

"PS" lock password is required.

"PS" Lock password has been accepted. UE is fully operational now.

Phone Lock password has to be provided again.

Now the mobile can be used with any (U)SIM card, without the need of
the phone lock password.
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6.3 AT+CPWD

6.3 AT+CPWD Change Password

AT+CPWD allows to define a new password for a password protected <f aci | i t y>lock function. Each password
is a string of digits, the length of which varies with the associated <f aci | i t y>. The test command returns a list
of pairs which represent the available facilities and the maximum length of the associated password. See
AT+CLCK for more information on the various lock features.

All parameters are mandatory:

¢ To delete a password use the syntax: AT+CPWD=<f aci | i t y>,<ol d passwor d>,"" (i.e. <new passwor d>
shall be given as an empty string).

e To specify a password the very first time (e.g. for "PS" lock) use the syntax: AT+CPWD=<f aci | i t y>,"",<new
passwor d> (i.e. <ol d passwor d> shall be given as an empty string.)

Syntax

Test Command
AT+CPWD="?
Response(s)

+CPWD: list of supported (<f aci | i t y>, <password | engt h>)
(04

Write Command

AT+CPWD=<f aci | i t y>, <ol d passwor d>, <new passwor d>
Response(s)

New password has been registered for the facility lock function.

(0 ¢

If parameter <ol d passwor d> was not correct:

+CME ERROR 16 (+CME ERROR i ncorrect password)

If the password for the selected <f aci | i t y> has been invalidated due to too many failed attempts:
+CME ERROR:

If error is related to ME functionality:

+CME ERROR: <err>

PIN " Last Reference(s)

+ £ - 3GPP TS 27.007 [43]

Parameter Description

<facility>®"

“SC* SIM PIN. (U)SIM requests password upon ME power-up and when this lock
command is issued.
If incorrectly entered three times, the SIM PUK is required to perform authen-
tication. Input of the SIM PUK password is possible only with AT command
AT+CPI N. <passwor d | engt h>: 4 to 8 digits.

“PS* Phone locked to (U)SIM card. ME requests password when other than current
(U)SIM card is inserted.
"PS" lock is frequently referred to as "phone lock", or "device lock".

Factory defined (U)SIM locks:

Typical examples of factory set (U)SIM locks are prepaid phones or network locks, used to restrict the operation
of a mobile to a specific provider or operator. The client should be aware that each of these lock types can only
be unlocked if the associated password is available. For example, a mobile can be locked to accept only (U)SIM
cards from the respective provider, or even one single (U)SIM card. Once a different SIM card is inserted the
ME will prompt the client to enter a specific code. This is not the PUK of the (U)SIM card, but usually an 8-digit
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6.3 AT+CPWD

code which needs to be requested from the provider.
The locks can only be set by the manufacturer and need to be agreed upon between the parties concerned, e.g.

provider, operator, distributor etc. on the one side and the manufacturer on the other side. For details contact
your local dealer or Gemalto M2M GmbH.

“PN* Network Personalisation

<passwor d | engt h>("m

4..16 Length of password. The range of permitted length for a password depends on
the associated <f aci | i t y>. It is available from the test command response,
or in the description of parameter <f aci | i t y>.

<ol d passwor d>®"

Password specified for the facility.

<new passwor d>®"

New password.
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7. Call related Commands

7. Call related Commands

The AT Commands described in this chapter are related to Mobile Originated (MOC, i.e. outgoing) Calls and
Mobile Terminated (MTC, i.e. incoming) Calls.

7.1 ATH Disconnect existing connection

ATH disconnects any active PPP connection.

Syntax

Exec Command

ATH<n>]
Response(s)

(0 ¢
PIN *> Last Reference(s)
+ - - ITU-T V.250 [13]

Parameter Description

<n>(num)
[0] Disconnect from command line and terminate connection.
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7.2 ATO

7.2 ATO Switch from command mode to data mode / PPP online
mode

ATOis the corresponding command to the +++ escape sequence: If the UE is in command mode during a data
connection ATO causes the UE to return to data mode.

Syntax

Exec Command
ATO<n>]
Response(s)

If connection is not successfully resumed:

NO CARRI ER

or

TA returns to data mode from command mode
CONNECT

PIN > Last Reference(s)
. ITU-T V.250 [13]

Parameter Description

<n>(num)
[0] Switch from command mode to data mode
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7.3 +++ Switch from data mode or PPP online mode to command
mode

The +++ escape sequence is only available during a packet switched connection. The +++ character sequence
causes the EMS31-X to pause data mode and return to AT command mode. This allows to enter AT commands
while maintaining the data connection to the remote device. The same task can be performed by toggling the
DTR line if AT&D s set to 1. ATOis used to resume data or PPP online mode.

To prevent the +++ character sequence from being misinterpreted as data, it must be preceded and followed by
a pause of 1000 ms. The +++ characters must be entered in quick succession, all within 2000 ms.

Syntax

Exec Command

+++

Response(s)

K

PIN " Last Reference(s)

-+ - ITU-T V.250 [13]
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8. Network Service Commands

8. Network Service Commands

The AT Commands described in this chapter are related to various network services.

8.1 AT+COPN Read operator names

The AT+COPN command returns the list of operator names from the UE. Each operator code <nuner i cn> that
has an alphanumeric equivalent <al phan> in the UE memory is returned.

Syntax

Test Command
AT+COPN=?
Response(s)

(014
ERROR
+CME ERROR: <err >

Exec Command

AT+COPN
Response(s)

+COPN:  <numeri cn>, <al phan>

[+COPN: ...]

K

ERRCR

+CVE ERROR: <err>

PIN - Last Reference(s)

-+ - 3GPP TS 27.007 [43]

Parameter Description
<nuner i cn>©"

Operator in numeric format

<al phan>®"

Operator in long alphanumeric format
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8.2 AT+COPS

8.2 AT+COPS Operator Selection

AT+COPS queries the present status of the EMS31-X's network registration and allows to determine whether
automatic or manual network selection shall be used.

Three operator selection modes are available with AT+COPS:

e Automatic
EMS31-X searches for the home operator automatically. If successful the EMS31-X registers to the home
network. If the home network is not found, EMS31-X goes on searching. If a permitted operator is found,
EMS31-X registers to this operator.
If no operator is found the EMS31-X remains unregistered.

¢ Manual
Desired operator can be determined using the AT+COPS write command. If the operator is found, EMS31-X
registers to it immediately. If the selected operator is forbidden, the EMS31-X remains unregistered.

¢ Manual/automatic
The UE first tries to find the operator determined via AT+COPS write command. If the UE fails to register to
this operator, then it starts to select another (permitted) operator automatically.

The AT+COPS test command lists sets of five parameters, each representing an operator present in the network.
A set consists of

¢ an integer indicating the availability of the operator,

¢ long alphanumeric format of the operator's name,

¢ short alphanumeric format of the operator's name,

e numeric format representation of the operator and

¢ aninteger indicating the acccess technology of the operator.

Any of the parameters may be unavailable and will then be an empty field (,,). The list of operators comes in the
following order: Home network, networks referenced in SIM and other networks.

The operator list is followed by a list of the supported <nbde>s and <f or mat >s. These lists are delimited from
the operator list by two commas.

The reponse to the AT+COPS test command is independent on the settings made with <nbde> and <r at >. The
AT+COPS test command will return a list of operators with the supported <r at >s.

The reponse to the AT+COPS read command depends on the registration status. If the UE is not registered, the
read command returns only the current <node>. If the UE is registered the response returns the currently
selected operator, the currently set format and the currently used <r at >.

The AT+COPS write command forces an attempt to select and register to a network operator. If the selected oper-
ator is not available, no other operator will be selected (except <nbde>=4). The selected operator name <f or -
mat > will apply to further read commands, too.

Syntax

Test Command

AT+COPS=?

Response(s)

+COPS: [list of supported (<opSt at us>, long alphanumeric <opNane>, short alphanumeric <opNane>,
numeric <opName>, <r at >)s ], , (list of supported <node>s), (list of supported <f or mat >s)

(01

ERROR

+CME ERROR: <err >

Read Command
AT+COPS?
Response(s)

+COPS: <node>[, <f or mat >, <opNane>[, <r at >]]
(04
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Read Command
AT+COPS?
Response(s)

ERROR

+CVE ERROR: <err >

Write Command

(Continued)

AT+COPS=<npde>[, <f or nat >[, <opNane>[, <r at >]]]

Response(s)

(04
ERROR
+CVE ERROR: <err >

PIN - Last

+ = =

Parameter Description

<opSt at us>Mm

Operator Status
0

1

2

3
<opNane>(1EY)

Operator Name

Reference(s)

3GPP TS 27.007 [43]

Unknown

Operator available
Current operator
Operator forbidden

If test command: Operator name in long alphanumeric format, short alphanumeric format and numeric format.
If read command: Operator name as per <f or mat >.
If write command: Operator name in numeric format.

<nmod e>(num)(&V)(NV)

Only Parameter values 0 and 1 are stored in the non-volatile memory of the EMS31-X.

o®
1

gemalto™

Automatic mode; <opNane> field is ignored.

Manual operator selection

The AT+COPS write command requires <opName> in numeric format, i.e.
<f or mat > shall be 2.

When using this mode keep in mind that only the <nbde> parameter is non-
volatile, but not the selected <opNane>. After restarting the UE the network will
be selected according to the priority order specified in 3GPP TS 23.122: "Last
Registered PLMN", "Home PLMN", "Preferred PLMN" (related (U)SIM elemen-
tary files are EF_LOCI, EF_IMSI, EF_PLMNwACT). The same priority order
applies when swapping the (U)SIM during operation.

Manually deregister from network and remain unregistered until <node>=0 or
1 or 4 is selected.

Set only <f or mat > (for AT+COPS read command).

Manual / automatic selection; if manual selection fails, automatic mode
(<mode>=0) is entered (<opNane> field will be present).
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<r at >MUMEVINVY)

Radio Access Technology (RAT)

7 E-UTRAN

<f or mat >(num)(&V)(&W)

0&nO) Long alphanumeric format of <opNane>.

1 Short alphanumeric format of <opNane>.

2 Numeric format of <opNane>. This is the Location Area Identification (LAI)

number, which consists of the 3-digit Mobile Country Code (MCC) plus the 2-
or 3-digit Mobile Network Code (MNC).

Note

e AT+COPS=7? shows PLMNs as available (<opSt at us>=1) as long as a location update was not rejected and
the PLMNSs are not written to the forbidden PLMN list (SIM EF-FPLMN).
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8.3 AT+CESQ Extended Signal Quality

The AT+CESQ command returns received signal quality parameters. If the current serving cell is not a GERAN
cell, <r x| ev> and <ber > are set to value 99. If the current serving cell is not a UTRA FDD or UTRA TDD cell,
<r scp>is set to 255. If the current serving cell is not a UTRA FDD cell, <ecno> is set to 255. If the current serv-
ing cell is not an E-UTRA cell, <r sr g> and <r sr p> are set to 255.

Syntax

Test Command
AT+CESQ=?
Response(s)

+CESQ (list of supported <r x| ev>s), (list of supported<ber >s), (list of supported<r scp>s), (list of
supported<ecno>s), (list of supported<r sr gq>s), (list of supported<r sr p>s)
(0

Exec Command

AT+CESQ
Response(s)

+CESQ <rxl ev>, <ber >, <r scp>, <ecno>, <r sr q>, <r srp>
(04
ERROR

PIN *> Last Reference(s)

+ o - 3GPP TS 27.007 [43]

Parameter Description

<r x| ey>um

Received signal strength level (see 3GPP TS 45.008 [48] subclause 8.1.4). For 2G networks only
99 not known or not detectable

<ber >(num)

Channel bit error rate (in percent). For 2G networks only
99 not known or not detectable

<r SCp>(num)

Received signal code power (see 3GPP TS 25.133 [41] subclauses 9.1.1.3 and 9.1.1.1.3) For 3G networks only
255 not known or not detectable

<ecno>Mm

Ratio of the received energy per PN chip to the total received power spectral density (see 3GPP TS 25.133 [41]
subclause 9.1.2.3) For 3G networks only

255 not known or not detectable

<rsr q>(num)
Reference signal received quality (see 3GPP TS 36.133 [47] subclause 9.1.7). For 4G networks only
0 rsrq < -19.5 dB

1 -19.5dB <rsrg <-19 dB
2 -19dB <rsrq<-18.5dB
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32 -4 dB <rsrq<-3.5dB

33 -3.5dB <rsrq < -3 dB

34 -3 dB <rsrq

255 not known or not detectable
<rsr p>(num)

Reference signal received power (see 3GPP TS 36.133 [47] subclause 9.1.4). For 4G networks only
0 rsrp < -140 dBm

1 -140 dBm < rsrp < -139 dBm
2 -139 dBm < rsrp <-138 dBm
95 -46 dBm < rsrp < -45 dBm
96 -45 dBm < rsrp < -44 dBm
97 -44 dBm < rsrp
255 not known or not detectable
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8.4 AT+CPOL Preferred Operator List

AT+CPQOL read command queries the list of the preferred operators.

AT+CPCOL write command allows to edit the list of the preferred operators.

The response of AT+CPOL read command also depends on the setting of AT+CPLS.
If <i ndex> is given but <oper at or > is left out, the entry is deleted.

Syntax

Test Command
AT+CPOL="?
Response(s)

+CPCL: (list of supported <i ndex>s), (list of supported <f or mat >s)
(04

ERROR

+CVE ERROR: <err>

Read Command
AT+CPOL?
Response(s)

+CPOL: <i ndex>, <f or mat >, <oper at or >[, <gsn®, <gsm conpact >, <utr an>, <e- ut r an>]
+CPOL:

(01

ERROR

+CMVE ERROR: <err>

Write Command

AT+CPOL=[<i ndex>][, <f or mat >[[, <oper at or >][, <gsn®, <gsm conpact >, <ut r an>, <e- ut r an>]]]
Response(s)

X

ERROR

+CME ERROR <err >

PIN > Last Reference(s)

+ o+ - 3GPP TS 27.007 [43]

Parameter Description

<i ndex>Mum

The order number of the operator in the SIM preferred operator list.

<f or mat >M™

0 Long alphanumeric format <oper at or >
1 Short alphanumeric format <oper at or >
2 Numeric format <oper at or >

<oper at or >0

The operator in the format specified in <f or mat >.
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<gs‘m>(num)

<gsm conpact >

0

<ut r an>Mum

0
1

<e- ut r an>um

0
1

Note

AcT GSM disabled
AcT GSM enabled

AcT GSM Compact disabled

AcT UTRAN disabled
AcT UTRAN enabled

AcT E-UTRAN disabled
AcT E-UTRAN enabled

Page 111 of 326

e The Access Technology selection parameters <gsn®, <gsm conpact >, <ut r an>, <e- ut r an> are required

for SIM cards or UICCs containing PLMN selector with Access Technology.

gemalto™

EMS31-X_ATC_V03.006
Confidential / Preliminary

18/09/6



Cinterion® EMS31-X AT Command Set

8.5 AT+CPLS

8.5 AT+CPLS Select Preferred Operator List

Page 112 of 326

AT+CPLS is used to select a preferred PLMN list defined in Elementary Files of the SIM card or active application
of the (U)SIM. The setting takes effect for the AT+CPCL command.

Syntax

Test Command

AT+CPLS=?

Response(s)

+CPLS: (list of (U)SIM supported <pl nm- sel ect or >s)

K

Read Command
AT+CPLS?
Response(s)

+CPLS: <pl - sel ect or >
(0 ¢

ERRCR

+CME ERROR: <err >

Write Command

AT+CPLS=[<pl m- sel ect or >]
Response(s)

(014
ERROR
+CVE ERROR:. <err>

PIN - Last

4 - -

Parameter Description

<pl m- sel ect or >("M
o®

is used instead.

Reference(s)

3GPP TS 27.007 [43]

User controlled PLMN with EFp| yinwacT/EFpLMNsel
If <pl m- sel ect or > is omitted from the write command, the default value O

Operator controlled PLMN selector with EF qp| pnwacT

HPLMN selector with EF 5 ynwacT
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8.6 AT+CTZR Time Zone Reporting

The AT+CTZRcommand enables and disables event reporting for changes of time zone and daylight saving time.
If reporting is enabled the EMS31-X returns unsolicited result codes whenever the time zone changes.

Syntax

Test Command
AT+CTZR="
Response(s)

+CTZR: (list of supported <nobde>s)
(04

Read Command

AT+CTZR?
Response(s)

+CTZR. <node>

K

ERROR

+CME ERROR: <err >

Write Command

AT+CTZR=<node>
Response(s)

(014
ERROR
+CVE ERROR:. <err>

PIN > Last Reference(s)

-+ - 3GPP TS 27.007 [43]

Unsolicited Result Codes

URC 1
+CTZV: <tinmezone>
The URC indicates that the time zone has changed.

URC 2
+CTZE: <tinmezone>, <dst>[, <tine>]
The URC provides information on daylight saving time.

Parameter Description

<r.mde>(num)

o® Disable event reporting by URCs

1 Enable time event reporting by "+CTZV"
2 Enable time event reporting by "+CTZE"

<t i mezone>Mm

Integer value indicating the time zone
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<ti rT.e>(str)
Time in format "yy/MM/dd,hh:mms", wherein characters indicates year, month, day, hour, minutes, seconds.

<dst >(num)

Parameter indicates daylight saving time as follows:

0 No adjustment for daylight daving time

1 +1 hour adjustment for daylight saving time

2 +2 hour adjustment for daylight saving time
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8.7 AT+CTZU Automatic Time Zone Update

The AT+CTZU command enables and disables automatic time zone update via NITZ. In addition, AT+CTZR can
be used to activate indicators reporting time zone information change.

Syntax

Test Command

AT+CTZU="

Response(s)

+CTZU: (list of supported <node>s)
(0 ¢

Read Command

AT+CTZU?

Response(s)

+CTZU: <node>

K

ERROR

+CME ERROR: <err >

Write Command

AT+CTZU=<nmpde>
Response(s)

(014
ERROR
+CVE ERROR:. <err>

PIN > Last Reference(s)
-+ - 3GPP TS 27.007 [43]

Parameter Description

<|,.mde>(num)

0 Disable automatic time zone update via NITZ

1P Enable automatic time zone update via NITZ.
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8.8 AT+CPSMS Enable or Disable Power Saving Mode

AT+CPSNMS controls settings of the UE's power saving mode (PSM) parameters. It controls whether the UE wants
to apply PSM or not, as well as the requested extended periodic TAU value in E-UTRAN and the requested
Active Time value.

Syntax

Test Command
AT+CPSMVS=?
Response(s)

+CPSMS:  (list of supported <npbde>s),,, (list of supported <Request edPer i odi c TAU>s), (list of supported
<Request edAct i veTi me>s)

(04

ERROR

+CMVE ERROR: <err >

Read Command
AT+CPSM5?
Response(s)

+CPSMS: <npde>,,[, <Request edPer i odi cTAU>][, <Request edAct i veTi me>]
(01

ERROR

+CME ERROR: <err >

Write Command

AT+CPSVB=[<npbde>,,[, <Request edPer i odi c TAU>[, <Request edAct i veTi ne>]]]
Response(s)

(04
ERROR
+CVE ERROR: <err >

PIN > Last Reference(s)
- = - 3GPP TS 27.007 [43]

Parameter Description

<erC1e>(num)(NV)

Enable/disable the use of power saving mode (PSM) in the UE.

(o Disable the use of PSM
1 Enable the use of PSM
2 Disable the use of PSM and reset <RequestedPeri odi cTAU> and

<Request edAct i veTi me> to default.

<Request edPer i odi c TAU>ENNY)

One byte in an 8 bit format.

Requested extended periodic TAU value to be allocated to the UE in E-UTRAN. The requested extended peri-
odic TAU value is coded as one byte (octet 3) of the GPRS Timer 3 information element coded as bit format
(e.g. "01000111" equals 70 hours). For more information on coding and value range, see 3GPP TS 24.008 [37],
table 10.5.163a).
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<Request edAct i veTi me>(SNV)

One byte in an 8 bit format.
Requested Active time value to be allocated to the UE. The requested Active Time value is coded as one byte

(octet 3) of the GPRS Timer 2 information element coded as bit format (e.g. "00100100" equals 4 minutes). For
more information on coding and value range, see 3GPP TS 24.008 [37], table 10.5.163).
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8.9 ATASMONI Monitoring Serving Cell

The ATA*SMONI command supplies information of the serving cell.

Syntax

Test Command
ATASMONI =72
Response(s)

K

Exec Command
AT~ SMONI
Response(s)

See: Section 8.9.1, AT*"SMONI Responses
X

Write Command
ATASMONI =255
Response(s)

See: Section 8.9.1, ATA"SMONI Responses
(01

ERROR

+CMVE ERROR: <err>

PIN > Last

Notes

The parameters LAC and cell are presented as hexadecimal digits, the remaining parameters are composed
of decimal digits.

If the BS supports frequency hopping during a connection, the dedicated channel (ARFCN) is not stable. This
mode is indicated by chann ='h'".

The service state 'SEARCH' (Searching) could mean a PLMN search or a cell search. This can also happen
for a short time when the UE is leaving connected mode.

8.9.1 AT"SMONI Responses

UE is not connected:

L]

UE is camping on a LTE (4G) cell:

Synt ax:

ASMONI ;. ACT, EARFCN, Band, DL bandwi dt h, UL bandwi dt h, Mode, MCC, M\C, TAC, d obal Cel | |D, Phys-
ical Cell ID, Srxlev, RSRP, RSRQ, Conn_st ate

Exanpl e:

ASMONI : 4G, 6300, 20, 10, 10, FDD, 262, 02, BF75, 0345103, 350, 33. 00, - 94. 30, - 7. 10, NOCCONN

UE is searching and could not (yet) find a suitable LTE (4G) cell:

Synt ax:

ASMONI : ACT, EARFCN, Band, DL bandw dt h, UL bandw dt h, Mode, MCC, MNC, TAC, d obal Cel | | D, Phys-
ical Cell ID, Srxlev, RSRP, RSRQ Conn_st ate

Exanpl e:

ASMONL: 4G, .y, hsvsyss, s SEARCH
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¢ UEisinthe LTE PSM (Power Saving Mode):
Synt ax:

ASMONI :  ACT, EARFCN, Band, DL bandwi dt h, UL bandwi dt h, Mode, MCC, M\C, TAC, d obal Cel | |D, Phys-

ical Cell ID, Srxlev, RSRP, RSRQ, Conn_st ate
Exanpl e:
ASMONL: 4G, ., ,4s1s,14,, SLEEP - PSM

e UE is camping on a LTE (4G) cell but not registered to the network (only emergency call allowed):

Synt ax:

ASMONI :  ACT, EARFCN, Band, DL bandwi dt h, UL bandw dt h, Mode, MCC, M\C, TAC, d obal Cel | 1D, Phys-

ical Cell ID, Srxlev, RSRP, RSRQ Conn_st ate
Exanpl e:
ASMONI ;4G 6300, 20, 10, 10, FDD, 262, 02, BF75, 0345103, 350, 33. 21, - 94. 30, - 7. 10, LI MSRV

UE is connected:
e LTE (4G) cell:

Synt ax:

ASMONI :  ACT, EARFCN, Band, DL bandwi dt h, UL bandwi dt h, Mode, MCC, M\C, TAC, d obal Cel | |D, Phys-

ical Cell 1D, TX power, RSRP, RSRQ, Conn_st at e
Exanpl e:
ASMONI ;4G 6300, 20, 10, 10, FDD, 262, 02, BF75, 0345103, 350, 90. 00, - 94. 10, - 7. 00, CONN

Columns for LTE (4G) Serving Channel parameters:

Column Description

ACT Access Technology

EARFCN E-UTRA Absolute Radio Frequency Channel Number

Band E-UTRA frequency band (see 3GPP 36.101)

DL bandwith DL bandwith

UL bandwith UL bandwith

Mode FDD or TDD

MCC Mobile Country Code (first part of the PLMN code)

MNC Mobile Network Code (second part of the PLMN code)

TAC Tracking Area Code (see 3GPP 23.003 Section 19.4.2.3)

Global Cell ID Global Cell ID

Physical Cell ID Physical Cell ID

Srxlev RX level value for base station selection in dB (see 3GPP 25.304)
RSRP Reference Signal Received Power (see 3GPP 36.214 Section 5.1.1.)
RSRQ Reference Signal Received Quality (see 3GPP 36.214 Section 5.1.2.)
TX power Used Uplink Power

Conn_state Connection state. Can be one of following: CONN, LIMSRV, SLEEP - PSM,

NOCONN or SEARCH

89.2 Service states

Depending on the service state, an additional textual output is generated (refer also to the response examples):
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e "SEARCH?" (Searching) - The MS is searching, but could not (yet) find a suitable cell. This output appears
after restart of the MS or after loss of coverage.

* "NOCONN?" (No connection) - The MS is camping on a cell and registered to the network. The service state
is 'idle’, i.e. there is no connection established or a dedicated channel in use.

e "SLEEP - PSM" (Sleeping) - The MSis in LTE PSM (Power Saving Mode).

e "LIMSRV" (Limited Service) - The MS is camping on a cell but not registered to the network. Only emergency
calls are allowed. The MS enters this state, for example, when

no SIM card is inserted, or PIN has not been given,
neither Home PLMN nor any other allowed PLMN are found,

registration request was not answered or denied by the network (use AT+CEREGto query the registration
status),

authentication failed.
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8.10 ATA"SMONP Monitoring Neighbour Cells

The AT”SMONP supplies information of active cells and all neighbour cells. The active cell information will be
delivered additively because an UE can be situated in Soft Handover or Softer Handover.

Syntax

Test Command
AT~ SMONP=?
Response(s)

(0 ¢

Exec Command
AT SMONP
Response(s)

See: Section 8.10.1, ATASMONP Responses
(04

Write Command
AT SMONP=255

Response(s)

See: Section 8.10.2, AT"SMONP Enhanced Responses
(04

ERRCR

+CMVE ERROR: <err>

PIN - Last

Notes

Due to the fact that not all necessary information of the neighbour cells can be decoded during a connection,
there are several constraints to be considered:

- Only neighbour cells that have already been visible in IDLE mode will be further updated, as long as they
are still included in the list.

- Though new neighbour cells can be added to the list (e.g. due to handover), their C1 and C2 parameters
cannot be displayed until the connection is released. In this case "-" is presented for C1 and C2.

The neighbour cells have the same PLMN as the serving cell. In case of searching for a network the serving
cell can change and the UE shows different sets of neighbour cells depending on the PLMN of the serving cell.

Parameters for which no values are available are shown as "-".

If ATASMONP or AT SMONP=255 is called while the UE is searching for a network, the command will return
"+CME ERROR: operation not supported".

8.10.1 AT*"SMONP Responses

Responses of AT" SMONP execute command:

L]

In case of a LTE (4G) serving cell:

Synt ax:
4G

EARFCN,, RSRQ,, RSRP,, Sr I ev,, PCl 4, RSSI
EARFCN,, RSRQ,, RSRP,, Sr x| ev,, PCl 5, RSSI ,
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EARFCN,, RSRQ,, RSRP,,, Srxl ev,,, PCl ,, RSSI

Exanpl e:

4G

1830, - 11. 70, - 91. 50, 38, 368, - 61. 03
1830, - 11. 60, - 93. 40, 36, 262, -72. 14
1830, - 11. 70, - 95. 20, 35, 329, - 74. 44
1830, - 14. 30, - 95. 10, 34, 261, - 72. 52
1830, - 18. 40, - 105. 80, 24, 248, - 74. 24

Columns for LTE (4G) parameters:

Column Description

EARFCN E-UTRA Absolute Radio Frequency Channel Number

RSRQ Reference Signal Received Quality as measured by L1 in dB (see ETSI TS 136
214 version 10.1.0 Section 5.1.3.)

RSRP Reference Signal Received Power as measured by L1 in dBm (see ETSI TS 136
214 version 10.1.0 Section 5.1.1.)

Srxlev RX level value for base station selection in dB (see 3GPP 25.304)

PCI Physical Cell ID

RSSI Received Signal Strength Indication as measured by L1 in dBm

8.10.2 ATA"SMONP Enhanced Responses

Responses of write command AT” SMONP=255:
e In case of a 4G serving cell:

Synt ax:

4G

EARFCN,, RSRQ,, RSRP,, Srxl ev,, PCl ;, RSSI ,, Cel | | D;, MCC;, MNC,, TAC,
EARFCN,, RSRQ,, RSRP,, Sr xl ev,, PCl ,, RSSI ,, Cel | | D,, MCC,, MNC,, TAC,

EARFCN,, RSRQ,, RSRP,, Srxl ev,, PCl ,, RSSI ,, Cel | 1 D,, MCC,, M\G,, TAC,

Exanpl e:

4G

1830, - 12. 60, - 91. 40, 38, 368, - 60. 02, 368, 262, 03, C463
1830, - 11. 70, - 93. 20, 36, 262, - 72. 05, 368, 262, 03, C463
1830, - 10. 90, - 93. 30, 36, 329, - 73. 77, 368, 262, 03, C463
1830, - 15. 10, - 96. 50, 33, 261, - 72. 60, 368, 262, 03, C463
(03¢

Columns for LTE (4G) parameters:
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8.10 AT*"SMONP

Column
EARFCN
RSRQ

RSRP

Srxlev
PCI
RSSI
Cell ID
MCC
MNC
TAC

gemalto™

Description
E-UTRA Absolute Radio Frequency Channel Number

Reference Signal Received Quality as measured by L1 in dB (see ETSI TS 136
214 version 10.1.0 Section 5.1.3.)

Reference Signal Received Power as measured by L1 in dBm (see ETSI TS 136
214 version 10.1.0 Section 5.1.1.)

RX level value for base station selection in dB (see 3GPP 25.304)
Physical Cell ID

Received Signal Strength Indication as measured by L1 in dBm
LTE Serving cell ID

Mobile Country Code

Mobile Network Code

Tracking Area Code (see 3GPP 23.003 Section 19.4.2.3)
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8.11 ATASNMON Network Monitoring

The AT SNMON command can be used to monitor various network information.

Syntax

Test Command
AT SNMON=?
Response(s)

ASNMON:  "INS4G", (list of supported <act i on>s), (list of supported <r ba4g- 1>s), (list of supported
<r ba4g- 2>s)

(04

ERRCR

+CME ERROR  <err >

Write Command

Start informal network scan for 4G bands. Parameter <act i on> shall be 2.
AT~ SNMON="INS4G", <act i on>[, <r ba4g- 1>][, <r ba4g- 2>]

Response(s)

ASNMON:  "INS4G", <r eser ved>, <r badg- 1>, <r ba4dg- 2>, <cel | _| D>, <t ac>, <pl m>, <ear f cn>,
<pci d>, <bwdl >, <bwup>, <r sr p>, <r sr g>, <si bl-br>

In case of no cell found for specific band then all values behind <r ba4g- 1> and <r ba4g- 2> will be omitted:
ASNMON:  "INS4G", <r eser ved>, <r ba4g- 1>, <r ba4g- 2>

K

ERRCR

+CME ERROR: <err >

PIN *> Last Reference(s)

-t - 3GPP TS 45.008 [48]

Parameter Description

<act i on>Mm

This parameter determines the action to be taken for the monitoring command.

0 Reserved value
1 Reserved value
2 Query values

<r eser ved>Mm

0 Value returned in scan output responses. Value has no meaning and can be
ignored.

<r ba4g- 1> determines 4G frequency bands the UE is allowed to use. Values are given in hexadecimal 32-bit-
value order. Every bit corresponds to a dedicated band number. Leading zeros are not necessary. The number
range of <r ba4g- 1> covers band 1 to band 32.

ugu LTE 1900 (B2)
ug LTE 1700 (B4)
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“800" LTE 700 (B12)
“1000" LTE 700 (B13)

<r ba4g— 2>(str)(NV)

<r ba4g- 2> determines 4G frequency bands the UE is allowed to use. Values are given in hexadecimal 32-bit-
value order. Every bit corresponds to a dedicated band number. Leading zeros are not necessary. The number
range of <r ba4g- 2> covers band 33 to band 64. If the UE does not support bands 33 to 64 the AT SNMON test
command returns the value range 0 - 0.

<cel | _| D>(W
Cell ID
28 bit length for LTE

<t ac>(num)
Tracking Area Code (see 3GPP 23.003 Section 19.4.2.3)

<p| rT.r.|>(str)

PLMN code
Public Land Mobile Network Code

<ear f cn>Mm

E-UTRA Absolute Radio Frequency Channel Number

<rssi >Mm

Received signal level of the BCCH carrier. The indicated value is composed of the measured value in dBm plus
an offset.
This is in accordance with a formula specified in 3GPP TS 45.008 [48]

<db n,P(Str)

Signal Strength
signal strength in dBm

<pci d>(num)
Physical Cell ID

<b\/\d| >(num)

bandwidth in download direction

<bv\,up>(num)

bandwidth in upload direction

<rsr p>(num)

Reference Signal Received Power as measured by L1 in dBm (see ETSI TS 136 214 version 10.1.0 Section
5.1.1)

<rsr q>(num)

Reference Signal Received Quality as measured by L1 in dB (see ETSI TS 136 214 version 10.1.0 Section
5.1.3.)
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<si b1- br >(Mum

Indicates the cell support for bandwidth reduced devices (e.g. LTE Cat-M devices)

0 SIB1-BR not supported
1 SIB1-BR supported
<t ac>(num)

Tracking Area Code (see 3GPP 23.003 Section 19.4.2.3)

Notes

e The AT"SNMONE"INS4G" command can be used even if no SIM is present or no SIM-PIN was entered.

e The AT"SNMON="INS4G" command depends on the registration state. A complete network scan is only pos-
sible if the module is not registered. To perform a complete scan it is recommended to deregister manually
from the network.

e The ATASNMON="INS4G" command may be aborted internally by any other network related activity that inter-
feres with the network scan.

e The time required for a network scan depends not only on the number of radio bands to be scanned, but also
on ripple and existing ghost peaks on the scanned radio bands.
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8.12 AT+CEDRXS eDRX Setting

The AT+CEDRXS command controls the settings of eDRX parameters of the UE. The command controls whether
the UE wants to apply eDRX or not, as well as the requested eDRX value for each specified type of access tech-
nology.

The AT+CEDRXS test command displays the supported <node>s and the value ranges for the access technology
and the requested eDRX value as compound values.

The AT+CEDRXS read command displays current settings for each defined value of <AcT-t ype>.

Syntax

Test Command

AT+CEDRXS="?

Response(s)

+CEDRXS: (list of supported <node>s), (list of supported <AcT-t ype>s), (list of supported
<Request ed_eDRX val ue>s)

(04

Read Command

AT+CEDRXS?

Response(s)

[+CEDRXS: <AcT-t ype>, <Request ed_eDRX val ue>]
(0

ERRCR

+CVE ERROR: <err>

Write Command

AT+CEDRXS=[<npde>,[, <AcT-t ype>[, <Request ed_eDRX val ue>]]]
Response(s)

(014
ERROR
+CME ERROR: <err >

PIN - Last
- 4L -

Unsolicited Result Code
When <node>=2:

+CEDRXP: <AcT-type>[, <Requested eDRX val ue>[, <NW provi ded_eDRX val ue>[,
<Pagi ng_ti me_wi ndow>]]]

eDRX is enabled and URC code is enabled when the eDRX values provided by network has changed.

Parameter Description

<erC1e>(num)

Enable or disable use of eDRX in the UE. This parameter is applicable to all specified types of access technol-
ogy, i.e. the most recent setting of <node> will take effect for all specified values of <ACT-t ype>.

0 Disable the use of eDRX.
1 Enable the use of eDRX.
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2 Enable the use of eDRX and enable the <+CEDRXP> unsolicited result code.
3 Disable the use of eDRX and reset the <Request ed eDRX val ue> to
default.

<AcT-t ype>um

Type of access technology. This parameter is used to specify the relationship between the type of the access
technology and requested eDRX value.

0 Access technology is not using eDRX. This parameter value is only used in the
unsolicited result code
4 E-UTRAN (WB-S1 mode)

<Request ed_eDRX_val ue>®"

Half a byte in a 4 bit format. The values are coded as follows:

“0000“ 5,12 seconds
“0001" 10,24 seconds
“0010* 20,48 seconds
“0011" 40,96 seconds
“0100¢ 61,44 seconds
“0101* 81,92 seconds
“0110¢ 102,4 seconds
“0111" 122,88 seconds
“1000* 143,36 seconds
“1001¢ 163,84 seconds
“1010° 327,68 seconds
“1011* 655,36 seconds
“1100“ 1310,72 seconds
“1101" 2621,44 seconds

<NW pr ovi ded_eDRX_val ue>®"
Half a byte in a 4 bit format. The values are coded in the same way as for <Request ed_eDRX val ue>

<Pagi ng_t i me_wi ndow>("

Half a byte in a 4 bit format. The requested values are applied immediately and are stored non-volatile. In case
the module is attached to the network the change of the values will trigger tracking area update. The stored con-
figuration is used during the network attach after restart in case the auto-attach is enabled.

The values are coded as follows:

“0000¢ 1,28 seconds

“0001* 2,56 seconds

“0010* 3,84 seconds

“0011" 5,12 seconds

“0100* 6,40 seconds

“0101¢ 7,68 seconds

“0110¢ 8,96 seconds

“0111* 10,24 seconds

“1000“ 11,52 seconds

gemalto™ EMS31-X_ATC_V03.006 18/09/6

Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 129 of 326
8.12 AT+CEDRXS

“1001" 12,80 seconds
“1010* 14,08 seconds
“1011¢ 15,36 seconds
“1100“ 16,64 seconds
“1101¢ 17,92 seconds
“1110¢ 19,20 seconds
“1111¢ 20,48 seconds
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8.13 AT+CEDRXRDP Read dynamic eDRX parameters

The AT+CEDRXRDP command reads the current dynamic eDRX parameters applied in the cell. The command
returns <AcT-type> and <Requested eDRX val ue>, ~ <NW provi ded eDRX value> and
<Pagi ng_t i me_wi ndow> if eDRX is used for the cell that the MS is currently registered to. If the cell that the
MS is currently registered to is not using eDRX, the <AcT-t ype>=0 is returned.

Syntax

Test Command
AT+CEDRXRDP="?
Response(s)

X

Exec Command
AT+CEDRXRDP
Response(s)

+CEDRXRDP: <AcT-t ype>[, <Request ed_eDRX val ue>[, <NW pr ovi ded_eDRX val ue>|,
<Pagi ng_ti ne_w ndow>]]]

(04

ERRCR

+CME ERROR  <err >

PIN > Last

- o -
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8.14 ATASNLWM2M ODIS/DHIR/Portfolio Management

ATASNLWWRM is used to manage ODIS/DHIR/Portfolio implementation using LWM2M. The command is used
only to update the existing objects, not to create a new one. Portfolio object with object ID=16 has 2 instances
and each of the instances has 4 fields.

Portfolio objects can be updated by "cfg" command, read by "cfg_read" command and reset to default values by

“ctl","init" command. Values of the fields updated by "cfg" or "ctl","init" commands are stored volatile until the
"report” command is executed to commit the values non-volatile and report them towards LWM2M server.

Syntax

Test Command

AT~ SNLWWR ME?

Response(s)

ASNLWWR M “cfg”, (list of available <obj ect URN>s), (max. string length of <val ue>s), (range for supported
<hash>es)

ANSNLWW2M "“cfg_read", (list of available <obj ect URN>s), (max. string length of <val ue>s), (range for
supported <hash>es)

ASNLVWWRM “ctl”, "init", (range for supported <hash>es)

ANSNLWWRM "report”

(0

Write Command
The following command shall be used to configure field values of the portfolio object:
ATASNLWWRME"cfg" , <obj ect URN>, <val ue>[, <hash>]

Response(s)

(014
ERROR
+CVE ERROR:. <err>

Write Command

The following command shall be used to reset field values of the portfolio object to their default values:
ATASNLWWR ME"ctl" | "init" [, <hash>]

Response(s)

K

ERRCR

+CMVE ERROR: <err>

Write Command

The following command shall be used to read field values of the portfolio object. Return value for each field
consists of pair of values - volatile and non-volatile. Volatile storage value is marked with asterix (*)

Note: In case "cfg_read" command is executed without defined object URN then all field values for the portfolio
object ID=16 will be returned.

ATASNLWWRME"cfg_read" [, [<obj ect URN>][, <hash>]]
Response(s)

ASNLWWM  “cfg_read" , <obj ect URN>, <val ue>
(01

ERROR
+CVE ERROR:. <err>
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Write Command

The following command shall be used to report to the network the field values that have been modified by “cfg”

or "ctl","init" commands and to store them non-volatile:
AT~ SNLWWR ME"report”

Response(s)

K
ERROR
+CVE ERROR: <err>

PIN - Last

- L -

Parameter Description

<obj ect  URN>ENNY)

This parameter is used for identification of portfolio object fields to be updated. Portfolio object fields are defined
by its uniform resource name (URN) that consists of {object ID}/{instance}/{resource identity}/{field id}, where:

“Object ID" Identification of portfolio object is constant (16).
“Instance” Object has two instances defined as 0 or 1.
“Resource ID* Resource identification is constant (0).

“Field ID* Field identification

"Field ID" contains one of the following values:

“0" Host Device ID

‘1 Host Device Manufacturer

‘2" Host Device Model

“3" Host Device Software Version

<val ue>(str)(NV)

The value of the given <obj ect URN>. The parameter is coded as UTF-8 character set.

Default values for instance (0):

“16/0/0/0* HUIDO
“16/0/0/1" HMANO
“16/0/0/2" HMODO
“16/0/0/3" HSWO0
Default values for instance (1):
“16/1/0/0" HUID1
“16/1/0/1" HMAN1
“16/1/0/2" HMOD1
“16/1/0/3" HSW1
<hash>("

A signature to authenticate the user executing this command. The client certificate has to be preloaded in the
module for the authentication. The same client certificate employed for IP Service AT commands is used to
authenticate the command.
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9.

Internet Service Commands

EMS31-X has an embedded TCP/IP stack that is driven by AT commands and enables the host application to
easily access the Internet. The advantage of this solution is that it eliminates the need for the application manu-
facturer to implement own TCP/IP and PPP stacks, thus minimizing cost and time to integrate Internet connec-
tivity into a new or existing host application. This chapter is a reference guide to all the AT commands and
responses defined for use with the TCP/IP stack.

The embedded TCP/IP stack provides the following services:

1. Socket Services:

- TCP Client in Non-Transparent or Transparent Mode

- UDP Client in Non-Transparent or Transparent Mode

- Transparent TCP Listener

- Standard TCP Listener in Non-Transparent or Transparent Mode
- Non-Transparent UDP Endpoint

2. FTP Client
3. HTTP Client
4. SMTP Client

Please note that a total number of 14 sockets is available for usage.

Step-by-step overview of how to configure and use TCP/IP communications with EMS31-X:

Use AT+CGDCONT to create an Internet connection profile (= bearer). The PDP context IDs set with <ci d>
will later be used as "conld" parameter when creating a service profile with ATASI SS. Optionally, you can
specify DNS preferences using AT"SI CS. To activate or deactivate the bearer use the AT*SI CA command.

Use AT” SI SSto create service profile(s), each identified by the <sr vPr of i | el d>. The service profile spec-
ifies the type of Internet service to use, e.g., Socket, FTP, HTTP, SMTP.

Once the bearer has been established with AT*SI CA, and the service profile is created with ATASI SS, an
Internet session can be opened by entering the AT* SI SOwrite command and the desired <sr vPr of i | el d>.
A URC indicates how to proceed. The "SI S" URC with <ur cCause> "5" shows that an opened listener or
endpoint is ready. The "*SI SW URC means that data can be sent. The "SI SR* URC means that received
data are available for reading. If an error occurs the "SI S" URC is delivered instead.

The next steps differ depending on the service type and the transfer mode (Non-Transparent or Transparent).

Once a service is opened, the ATASI SI command shall be used to monitor the progress of the session. The
command reports the service state of the used service profile and indicates the number of bytes sent and
received, and, in the case of sending, the number of bytes acknowledged or unacknowledged at TCP layer.

If an error occurs during a session you can enter the ATASI SE command and the <sr vPr of i | el d> to iden-
tify the reason. This is especially important in polling mode.

Finally, to close an opened service, enter the AT" SI SCwrite command and the <sr vPr of i | el d>. Thenyou
can deactivate the bearer using AT"SI CA.

AT~ S| SH disconnects a remote client from a Transparent TCP Listener without closing the listener (see also
below).

Transparent Mode or Non-Transparent Mode:

Transparent Mode is stream-oriented, i.e. a single data stream can be sent, and another single data stream
can be received. Packetizing of data is done automatically by the embedded TCP/IP stack.

Transparent Mode is activated with ATASI ST and then indicated by the "CONNECT" result code. The mode
eliminates the need for ATASI SWand AT SI SR read and write sequences.

Non-Transparent Mode is packet oriented, i.e. data is transferred in separate packets. Maximum packet size
is 1500 bytes for TCP, 1460 bytes for UDP. To read and write data AT" SI SWand AT SI SR sequences shall
be used.

To send or receive more than 1500 bytes, the read or write action shall be repeated until the data transfer has
completed. Each read or write action requires that the command response (of AT*SI SR or AT SI SW con-
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firms that the service is ready to send or receive data. The read/write cycles can be controlled by URCs or
polling. For details see below, section "URC mode and polling mode".
To end an upload data stream set the <eodFl ag> in the last AT"SI SWcommand.

e FTP, HTTP, SMTP and UDP Endpoint employ Non-Transparent Mode.
TCP Client, UDP client and Standard TCP Listener can employ both modes, and may even mix both modes
in the same connection.

Listener services:

A listener is waiting for incoming remote client requests. EMS31-X supports two listener types: Transparent TCP
Listener and Standard TCP Listener.

After opening a listener with AT SI SOno "*SI SW URC appears. Instead, the "SI S" URC with <ur cCause>
"5" shows that the opened listener is ready and starts listening. Additionally, the states can be verified with
AT~ SI SI which shows state "4" (Up - listening).

An incoming remote client request is indicated by the "SI S" URC. For details please refer to Section 9.14, Inter-
net Service URC ""SIS", escpecially parameters <ur cCause> and <ur cl nf ol d>.

e Transparent TCP Listener:

The Transparent TCP Listener can accept 1 remote client. The connection to the remote client does not
need an additional service profile, as it uses the Transparent TCP Listener instance.

To define a listener service profile as Transparent TCP Listener the "etx" parameter is mandatory in the
address. See ATASI SS.

AT~ SI SS allows some specific options for the Transparent TCP Listener service, such as "autoconnect",
"connecttimeout”, "addrfilter";

If autoconnect is enabled an incoming remote client is indicated by the "*SI S* URC with <ur cCause>"3"
(Transparent) and <ur cl nf ol d> "1" (= autoconnect enabled). The request is automatically accepted.
The Listener profile instantly changes to Server mode (AT"SI SO<socket St at e>to 4 = SERVER) and
opens transparent data mode (indicated by "CONNECT" result code).

If autoconnect is disabled, the remote client connection request is indicated by the "*SI S" URC with
<ur cCause> "3" (Transparent) and <ur cl nf ol d> "0" (= autoconnect disabled). The request can be
accepted with ATASI SO or rejected with ATASI SH. In all cases the same <srvProfil el d> shall be
used. After accepting the client the Listener profile instantly changes to Server mode (AT"SI SO<sock-
et St at e>to 4 = SERVER).

If a remote client connection request is not accepted within the configured 'connecttimeout’, it will be
rejected automatically, and the URC "SI S" is sent with <ur cCause> set to '4".

As long as one remote client is connected all other remote client requests are rejected automatically with-
out displaying the "*SI S" URC. The <r e] Count er > in the response of the AT*SI SOread command indi-
cates such hidden rejects.

AT~ S| SHdisconnects a remote client, without closing the service, allowing the Transparent TCP Listener
to wait for the next remote client.
AT” SI SC both disconnects the remote client and shuts down the Transparent TCP Listener.

An example can be found in Section 9.14, Internet Service URC "ASIS" and Section 9.15.5, Transparent
TCP Listener: Accepting / Rejecting Incoming Remote Client

¢ Standard TCP Listener:

The Standard Listener can accept several remote clients. Each incoming remote client connection request
is dynamically assigned to the next free service profile indicated as <sr vPr of i | el d> within the "*SI S"
URC. <ur cCause> in the "*SI S" URC equals "1" (Non-Transparent). The dynamically assigned profile
acts as Server (AT"SI SO<socket St at e> equals 4 = SERVER). Its <sr vPr of i | el d> shall be used to
accept the remote client with AT*SI SO, or to reject it with AT*SI SC. The number of acceptable remote
clients depends on the number of free service profiles.

To transfer data it is possible to proceed with Transparent Mode using ATASI ST, or Non-Transparent
Mode using AT"SI SR and AT SI SWread / write sequences.

An example can be found in Section 9.14, Internet Service URC ""SIS" and Section 9.15.3, Configuring
Non-Transparent Listener
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Socket service used with UDP protocol

The significant differences between the TCP and UDP protocols imply that UDP sometimes requires particular
procedures or even specific parameters. Details on how to handle UDP services can be found in extra notes or
are included in the general parameter descriptions.

The EMS31-X offers two kinds of Socket service with UDP protocol.

« UDP Client: Intended for connections to a given remote host. In this case the IP address and the UDP port of
the remote host are set as a fixed parameter in the service profile. The UDP Client can use Transparent Mode
and Non-Transparent Mode.

¢ Non-Transparent UDP Endpoint: IP address and UDP port of the remote hosts are handled in each read
(AT~ SI SR) and write (AT~ SI SW request. This enables the host application to communicate with different
remote hosts.
See example in Section 9.15.9, UDP Scenatrio.

Secure connection (TLS)
All services except Listener services support server and client authentication for Transport Layer Security (TLS).

e« To set TLS add "s" to the address type, such as socktcps, sockudps, ftps, https, smtps. For details see
ATASI SS <sr vPar nifag> parameter "address".

* To create, load, delete and read customized TLS certificates use the commands AT SBNWand AT~ SBNR.

e The AT”SI SS session profile parameter "secopt" specifies whether or not to check certificates received from
the server against the local certificate store (if at least one local certificate is set).

e The AT"SCFGsubcommand "Tcp/TLS/Version" specifies the security level.

« The used certificates can be shown in text format (issuer, serial, subject, signatureAlg, thumbprint). For this
purpose it is recommended to enable the "+CIEV: "is_cert" URC, see AT"SI ND.

URC mode or polling mode (for non-Transparent Mode only)
The EMS31-X offers two modes of controlling a Non-Transparent Mode session opened with ATASI SO. To select
the mode use the AT" SCFG command, parameter "Tcp/WithURCs" (refer to <t cpW t hUr c>).

¢ URC mode (delivery default):
The progress of a Non-Transparent Mode session is URC driven. The URCs notify the host whether data can
be sent or received, whether data transfer has completed, whether the service can be closed or whether an
error has occurred. This mechanism eliminates the need to poll the service until the necessary progress infor-
mation is received.
To enable the URC mode select; AT SCFG="Tcp/WithURCs",on.

¢ Polling mode:
In polling mode, the presentation of URCs related to the Internet Services is disabled. The host is responsible
to retrieve all the status information needed for controlling the Internet session. This is done by polling, where
the host application keeps sending the commands AT"SI SR, ATASI SW ATASI SI .
To enable the polling mode select: AT SCFG="Tcp/WithURCs",off.
The disabled URCs are the following: "SI SR* URC, "*SI SW URC and "*SI S" URC for parameter <ur c-
Cause>=0 (Internet service events), but not for all other <ur cCause>s (needed for Listener or Endpoint and
therefore always enabled).

Address notation

Server addresses shall be provided as IPv4 addresses in standard dot format, e.g. "192.168.1.2", or as IPv6
addresses in standard colon format enclosed in square brackets, e.g. "[FE80::2]", or as server address names
resolvable by a DNS server.

Timeouts

Timeouts are not part of the Internet AT command functionality implemented in EMS31-X and, if desired, are the
responsibility of the host application. It is recommended that the host application validates URCs and AT com-
mand responses and reacts adequately, for example by sending a close message or starting a timer.

Using the DCD line to detect the connection status of Internet services
With AT&C you can configure the DCD line of the used serial interface to indicate whether an Internet service is
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active. For Socket, HTTP the states "Up" or "Connecting" are indicated, for FTP and transparent TCP only the
state "Up", for the Transparent TCP Listener service the states "Up", "Alerting", "Connected" and "Released".

Usage of IP Service commands on different interfaces

The UE allows to create an Internet service profile on one interface with AT"SI SS and to use it on another inter-
face with ATASI SO, ATASI SC, ATASI SR, ATASI SW AT~ SI ST. Nevertheless, to avoid conflicts a profile should
be handled on the same interface where it was created with ATASI SS, at least where it was opened with
AT~ SI SO
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The AT~ SI CA write command can be used to activate or deactivate an Internet service connection using a PDP

context defined with AT+CGDCONT. To track activation errors the command AT+CEER should be used.

The AT~ SI CA read command shows whether a connection for Internet services is active and which PDP context

is used for it. If no connection is active, then the read command just returns OK.

Syntax

Test Command
ATASI CA=?

Response(s)

NSl CA:  (list of supported <st at e>s), (list of supported <ci d>s)

(014

ERROR

+CME ERROR: <err >
Read Command

AT~ S| CA?

Response(s)

[~SI CA: <cid>, <st at e>]
[~SI CA: ..]

(04

ERRCR

+CVE ERROR: <err>

Write Command

AT~ S| CA=<st at e>, <ci d>
Response(s)

(04
ERROR
+CVE ERROR: <err>

PIN - Last

+ -

Parameter Description

<st at e>Mm

0
1

<Ci d>(num)

Parameter specifies a particular PDP context definition (see AT+CGDCONT parameter <ci d>).

gemalto™

Deactivate(d)
Activate(d)
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AT~ SI CS serves to specify additional settings for Internet connection specified with the AT+CGDCONT command.

Currently only setup and query of DNS server addresses is supported.

Table 9.1:  Applicability of AT*SI CS <conPar mlrag> values

<conPar nirag> Mandatory or optional
"dns1" optional
"dns2" optional
"ipv6dns1” optional
"ipv6dns2" optional
Syntax
Test Command
ATASI CS=?
Response(s)
(0

Read Command

AT~ SI CS?

Response(s)

ASI CS: <conProfil el d>, <conPar nirag>, <conPar mval ue>
[rSICS: ..

(0 ¢

Write Command

AT~ SI CS=<conPr of i | el d>[, <conPar mrag>, <conPar nVal ue>]
Response(s)

XK
ERROR
+CVE ERROR: <err>

PIN > Last

- L -

Parameter Description

<conProfi | el d>MmMNV)

Internet connection profile as specified with AT+CGDCONT parameter <ci d>. Invoking command only with this

parameter will delete related DNS server address.

<conPar nrag>©ENNY)

Internet connection parameter.

“dns1“ Primary DNS server address (IP address in dotted-four-byte format).
This value determines whether to use the DNS server addresses dynamically
assigned by the network or a specific DNS server address given by the user.
"dns1l" = "0.0.0.0" (default) means that the connection profile uses dynamic
DNS assignment. Any other address means that the Primary DNS is manually

set.

The default value applies automatically if no other address is set. Note that the
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ndnszu

“ipvédns1”

“ipvédns2“

<conPar nval ue>

(str)(NV)

AT~ SI CS read command only returns a manually configured IP address, while
the value "0.0.0.0" is not indicated at all, no matter whether assumed by default
or explicitly specified.
See also note below.

Secondary DNS server address (IP address in dotted-four-byte format).

If "dns1" = "0.0.0.0" this setting will be ignored. Otherwise this value can be
used to manually configure an alternate server for the DNS1.

If "dnsl" is not equal "0.0.0.0" and no "dns2" address is given, then
"dns2"="0.0.0.0" will be assumed automatically. The AT*SI CS read command
only returns a manually configured IP address, while the value "0.0.0.0" is not
indicated at all, no matter whether assumed by default or explicitly specified.

Primary IPV6 DNS server address (IP address Each group is written as 4 hexa-
decimal digits and the groups are separated by colons (;). The whole address
is encapsulated by brackets ([]].

This value determines whether to use the DNS server addresses dynamically
assigned by the network or a specific DNS server address given by the user.
"ipvednsl" ="" (default) means that the connection profile uses dynamic DNS
assignment. Any other address means that the Primary DNS is manually set.
The default value applies automatically if no other address is set. Note that the
AT~ SI CS read command only returns a manually configured IP v6 address,
while the value "" is not indicated at all, no matter whether assumed by default
or explicitly specified.

See also note below.

Secondary IPV6 DNS server address (IP address Each group is written as 4
hexadecimal digits and the groups are separated by colons (). The whole
address is encapsulated by brackets ([]].

"ipv6dns2" = " (default) means that the connection profile uses dynamic DNS
assignment. Any other address means that the secondary DNS is manually
set.

The default value applies automatically if no other address is set. Note that the
AT~ SI CS read command only returns a manually configured IP v6 address,
while the value "" is not indicated at all, no matter whether assumed by default
or explicitly specified.

Parameter value; type and supported content depend on related <conPar nTag>.

Note

< If a network does not support or is not correctly configured for automatic DNS address assignment the TCP/
IP stack cannot resolve fully qualified domain names. In this case, a warning message will be returned when
trying to open an Internet service configured for automatic DNS address assignment.

gemalto™
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9.3 ATASIPS Internet Profile Storage

AT~ S| PS saves and loads the settings of the Internet service profiles in the non-volatile memory. AT*SI PS can
also be used to reset the settings to their default values without saving.

Syntax

Test Command
AT~ S| PS=?
Response(s)

NSl PS: (list of supported <t ype>s), (list of supported <act i on>s), (list of supported <Pr of i | el d>s)
(04

Write Command

ATASI PS=<t ype>, <acti on>[, <Profil el d>]
Response(s)

XK
ERROR
+CVE ERROR: <err>

PIN - Last
- 4L -

Parameter Description

<t ype>(str)
Internet profile storage type parameter.
“service" Handle AT~ SI SS parameter set.

“all Implemented for compatibility with other products. For EMS31-X, same effect
as value "service".

<act i on>6"

Internet profile storage action parameter

“reset” Reset current profile(s) for given <t ype> to default settings without saving.
If <Prof i | el d> is given only specific profile will be reset.
Only the connections which are in "Down" status and the services which are in
"Allocated" status could be affected.

“save"” Stores current profile(s) for given <t ype>.
If <Prof i | el d> is given only specific profile will be stored.

“load" Loads stored profile(s) for given <t ype>.
If <Prof i | el d> is given only specific profile will be loaded.

<Profil el d>Mm
Internet service profile storage identifier
0..9 Possible profile identifiers of used <t ype>
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9.4 ATASISS Internet Service Setup Profile

AT~SI SS specifies the Internet service profiles needed to control data connections by using AT/SI CA,
ATASI SO, ATASI SC, ATASI SR, ATASI SW ATASI ST and ATASI SE.

The AT~ SI SS read command requests the current settings of all Internet service profiles. One line is issued for
every possible parameter of a given <sr vPar nifag> "srvType" value.

The AT”SI SS write command specifies the parameters for a service profile identified by <sr vProf i | el d>. At
first the type of Internet service needs to be selected via <sr vPar nifag> value "srvType". This determines the
applicability of all other <sr vPar niTag> values related to this "srvType" and, partially, sets their defaults. There-
fore, changing the <sr vPar mlrag> "srvType" of an existing service profile will reset most <sr vPar nrag> val-
ues. Please note that it is not possible to modify an existing service profile while the connection is opened with
AT~ SI SO. Be sure to close it with AT*SI SC.

To change the settings the AT~ SI SS write command needs to be executed for each single <sr vPar niTfag>. All
profile parameters set with AT”SI SS are volatile. The list below shows which <sr vPar niTag> settings are man-
datory (= m) or optional (= 0).

Table 9.2:  Applicability of ATASI SS <sr vPar mlag> values

<srvPar nirag> Socket FTP HTTP SMTP
SrvType m
conld
address
tcpMR
tcpOT
cmd

© o 3 3

@18 |(@|@|5|5]s
© o o o 3 3 3

files
ftpath
smFrom

© 0 3 o o 3 3 3

smRcpt
smCC
smSubj
smMsg
smAuth
hcContent
hcContLen
hcUserAgent

S(@(s|(@|3|2

hcProp

© o o 3 o

user (as separate parameter m
or in address field)

passwd (as separate parameter m (o] m
or in address field

alphabet
ipVer
secopt o] o] o] o]
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Syntax

Test Command
ATASI SS=?
Response(s)
K

Read Command

AT" S| SS?

Response(s)

ASI SS: <srvProfil el d>, <srvPar nlrag>, <srvPar nVal ue>

[rSISS: ..]

K

ERROR

+CME ERROR: <err >

Write Command

ATASI SS=<srvProfil el d>, <srvPar mlfag>, <sr vPar nval ue>

Response(s)

(014
ERROR
+CVE ERROR:. <err>

PIN > Last

- o -

Parameter Description

<srvProfil el d>™m

Internet service profile identifier.
The <srvProfil el d>is used

to reference all parameters related to the same service profile. Furthermore,

when using the AT commands AT”ASI SO, ATASI SR, AT”ASI SW ATASI ST, ATASI SH and AT”SI SC the

<srvProfil el d>is needed to
0...9

<sr vPar mrag>Y

select a specific service profile.

Internet service profile parameter.

srvType

alphabet

user

gemalto™

Type of Internet service to be configured with consecutive usage of ATASI SS.
For supported values of <sr vPar nVal ue> refer to <sr vPar mval ue- srv-
Type>.

Selects the character set for input and output of string parameters within a pro-
file.

The selected value is bound to the specific profile. This means that different
profiles may use different alphabets. Unlike other parameters the alphabet can
be changed no matter whether the <sr vPar nirag> value "srvType" has been
set.

For supported values of <srvParmval ue> refer to <srvParnVal ue-
al phabet >.

User name string for FTP, HTTP, SMTP authentication.

The user name can be set by <sr vPar niTag> parameter "user" or as part of
"address" parameter.

For HTTP only simple authentication is supported. Length: 32 octects
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passwd

conld

address

gemalto™

Password string for FTP, HTTP, SMTP authentication.

The password can be set by <sr vPar mfag> parameter "password" or as part
of "address" parameter.

Length: 32 octects

Internet connection profile as defined with AT+CGDCONT. The value is one of
the PDP context IDs set with parameter <ci d>. If the UE is configured for Ver-
izon Wireless Network the "conld" value set by default shall be changed to
value 3 (= APN 3).

String value containing the URL for the specific service:
1. Socket Service URLs:

TCP Client URL:
"socktcp[s]://<host>:<remotePort>[;etx[=<etx-
Char>][;timer=<value>][;bufsize=<value>]|[;keepi-
dle=<value>][;keepcnt=<value>][;keepintvi=<value>]"

UDP Client URL:
"sockudpl[s]://<host>:<remotePort>[;etx[=<etx-
Char>][;timer=<value>][;bufsize=<value>]|[;port=<localPort>]"

UDP Endpoint URL:
"sockudp://:<localPort>"

Standard TCP Listener URL:
"socktcp://listener:<localPort>[;keepi-
dle=<value>][;keepcnt=<value>][;keepintvi=<value>]"

Transparent TCP Listener URL:

"socktcp://
listener:<localPort>;etx[=<etxChar>][;timer=<value>][;autoconnect="0|1
"I[;connecttimeout=<value>][;keepi-
dle=<value>][;keepcnt=<value>][;keepintvl=<value>][;addrfilter=<fil-
ter>]"

Socket service URL parameters:

<host>: IPv4 address in standard dot format, e.g. "192.168.1.2", or IPv6
address in standard colon format enclosed in square brackets, e.g.
"[FE80::2]".

<remotePort>: 1 ... 218-1 for the remote port number.
<localPort>: 1 ... 218-1 for the local port number.

"etx": This parameter allows a socket service to use Transparent Mode.
For the Transparent Listener "etx" is mandatory.

For the Client services "etx" is optional, but required for using the Trans-
parent Mode parameters "etxChar" and "timer".

Please note that even though "etx" is set in a service profile, data trans-
fer can be performed by a mixing Transparent Mode (AT~SI ST) and
Non-Transparent Mode (ATASI SW/ ATASI SR cycles) in the same con-
nection. This applies both to the Transparent Listener and to Client ser-
vices.

"<etxChar>": Specifies the character used to change from Transparent
Mode to AT Command Mode.

range: 1...15,17...255 (16 is not allowed because it is used as DLE
(0x10))

If parameter is not set no escaping is configured, thus requiring either
+++ or DTR ON-OFF transition for changing to AT command mode. If
value is set, the transmitted bytes are parsed for the DLE (0x10) char-
acter followed by the specified <etxChar> value. If both characters are
found the service returns to AT command mode without transmitting
these two bytes (same as +++). If you wish to send DLE characters as
normal text string within your payload data the characters shall be dou-
bled (DLE DLE).

"bufsize": For Transparent Mode only: Specifies maximum payload size
for sending data from the IP service to the underlying IP stack with
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AT~ SI ST, i.e. for limiting the length of UDP packets. .
range: 1...[1460]

- "timer": The parameter configures the Nagle algorithm, which is used in
transparent access mode.
range: 0, 20...[100]...500 milliseconds in steps of 20
Value 0 disables the Nagle algorithm.

- "keepidle": specifies the TCP parameter TCP_KEEPIDLE (see
RFC1122, Section 4.2.3.6; not for Transparent UDP client)
range: 1...65535 seconds; disabled if no value set (default).

- "keepcnt": specifies the TCP parameter TCP_KEEPCNT (see
RFC1122, Section 4.2.3.6; not for Transparent UDP client); ignored if
option "keepidle" is not set
range: 1...[9]...127

- "keepintvl": specifies the TCP parameter TCP_KEEPINTVL (see
RFC1122, Section 4.2.3.6; not for Transparent UDP client); ignored if
option "keepidle" is not set
range: 1...[75]...255 seconds

- "autoconnect" (for Transparent TCP Listener service only):
0 ... disabled (default)
1 ... automatically accept incoming client connects

- "connecttimeout": specifies the time after which incoming client con-
nects are rejected automatically (for Transparent TCP Listener service

only)
range: 1...[30]...180 seconds

- "addrfilter": This option allows to filter incoming client connects based on
the IP address of the client (for Transparent TCP Listener service only).
It is possible to specify a maximum of 3 filters separated by commas.

If the IP address of any incoming client connect does not match any of
the specified filters, then the connect is rejected automatically. If the
option is not specified, then all client connects are allowed.

In IPv4: Each filter is specified as 4 numbers separated by dots
("<n>.<n>.<n>.<n>"). Each number n can be in the range between 0 and
254. It is allowed to use the wildcard "*" instead of n which matches all.
Example: "addrfilter=10.10.0.*%,80.190.158.9" - allows connects from
10.10.0.81 and 80.190.158.9 but not from 10.10.17.81 and
80.190.158.10.

In IPv6: Each filter is specified by up to 8 bytes separated by colons

[f,F]. It is allowed to use the wildcard "*" which matches all.
Examples: *:5678:9abc:def0:1234:5678:9ABC:D*FO0
1234::
14
1*34:*::3456

. FTP Client URL

"ftp[s]://[<user>:<passwd>@]<host>[:<port>][/<path>]"

"ftp://": The default TCP port 21 for ftp server is used.

"ftps://": The default SSL port 990 for secure ftp server is used.

<host>: element can be an IPv4 address, or an IPv6 address enclosed in
square brackets, or a DNS FQDN string.

<port>: element can be set optional and replace the default port.

<user>: username for authentication, 32 octets. Can be set as part of
"address" or separately by <sr vPar mrag> parameter "user".

<passwd>: password for authentication, 32 octets. Can be set as part of
"address" or separately by <sr vPar nifag> parameter "passwd".

<path>: path of file or directory.

. HTTP Client URL

Length: 6...255
"http[s]://[<user>:<passwd>@]<server>[:<port>/<path>]"
<server>: element can be an FQDN, or an IPv4 address, or an IPv6 address
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enclosed in square brackets.

<path>: path of file or directory.

<port>: If parameter is omitted the service connects to HTTP default port
80.

<user>: username for authentication, 32 octets.

<passwd>: password for authentication, 32 octets.

"https://": Used for SSL connection.

Refer to "IETF-RFC 2616".

4. SMTP Client URL
"smtp[s]://[<user>:<passwd>@]<host>[:<Port>]"
"smtp://": The default TCP port 25 for smtp server is used.
"smtps://": The default SSL port 465 for secure smtp server is used.
<host>: element can be an IPv4 address, or an IPv6 address enclosed in
square brackets, or a DNS FQDN string.
<port>: element can be set optional and replace the default port.
<user>: username for authentication, 32 octets. Can be set as part of
"address" or separately by <sr vPar nifag> parameter "user".
<passwd> is for authentication, 32 octets. Can be set as part of "address"
or separately by <sr vPar niTag> parameter "passwd".

cmd 1. HTTP service
"0" or "get": Send HTTP GET request to server
"1" or "post": Send HTTP POST request to server
"2" or "head": Send HTTP HEAD request to server
2. FTP service
- get [<OffsetString>]: get a single file from FTP server.

- put [<OffsetString>]: create and write a single file to FTP server using
AT~ SI SW

- dir: List the directory on the FTP server and show file size.
- list: List the directory on the FTP server without showing file size.

- size: Request the size of the file element on the FTP server. The size
result is output as "SI S" URC.

- del: Delete afile specified with <sr vPar nirag> parameter "files" on FTP
server .

- append: Append data to existing file on FTP server

- unique: Selects the FTP Store Uniqgue command to create a file name
unique to the current directory. If the file name is assigned by the server
then the "SI S" URC will appear, indicating <ur cl nf ol d> 2100 and
the file name.

<OffsetString> is an optional parameter for "get" and "put”. It allows resum-
ing a broken uplink or downlink transfer to resend data. The <OffsetString>
value specifies the offset in number of octets to start the transfer from. Max-
imum length is 16 digits. For "get" the <OffsetString> value must be calcu-
lated from the <ur cl nf ol d> 2100 of the "SI S" URC requested before by
using "size".

3. SMTP service

- at: send attachment(s) listed in the <sr vPar niTag> parameter "files".
Max. 5 files are allowed. The content of the attachment(s) should be pro-
vided using AT" SI SWafter the service was opened with AT*SI SO.

ftpath Specifies the path of the remote FTP server after login. If no path is set the
default path will be used.
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files

hcContent

hcContLen

hcUserAgent

gemalto™

Name of a file for upload from the AT command interface to a server, or down-
load from a server to the AT command interface if the "cmd" parameter is given
- with "get" or "post" in case of HTTP,

- with "get", "put" or "del" in case of FTP,

- with "at" in case of SMTP.

In case of SMTP max. 5 files can be handled, each separated by comma.

In case of FTP and HTTP only a single file can be handled.

HTTP "POST": Variable mode.

Optional parameter if HTTP "post" is set with <srvPar nifag> parameter
"cmd".

Length: 0...255

Can be used to transfer a small amount of data. The content of this string will
only be sent if "hcContLen" = 0.

To transmit a larger amount of data "hcContLen" must be set to a non-zero
value. In this case the "hcContent" string will be ignored, and data transmission
from the client to the server is done with ATASI SW

Usage example:

ATASISS=x,cmd,"POST"

AT~SISS=x,hcContent,"This text will be sent to the server now ........ response
OoK"
OK

ATASISS=x,hcContLen,0

AT/SISO=x
OK

ASIS: x,0,2200,"Http connect 10.42.228.61:80"
ASISW: x,2

HTTP "POST": Fixed mode.

Mandatory parameter if HTTP "post" is set with <sr vPar niffag> parameter
"cmd".

Length: 0...23%-1

The value of this parameter indicates the amount of bytes of data to be trans-
mitted with Http POST. If "hcContLen" = 0 then the data given in the "hcCon-
tent" string will be posted without AT"SI SWrequired.

If "hcContLen" > 0 then AT"SI SWcommand and "*SI SW x, 1" sequences will
be used to send data from the client to the server. In this case "hcContent"
parameter will be ignored.

Usage example, send 200 bytes:

ATASISS=x,cmd,"POST"

ATASISS=x,hcContLen,200

ATASISO=x
OK

ASIS: x,0,2200,"Http connect 10.42.228.61:80"
ASIS: x,0,2200,"POST Bytes: 200"
ASISW: x,1

ATASISW=x,200

### 200 bytes of data ###

The user agent string must be set by the application to identify the mobile. Usu-
ally operation system and software version info is set with this browser identi-

fier.
Length: 0...63
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hcProp

smFrom

smRcpt

smCC

smSubj

smAuth

smMsg

tcpMR

tcpOT

ipVer

gemalto™

Parameter for several HTTP settings.

Length: 0...127

The general format is 'key": <space> 'value'

Multiple settings can be given separated by "\0d\0a" sequences within the
string, do not put them at the end.

Possible 'key' values are defined at HTTP/1.1 Standard RFC 2616.

Email sender address, i.e. "MAIL FROM" address (string).

Length: 6...254

A valid address parameter consists of local part and domain name delimited by
a '@’ character, e.g. "john.smith@somedomain.de".

Recipient address of the email, i.e. "RCPT TO" address (string).

Length: 6...254

If multiple recipient addresses are to be supplied the comma character is used
as delimiter to separate individual address values, e.g. "john.smith@somedo-
main.de,tom.meier@somedomain.de". Some mail servers do not accept recip-
ient addresses without brackets <>. It is recommended to use the "RCPT TO"
variable with brackets.

CC recipient address of the email (string).

Length: 6...254

If multiple CC recipient addresses are to be supplied the comma character is
used as delimiter to separate individual address values, e.g.
"john.smith@somedomain.de,tom.meier@somedomain.de".

Subject content of the email (string).
Length: 0...254
If no subject is supplied the email will be sent with an empty subject.

SMTP authentication control flag (string).

If "smAuth" = "0" or "none": No authentication (for test environment only, not
applicable to real network)

If "smAuth" ="1" or "plain” (default): Authentication with PLAIN authentification
If "smAuth" = "2" or "login": Authentication with LOGIN authentification

If "smAuth" = "3" or "cram": Authentication with CRAM authentification

SMTP message body. If no attachment is defined this is only the content of the
email.
Length: 0...254

Parameter can be used to overwrite the global AT"SCFG parameter "Tcp/
MaxRetransmissions" <t cpM > for a specific Internet Service connection pro-
file. If the parameter is not specified the value specified with AT SCFGwill be
used.

Supported values <srvPar nVal ue> for this parameter are the same as
described for <t cpM >.

Setting is not relevant for Internet Service "Socket" with type "UDP".

Parameter can be used to overwrite the global AT SCFG parameter "Tcp/Over-
allTimeout" <t cpQt > for a specific Internet Service connection profile. If the
parameter is not specified the value specified with AT*" SCFGwill be used.
Supported values <srvPar nVal ue> for this parameter are the same as
described for <t cpQt >.

Setting is not relevant for Internet Service "Socket" with type "UDP".

Used IP Protocol version:
This parameter limits the IP Protocol version for the Internet service when the
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PDP context defined with AT+CGDCONT supports IPv4 and IPv6.
4 Values 4 (default) or 6 can be used for the following situations only:
6 An IPv4v6 PDP context is employed, and this context provides both
IPv4 and IPv6 interfaces, and
- either the service acts as a listener,
- or the client address is a hostname, and the DNS server provides
both IPV4 and IPV6 addresses.
In such case value 4 allows IPv4 addresses only, and value 6
allows IPv6 addresses only.

10 Value 10 can be used for TCP listener and UDP endpoint only.
It is possible to use this value for every PDP context type. If an
IPv4v6 PDP context is used, and this context provides both 1Pv4
and IPv6 interfaces, then it is possible to connect to an IPv4 client
and an IPv6 client at the same time. Addresses are always shown
in IPv6 format. For IPv4 connections, IPv4-mapped IPv6 address
notation is used, i.e. [::ffff:10.66.90.170]. For AT~ SI SO?, TCP lis-
tener and UDP endpoint show "[::]" as local address. Please use
AT+CGPADDR to read local address information in this case.

secopt Security Option of IP service. Values:
1 (default) Check received certificates from server against local store, if local
store has at least one certificate.
0 Do not check received certificates from server against the local
store.
NOTE: Local store is created with AT* SBNWis_cert.

<sr vPar mval ue>®nNtCSCs)

Parameter value; type and supported content depend on related <sr vPar nirag>.

<srvPar nval ue- srvType>®"

Supported Internet service type values in <sr vPar nVal ue> for <sr vPar nTag> value "srvType".

Before changing the "srvType" of an existing service profile be sure that the profile is closed. To verify the con-
nection state of the service profile enter the read command AT/ S| SI . Only when <sr vSt at e>=2 is returned
for this specific service profile you can change its service type.

“Socket" EMS31-X acting as client or server (listener) for TCP or UDP. "etx" subparam-
eter in URL configures Transparent mode for Socket service.

“Ftp* EMS31-X acting as FTP client.

“Http" EMS31-X acting as HTTP client.

“Smtp“ EMS31-X acting as SMTP client.

“none* Reset Internet service profile settings. Operation is not allowed if profile is in

use, i.e. it was activated via AT"SI SO.

<srvPar nVal ue- al phabet >
Supported string parameter character set selections in <sr vPar nVal ue> for <sr vPar nirag> value "alphabet".

[“0"] Applicable character set is determined by current setting of AT+CSCS.
‘1 International Reference Alphabet (IRA, seven bit ASCII).
Notes

e String parameters are truncated if greater than the maximum length specified above.

« For correct input of the @ character in address parameters please refer to Section 1.6, Supported character
sets.
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95 ATASISI Internet Service Information

AT~ SI SI serves to monitor the status of Internet service profiles defined with ATASI SS.
The ATASI SI read command requests the current status of all defined Internet service profiles.

The AT~ SI SI write command requests the status of the specified Internet service profile. If the specified service
profile is not defined yet, "+CME ERROR" is returned.

Syntax

Test Command
ATASI SI =72
Response(s)

[~SI S : (list of defined <sr vProf i | el d>s)]
(04

Read Command

AT~ASI SI ?

Response(s)

If response is related to service profile(s) created / opened on this interface:

[~SISI: <srvProfileld>, <srvState>, <rxCount >, <t xCount >, <ackDat a>, <unackDat a>]
[rsish: L]

If response is related to service profile(s) created / opened on other interface(s):
[~SI SI: <srvProfil el d>, <srvPar mTag>value "srvType"]

[rsish: L]

(04

ERROR

Write Command
ATAS| Sl =<srvProfil el d>
Response(s)

NSl Sl: <srvProfileld>, <srvState>, <rxCount >, <t xCount >, <ackDat a>, <unackDat a>
K

ERROR

+CME ERROR: <err >

PIN > Last

- L -
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Parameter Description

<srvProfil el d>™m

Internet service profile identifier as defined by AT"SI SS (<srvProfil el d>).
0...9

<srvSt at e>m

Internet service state (for details see AT"SI SO parameter <sr vSt at e>).
Allocated

Connecting

Up

Closing

Down

Alerting

0 N O O~ WODN

Connected

<r xCount >Mm

Number of bytes received via AT SI SR or AT*SI ST since last successful ATASI SOwrite command.
This is the same value as displayed by the AT"SI SOread command with the parameter <r xCount >.

<t xCount >Mum

Number of bytes sent via AT SI SWor ATASI ST since last successful AT SI SOwrite command.
This is the same value as displayed by the AT"SI SOread command with the parameter <t xCount >.

<ackDat a>™m

Number of data bytes already sent and acknowledged at TCP layer. Value 0 indicates that no sent data is
acknowledged yet.

Parameter is not applicable to FTP, HTTP, SMTP, Socket with UDP. For these services the counter is always
setto 0.

<unackDat a>™m

Number of data bytes already sent but not yet acknowledged at TCP layer. A value 0 indicates that all sent data
is already acknowledged.

This is the same value as displayed in the response of the AT"SI SWwrite command with the parameter
<unackDat a>.

Parameter is not applicable to FTP, HTTP, SMTP, Socket with UDP. For these services the counter is always
setto 0.

<unackDat a> includes the overhead needed for encryption when TLS/SSL is used.

Note

e If a service is in state "Down" the responses for <r xCount >, <t xCount >, <ackDat a> and <unackDat a>
are the last known values for the service in the states "Connecting”, "Up/Listening”, "Connected" and "Clos-
ing".
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9.6

ATASISO

Internet Service Open

The AT~ SI SOwrite command starts an Internet service configured with ATASI SS. Before you can start a service
it is necessary to activate the bearer with with ATASI CA.
The command may be aborted by any character sent from the TE to the UE during execution.

Syntax

Test Command

AT SI SO=7?

Response(s)

(0.6

Read Command

AT" S| SO?

Response(s)

ASI SO <srvProfil el d>, <srvType>[, <srvSt at e>, <socket St at e>, <r xCount >, <t xCount >,
<| ocAddr >, <r emAddr >, <r ej Count er >]

[*SI SO

X

]

Write Command

AT/~ SI SO=<sr vProfi | el d>[, <opt Par an®]

Response(s)

(0.4
ERRCR

+CVE ERROR: <err>

PIN - Last

Parameter Description

<srvProfil el d>Mm
<srvProfil el d>0... 9 specified with AT*SI SS.

<srvType>

(str)

The type of the internet service as specified by the ATASI SS parameter <sr vPar nVal ue- srvType>.

<srvSt at e>Mm

Internet service state.
Please note, that the state of an Internet service may influence the state of the serial DCD line. For details see
description of value 2 for parameter <val ue> of command AT&C.

2

gemalto™

Allocated

Service profile resources are allocated, i.e. at least the service type has been
set (parameter <sr vPar nifag>, value "srvType" of AT"SI SS). The service is
not opened, but ready for configuration.

Connecting

State after opening a service with AT*SI SO where the connection is being
established.

If connection setup is successful the service proceeds to the state "4" (Up) and
one of the URCs "SI SW and "*SI SR' may follow. If connection setup is not
successful, the "*SI S" URC may appear and the service enters <sr vSt at e>
6 (Down).
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<socket St at e>Mm
Socket state identifier.
1

2
3
4

<r xCount >Mm

In the case of FTP, <sr vSt at e>=3 means that the command channel is being
established.

If the service profile is configured as Standard Listener, then the Listener
always stays at <sr vSt at e>=3 and <socket St at e>=3 (LISTENER), while
the <srvSt at e> and <socket St at e> of the dynamically assigned service
profile may change. See examples in Section 9.15.5.

Up

The service performs its purpose. The data transfer process is the major func-
tion at this state.

FTP: Data channel is up.

Transparent TCP Listener service: the service is listening to remote client con-
nection requests. Not applicable to Standard Listener. See examples in Sec-
tion 9.15.6.

Closing
Internet Service is closing the network connection.
FTP: Command channel is released.

Down

This state is entered if

- the service has successfully finished its session (see note on Socket),

- the remote peer has reset the connection or

- the IP connection has been closed because of an error (see note below on
service or network errors).

If a service in this state be sure to close it with AT*SI SC before reopening it.

Alerting
A client tries to connect to the Transparent TCP Listener service. Not applica-
ble to Standard Listener.

Connected
A client is connected with the Transparent TCP Listener service. Not applicable
to Standard Listener.

Released

The client has disconnected from the Transparent TCP Listener service but
there are unread data. To go back into Up/Listening state read the pending
data using AT~ SI ST or discard them by using AT SI SH.

Socket not assigned, i.e. no TCP/UDP connection active.
Socket assigned as CLIENT.

Socket assigned as LISTENER or UDP Endpoint.
Socket assigned as SERVER.

Number of bytes received via AT SI SR or AT*SI ST since last successful ATASI SOwrite command.

<t xCount >Mum

Number of bytes sent via AT SI SWor AT~ SI ST since last successful AT SI SOwrite command.

<l ocAddr >

Recently used local IPv4 address in dotted-four-byte format and TCP port separated by colon, e.g.
"192.60.10.10:80", or recently used local IPv6 address in colon format enclosed in square brackets, e.g.
"[FE8O0::2]" and TCP port separated by colon, e.g. "[FE80::2]:80".
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<r emAddr >©"

Remote IPv4 address in dotted-four-byte format and TCP port, separated by colon, e.g. "192.60.10.10:80", or
remote IPv6 address in colon format enclosed in square brackets, e.g. "[FE80::2]" and TCP port separated by
colon, e.g. "[FE80::2]:80".

If the Socket service is configured as UDP Endpoint, a remote IP address cannot be assigned, and a default
value will be shown instead.

<r ej Count er >("m

Number of automatically rejected client connect attempts to a Transparent TCP Listener service because the
service is already connected with a client.

<opt Par amp™m
1 Show only parameters of service profile for given <sr vProf i | el d>.

Notes

e If the bearer cannot be established and AT SI SOreturns an error there might be a general mobile network
problem. To identify the reason you can take advantage of the AT+CEER command. Using AT+CEER is espe-
cially recommended when the <i nf ol D> parameter of the AT SI SE command equals 0.

« If a service or network error occurs during an IP session and the "*SI S" URC or the AT"SI SE command dis-
play an error message, the service enters <sr vSt at e>=5 and then 6, i.e. the IP connection is closed. In this
case, the service still allows reading the data stored in the buffer, but writing data is denied. After reading,
close the service and open it again.

e Ifan FTP connection is no longer available after network loss or server shutdown a 3-minute closing timeout
for each of the two used sockets takes effect, adding up to 6 minutes. The timeout is effective if the AT*SI SC
is not sent. Please keep in mind that this time may vary depending on the settings of <t cpM > and <t cpQt >.

e As in polling mode no error URCs are available you are advised to integrate the commands AT”SI SI and
AT~ SI SE into the command sequences for upload and download jobs. So, the ATASI SOcommand may be
followed by ATASI SI to check that the service has entered the <sr vSt at e>=4 before sending AT*SI SR,
AT/ SI SWor AT/ SI ST. This helps you to detect errors even though the "*SI S" URCs are disabled. A typical
example is that the service fails to be opened because the service profile contains a wrong destination
address. In such a case, after opening with AT"SI SOand OK response, the service quickly enters the states
<srvSt at e>=2, 4 and 6, with an error being returned no earlier than after sending the first ATASI SR or
AT~ SI SWecommand. In URC mode, an error URC, such as "Host not found" would be received in this situa-
tion, but in polling mode the only way to detect the state is using ATASI SI or, alternatively, AT*SI SO.
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9.7 ATASISC Internet Service Close

The AT"SI SC write command closes the TCP/IP connection to the remote peer which was opened with
AT~ SI SO. All resources are released, all status information parameters, e.g. <sr vSt at e>, <unackDat a>,
<ackDat a>, <r xCount > and <t xCount > counters, are reset. Only the initial configuration settings are pre-
served. The service can be restarted any time, using the same configuration or a new one.

Syntax

Test Command
ATASI SC=?
Response(s)
X

Write Command

ATASI SC=<srvProfil el d>
Response(s)

(014
ERROR
+CVE ERROR:. <err>

PIN > Last

+ = =

Parameter Description

<srvProfil el d>™m

0..9 <srvProfil el d> specified with ATASI SS.
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9.8 ATASISR Internet Service Read Data

The AT*SI SRcommand either triggers a read operation (download) or queries the number of bytes in the internal
buffer.

The "SI SR: x, 1" URC is also used to report status changes of the transparent TCP service while the client is
in AT command mode.

The AT~ SI SR write command may return the following errors:

* "+CME ERROR: operation failed" if there is a problem on application, socket, PPP or network level. The
AT~ SI SE command and the "SI S" URC offer additional error information.

* "+CME ERROR: operation temporary not allowed" e.g. if the service has not network resources allocated.
« "+CME ERROR: operation not allowed" e.g. if the service is not configured.

Syntax

Test Command

ATASI SR=?

Response(s)

K

Write Command

AT~ S| SR=<sr vProfil el d>, <r eqReadLengt h>
Response(s)

ASI SR <srvProfil el d>, <cnf ReadLengt h>[, <r enai nUdpPacket Lengt h>[, <Udp_RenCl i ent >]]
Number of data bytes are sent as specified by <cnf ReadLengt h>. If peek operator was used no data bytes
are sent.

(04
ERROR
+CVE ERROR: <err>

PIN - Last

- -+

Unsolicited Result Code

ASlI SR: <srvProfileld>, <urcCauseld>

Data availability status of the Internet service configured with AT*SI SS has changed. The URC is issued when:
e data is available after opening an Internet service or

* less data was confirmed (in <cnf ReadLengt h>) than requested (with <r eqReadLengt h>) during the last
"Read Data" operation and new data is available.

The URC is disabled in polling mode. See AT"SCFG, parameter "Tcp/WithURCs", <t cpW t hUr ¢>.

Parameter Description

<srvProfil el d>™m

<srvProfileld>0...9 specified with AT*SI SS. Transparent TCP Listener services are not supported.
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<r eqReadLengt h>Mm

0 Peek Operator: Query number of received bytes within internal buffers.
The behaviour of the peek operator depends on the selected Internet service,
i.e. it may not be supported by all IP Services.
For "Socket" service configured for UDP the size of the next available UDP
packet is returned.

1...1500 Requested number of data bytes to be read via the Internet service specified
in<srvProfileld>.

<cnf ReadLengt h>M™

-2 Indicates end of data. Data transfer has been finished (all data have been read)
and the service can be closed with ATASI SC.

-1 Applies only to HTTP: Querying number of available bytes is not supported by
the HTTP service.

0 Indicates that no further data is available at the moment.

>0 Number of available data bytes. The range is determined by <r eqRead-
Lengt h>:

If <r eqReadLengt h> was greater than 0, then <cnf ReadLengt h> may be
less or equal to the value requested with <r eqReadLengt h>.

If <reqReadLengt h> equals 0 (peek operator) the value indicated by
<cnf ReadLengt h> may be greater than 1500.

<ur cCausel d>Mm

Indicates whether or not data is available for reading with ATASI SR and AT SI ST.

1 Meaning of value "1" for all services except Transparent TCP service:
Data is available and can be read by sending the ATASI SR command. The
URC appears when less data was confirmed (in <cnf ReadLengt h>) than
requested (with <r eqReadLengt h>) during the last "Read Data" operation
and new data is available.

Meaning of value "1" for Transparent TCP service:

If the Transparent TCP service is in AT command mode the "*SI SR: x, 1" URC
notifies the client that the server has sent new data. In this case the client shall
enter the ATASI ST command to go to transparent access mode and read the
data.

2 End of data. Data transfer has completed (all data read). The service can be
closed with ATASI SC.

<r emai nUdpPacket Lengt h>("m

Optional third parameter of the AT" SI SR write command response displayed only if the Socket service uses the
UDP protocol.

The reception of each datagram must be completed before the next datagram can be received. This may be a
problem if the buffer of the host application is limited and not designed to handle the maximum packet size of
1500 bytes. To compensate this, the host is advised to request, via <r eqReadLengt h>, an amount less or
equal its maxmimum buffer capacity and wait for the resulting AT”SI SR write command response with param-
eter <r emai nUdpPacket Lengt h>. The benefit of this approach is that the host may properly receive all parts
of a UDP datagram, as after each received data part the number of remaining bytes is synchronized, until read-
ing the datagram is finished.
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If the currently read datagram is smaller than the number of bytes requested by the host the <r enai nUdpPack-
et Lengt h> parameter is omitted.

Further write attempts with AT~ SI SR are denied as long as the <r emai nUdpPacket Lengt h> is unequal 0 or
is not omitted. In this case the service returns "+CME ERROR: operation of service temporary not allowed".

0 Indicates that all bytes of the current UDP datagram are read.

(max. data size)-1...1 Indicates that the currently read UDP datagram is not yet complete. The dis-
played value is the remaining number of bytes.
<r enmai nUdpPacket Lengt h> is unequal 0 until reading all parts of the cur-
rent datagram is finished.

<Udp_Rend i ent >0

Service specific parameter of the AT* SI SRwrite command response. If the Socket service is configured as UDP
endpoint this parameter shows the IP address and the UDP port of the remote host that has sent the current
UDP data. See example in Section 9.15.9, UDP Scenario.

9.8.1 Example: Socket Host Reads Small Amounts of UDP Data Pack-
ets (URC Mode)

This section applies only to the Socket service using the UDP protocol. The example shows how to read UDP
packets if the buffer of the host application can handle only a few bytes. There are two datagrams available for
reading.

Buffer size: 6 bytes

Datagram A = 18 bytes (content "THIS IS DATAGRAM_A")

Datagram B = 3 bytes (content "NEW")

ASISR 0,1 Service profile 0 is configured for Socket service and UDP. The URC
notifies host that data is available for reading.

at”sisr=0,6 The host requests to read 6 bytes.

ASISR 0, 6,12 The first 6 bytes of datagram A are confirmed and transmitted. Another

TH S | 12 bytes are still available.

(0 4

at*si sr=0, 6 The host requests to read the next part of 6 bytes.

A"SISR 0,6,6 The next 6 bytes of datagram A are confirmed and transmitted. Another

S DATA 6 bytes are still available.

(0 4

at *si sr=0, 6 The host requests to read the next part of 6 bytes.

ASISR 0,6,0 Last part of datagram A was received, no remainder is left.

GRAM A

(04

at *si sr=0, 6 Again, the host requests to read 6 bytes. This time, the request refers to

datagram B which has only 3 bytes. As the read datagram is smaller
than the size requested by the host, the response does not include the
<r emai nUdpPacket Lengt h>.

ASISR 0,3 3 bytes are confirmed and transmitted. Datagram B was properly
NEW received.

(0 4
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9.9 ATASISW Internet Service Write Data

AT~ S| SWhriggers a write operation (upload) and queries the amount of data already sent, but not acknowledged
at the TCP layer.

AT~ SI SWwrite command may return the following errors:

« "+CME ERROR: operation failed" if there is a problem on application, socket, PPP or network level. The
AT~ S| SE command and the "SI S" URC offer additional error information.

« "+CME ERROR: operation temporary not allowed" e.g. if the service has not network resources allocated.
* "+CME ERROR: operation not allowed" e.g. if the service is not configured.

Syntax

Test Command

ATASI SW?

Response(s)

(0

Write Command

ATASI SWe<srvProfi |l el d>, <reqWi t eLengt h>[, <eodFl ag>[, <Udp_Ren(l i ent >]]
Response(s)

NSl SW <srvProfileld>, <cnf WitelLength>, <unackDat a>
Number of data bytes as specified by <cnf Wi t eLengt h>.

(0

ERRCR

+CMVE ERROR: <err>

PIN "> Last

* -+

Unsolicited Result Code

NSl SW <srvProfileld> <urcCauseld>
The URC indicates the following status changes:

* After opening a TCP Client or UDP Client with AT~ SI SOthe "SI SW URC indicates that the service is ready
to accept data. After this initial "SI SW URC, the TCP Client or UDP Client can proceed in Transparent Mode
or Non-Transparent Mode.

The initial "*SI SW URC is not issued after a Transparent Listener or UDP Endpoint was opened, because
for listening services the "*SI S" URC will be issued.

e During AT*SI SWwrite cycles the "*SI SW URC indicates that the service is ready to accept new data, or that
data transfer has finished successfully.

The URC is disabled in polling mode. See AT" SCFG, parameter "Tcp/WithURCs", <t cpW t hUr c>.

Parameter Description

<srvProfil el d>™m

<srvProfil el d>0...9 specified with AT"SI SS. Transparent TCP Listener services are not supported.

<reqW it eLengt h>Mm
0...1500

Specifies the number of bytes to be sent with ATASI SWor, if set to 0, requests the amount of data already sent
with AT~ SI SWhbut not yet acknowledged:
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e Parameter <reqW it eLengt h> may be 1...1500 bytes to specify the amount of data to be sent with
ATASI SW

e If parameter <reqW i t eLengt h> equals 0, AT"SI SWdoes not expect any data, but a normal query is per-
formed. This allows the application to explictly request, in particular at the end of an upload job, the amount
of unacknowledged data at the TCP layer indicated by <unackDat a>.

e If Socket service is selected with UDP protocol
- <reqWiteLengt h>=0 can be used to send an empty UDP packet;

- itisrecommended that the size of each data packet be limited to 1460 bytes. Otherwise, it is possible that
the following URC occurs: "SI S: <id>, 0, 9, The supplied buffer was too small / large".

<eodFl ag>"m
End of data indication flag. See also Section 9.9.1.

[0] No end of data. Other data may follow to be transmitted via the Internet service.
Note for UDP Endpoint service: Value O must be set before
<Udp_RentTl i ent > parameter although <eodFl ag> is not effective for UDP
Endpoint.

1 End of data is signalled to the Internet Service. Further AT"SI SWwrite com-
mands return an error response. However, reading data may be possible. The
<eodFl ag> is effective only if the <reqW i t eLengt h> equals <cnf Wi t e-
Lengt h>, in particular if the <reqW i t eLengt h> equals 0.
End-of-data flag must be enabled for following actions:
- FTP "cmd","put” (sending single file to FTP server)
- SMTP "cmd","at" (sending attachment from AT command interface)

<Udp_Rend i ent >0

Service specific parameter of the ATASI SWiwrite command. If the Socket service is configured as UDP endpoint
this parameter is mandatory and specifies the IP address (in dotted format) and the UDP port of the remote host.
For each write request another IP address and UDP port may be given. See example in Section 9.15.9, UDP
Scenario.

<cnf Wi t eLengt h>(m

0...1500 Confirmed number of data bytes which can be transmitted via the Internet ser-
vice configured in <sr vPr of i | el d>. This number may be less or equal to the
value requested with <reqW it eLengt h>. The application has to deliver
exactly the number of bytes indicated by <cnf Wit eLengt h>. A 0 value
means that no data can be written at this time, i.e. it serves as a flow control
mechanism.

<unackDat a>™m

Number of data bytes already sent but not yet acknowledged at the TCP layer.

The value is constantly changing until the entire upload job has completed. If the value equals 0 all data sent so
far is acknowledged.

<unackDat a> includes the <cnf Wi t eLengt h> value of the pending write operation. Therefore, the very first
write operation of an upload job returns identical values for <cnf Wi t eLengt h> and <unackDat a>.

This mechanism allows the host application to easily verify whether or not the remote host has successfully
received the data.

Parameter is not applicable to HTTP, SMTP, Socket with UDP protocol. For these services the counter is always
setto 0.

<ur cCausel d>"m
1 The service is ready to accept new user data.

2 Data transfer has been finished successfully and Internet service may be
closed without loss of data.
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Note

« Do not send any characters after AT SI SWcommand line termination (ATS3) until "*SI SW URC is received.
This is necessary to avoid that any characters related to the AT command can be interpreted as being part of
the data stream to be transferred. Also refer to Section 1.4, AT Command Syntax.

9.9.1

Service type
Socket

FTP

SMTP

HTTP

gemalto™

Usage of parameter <eodFlag>

Parameter is optional for Socket services.

Not applicable to Socket with UDP protocol, i.e. value is ignored.

After the service accepts the end-of-data flag the service state changes to "Closing". No fur-
ther user data is accepted.

After releasing the TCP link the service remains in state "Down".

Parameter is mandatory for FTP "put" (sending single file to FTP server).

After accepting the end-of-data flag the service state changes to "Closing" and starts to end
the running FTP session.

No further user data is accepted.

After the FTP session is completed on FTP protocol level the service state switches to "Down".
In case of successful completion the URC "ASISW: x,2" is generated.

Parameter is mandatory for SMTP "cmd","at" (sending attachment from AT command inter-
face.

SMTP service sends some "closing" commands to the SMTP server which are necessary to
mark the email as successfully sent on the server. The service enters "Closing" state and
remains in it until the final protocol exchange with the SMTP server has been completed.
The "OK" response following AT~ SI SWindicates that the SMTP service has accepted the last
data - IT DOES NOT indicate the successful completion of the SMTP service.

Successful completion will be indicated either by the appropriate URC "*SISW:x,2" or due to
the fact that the SMTP service state changes to "Down" state without any error.

Parameter is optional.
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9.10 ATASIST Enter Transparent Mode

AT~ SI ST activates / deactivates Transparent Mode.

After entering the AT"SI ST command, the CONNECT response notifies that the service has entered Transpar-
ent Mode and is ready to transparently send and receive payload data over the AT command interface.

There are several ways to quit the Transparent Mode and revert to AT Command Mode:
e +++ escape sequence (also transmitted over the air)
« DTR ON-OFF transitions (see AT&D for configuring DTR line)

« "etxChar" parameter set within the server address (see AT*SI SS, <sr vPar nifag> "address" for Socket ser-
vice URLs.

Switching back and forth between both modes does not affect the underlying socket and has no influence on the

service <srvSt at e>.

If the service is in AT Command Mode the "*SI SR: x, 1" URC appears once to indicate that the remote side has

sent new data. In this case, the client or listener shall enter ATASI ST to go to Transparent Mode and read out

the new data.

If the connection is released by the remote side the following applies:

« Ifthe service is in Transparent Mode (CONNECT mode): UE returns to AT Command Mode, issues a specific
"NO CARRIER" result code and goes to <srvSt at e> 6 ("Down") in case of TCP or UDP Client, and to 4
("UplListening") in case of Transparent Listener. The "NO CARRIER" result code starts with 0x10 (DLE) and
0x04 (EOT) and ends with the command line termination character (ATS3), followed by the response format-
ting character (ATS4).

« Ifthe service is in AT Command Mode the "*SI SR: x, 1" URC appears to indicate that the state of the service
has changed. In this case, the client or listener shall go to Transparent Mode with AT~ SI ST in order to read
remaining data (if any) and get the "NO CARRIER" result code. After this, the service changes to
<srvSt at e> 6 ("Down"). Otherwise, if the client or listener does not go to Transparent Mode after receiving
"SI SR: x, 1" URC the service remains in <sr vSt at e> 4 ("Up") even though the remote side has shut down.
In some cases, depending on the remote side and the network, it is possible that "*SI S" URCs may be
reported, for example "SI S" URCs with <ur cl nf ol d> 15 ("Remote host has reset the connection") and 19
("Socket has been shut down). See Section 9.14, Internet Service URC ""SIS" for a list of possible URCs.

< Inall above scenarios, the Transparent service shall be closed with ATASI SC. Trying to return to Transparent
Mode with AT~ SI ST would only end up with "NO CARRIER" once again and is not recommended.

¢ Use ATASI SOand ATASI SI to check the <sr vSt at e>.

Syntax

Test Command

AT/ S| ST=?

Response(s)

K

Write Command

ATAS| ST=<srvProfil el d>

Response(s)

CONNECT

(indicates that UE has entered Transparent Mode)
K

ERROR
+CVE ERROR: <err>

PIN > Last

- -+
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Parameter Description

<srvProfil el d>Mm
<srvProfileld>0...9 specified with AT*SI SS.
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9.11 ATASISH Disconnect Remote Client

AT~ SI SHis intendend only for a Transparent TCP Listener service. It allows to reject an incoming remote client
connection request or to disconnect an established client connection from server side.

Syntax

Test Command

AT~ S| SH=?

Response(s)

(0 ¢

Write Command

ATASI SH=<sr vProfi | el d>[, <node>]
Response(s)

XK
ERROR
+CVE ERROR: <err>

PIN - Last

Parameter Description

<srvProfil el d>Mm
0..9 A Transparent TCP Listener service <srvProfileld> defined with
AT~ SI SS.

<erde>(num)

Specifies disconnect mode.

[0] Socket is closed with graceful option
1 Socket is closed without graceful option
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9.12 ATASISX Internet Service Execution

The AT~ SI SX command can be used to send ICMP (Internet Control Message Protocol) Echo Requests to a
target IP address or DNS host name (also referred to as Ping command). This command can also be used to
resolve DNS host names to IP addresses (HostByName) or resolve the network time, NTP protocol, in UTC.
The AT”SI SX command can be used any time while a connection profile (bearer) is active. If issued although no
connection is active, then AT"SI SX returns ERROR.

If the AT SI SX write command is executed for Ping, then the command returns one row for every ICMP Echo
Request. The last Ping response line is followed by two lines to report a statistic calculated from the Echo
Request responses. After starting the Ping command the AT channel is blocked until all ICMP requests are exe-
cuted. When using several interfaces consider that only one Ping request can be performed at a time. To stop
the periodic Ping early, send any character (user break).

Syntax

Test Command

AT/ S| SX=7

Response(s)

NSl SX: "Ping", (list of supported <conPr of i | el d>s), , (range of supported <r equest >s), (range of
supported <t i nel i m t >s)

NSl SX: "HostByName", (list of supported <conPr of i | el d>s)

ASl SX: "NsLookup”, (list of supported <conPr of i | el d>s)

NSl SX: "Ntp", (list of supported <conPr of i | el d>s)
(014

Write Command

AT~ S| SX=<ser vi ce>, <conProfi | el d>, <addr ess>[, <request >[, <ti mel i m t >]]
Response(s)

In case of <pi ngl nf oType>= 1: ICMP Echo Requests (1 - 30 rows)

NSl SX: "Ping", <pi ngl nf oType>, <conPr of i | el d>, <i p- addr ess>, <roundTri pTi me>

[.]

In case of <pi ngl nf oType>= 2: Packet statistic (1 row)
NSl SX: "Ping", <pi ngl nf oType>, <conPr of i | el d>, <sent >, <r ecei ved>, <l ost >, <| ost Per cent >

In case of <pi ngl nf oType>= 3: Time statistic (1 row)
NSl SX: "Ping", <pi ngl nf oType>, <conPr of i | el d>, <mi nRTT>, <maxRTT>, <neanRTT>

In case of <ser vi ce>= "HostByName"
N S| SX: "HostByName", <i p- addr ess>

[.]

In case of <ser vi ce>= "NsLookup"
NSl SX: "NsLookup”, <i p- addr ess>, <tt| >

[.]

In case of <ser vi ce>="Ntp"
ASl SX: "Ntp", <nt p>

K

ERROR

+CVE ERROR:. <err>
PIN - Last

45 - -
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Parameter Description

<servi ce>®"

“Ping" Ping host.

“HostByName* Get first address from a host.

“NsLookup* Get all addresses including TTL from a host.
“Ntp“ Network time protocol.

<conProfil el d>M™m

The connection profile identifier as defined with ATASI CS for the connection to be used (see <conPr o-
fil el d>). If the specified connection is not yet open, it will be opened implicitely.

<addr ess >(Str)(+CSCS)

In case of "Ping" this is the target host as FQDN or IP address (i.e. "192.168.1.3"), in case of "HostByName" this
is the FQDN to be resolved into the IP address.

<i p- addr ess>E"

The IP address of the host (i.e. "192.168.1.3").

<r equest >

[1]...30 Number of "Ping" ICMP Echo Requests to be sent.
Not supported for "HostByName".

IPV4 only in case of "HostByName" or "NsLookUp"
6 IPV6 only in case of "HostByName" or "NsLookUp"

<tinelinit>0um

200...[5000]...10000 Amount of time, in milliseconds, to wait for an ICMP Echo Response message
related to a previously sent Echo Request message.
Parameter is not supported for "HostByName".

<pi ngl nf oType>Mum

Indicate the type and format of the information given in the command responses (see syntax of the ATASI SX
write command above).

1 Ping status received for the ICMP Echo Request(s). Depending on parameter
<r equest > 1 - 30 rows. Address and Round Trip Time are returned for each
request.

2 one row packet statistic calculated from the ping response(s) received for

<pi ngl nf oType>=1.

3 one row time statistics calculated from the ping response(s) received for
<pi ngl nf oType>=1 (displayed only if at least one Echo response message
was received).

<roundTri pTi me>Mum
Round Trip Time in milliseconds. If the Echo Response message is not received within the time specified by
<tinelimt>the value -1 is returned (e.g. when the bearer shuts down during command execution).

<sent >Mm

Number of sent packets.

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set
9.12 ATASISX

<r ecei ved>Mm

Number of received packets.

<| ost >(Mm

Number of lost packets.

<l ost Per cent >(um

Lost packets in percent.

<m nRTT>Mm

Minimum Round Trip Time in milliseconds.

<maxRTT>Mm

Maximum Round Trip Time in milliseconds.

<meanRTT>Mum

Average Round Trip Time in milliseconds.

<nt p>(num)

time in extended format UTC

<ttl >(num)

The TTL value for this address in seconds.
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9.13 ATASISE Internet Service Error Report

The AT~ SI SE write command returns the current error status of the specified Internet service profile. If the ser-
vice profile is not defined or the value is invalid "+CME ERROR" response is returned.

The error status is identical to the content of the "SI S" URC last issued.

If a service fails the commands AT SI SR, ATASI SWor ATASI ST will return an error response. However, if the
AT~ SI SE command returns <i nf ol D>=0 it is recommended to use the AT+CEER command because a general
network problem might be the reason.

Syntax

Test Command

AT/ S| SE=?

Response(s)

K

Write Command

ATASI SE=<srvProfil el d>

Response(s)

NSl SE: <srvProfil el d>, <i nfol D>[, <i nf 0>]
(0

ERRCR

+CVE ERROR: <err>

PIN - Last

Parameter Description

<srvProfil el d>Mm
Internet service profile identifier as defined by ATASI SS <srvProfi |l el d>.
0..9

<i nf ol D>

Reason for Internet service error. This is a subset of the <ur cl nf ol d>s which can be found in Section 9.14,

Internet Service URC ""SIS".
The value 0 indicates there is no special Internet service error. In this case the application may use AT+CEER

to check for general network problems.

<i nf o>

Information text related to <i nf ol D>. This is a subset of the <ur ¢l nf oText >s which can be found in Section
9.14, Internet Service URC "ASIS".

Note

¢ In particular cases, the AT"SI SE command may deliver information and warnings. This applies the following
services:
FTP: Information 2100
SMTP: Warnings
If an error occurs the information and warning messages are overwritten by error messages.
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9.14 Internet Service URC ""SIS"

This section first describes the syntax and the parameters of the "*SI S" URC. The second part consists of tables
listing the information elements delivered within the "*SI S" URC and the command response of AT"SI SE.

The presentation of the "SI S" URC containing the parameter <ur cCause>=0 or <ur cCause>=5 can be dis-
abled or enabled depending on whether polling mode or URC mode is preferred. To do so, use the AT SCFG
command, parameter "Tcp/WithURCs" (refer to <t cpW t hUr ¢>). However, if related to <ur cCause>=1, 2, 3 or
4, the "SI S" URC will always be delivered regardless of the setting made with AT* SCFG.

Unsolicited Result Code

Indicates an event, an error or an information element. The same information can be obtained via AT*SI SE.
ASIS: <srvProfileld> <urcCause>[, [<urclnfold>][, <urclnfoText>]]

The URC may appear if an event or an error occurs, for example after opening an Internet service with AT*SI SO
or any time during operation. The URC also indicates a request for a mobile terminated Internet service client
connection, or a failure if a mobile terminated request is rejected. Furthermore, the URC may deliver an informa-
tion element resulting from a specific command given in the service profile.

A list of possible causes can be found in the tables below. The tables contain the <ur cl nf ol d> and, if applica-
ble, a specific <ur cl nf oText >. If marked with *) the precise text related to a <ur cl nf ol d> varies greatly
depending on the scenario and the implementation of the remote server. In these cases, only a brief explanation
of the scenario can be found in the table column "Description"”.

Parameter Description

<ur cCause>Mm
URC cause identifier.

0 An event has occurred after opening or while using an Internet service.
The event number is presented via <ur cl nf ol d> and may be an error, a
warning, an information element or a note. Optionally additional information
may be supplied via <ur cl nf oText >.

1 Indicates that an opened Non-Transparent Listener service is receiving a con-
nection request from a remote client.
The incoming socket connection is dynamically assigned to the next free Inter-
net service profile. In this case, the parameter <ur cl nf ol d> inside the "*SI S"
URC equals the <srvProf i | el d> of the dynamically assigned service pro-
file. This ID shall be used to accept the connection request with ATASI SOor to
reject it with ATASI SC.
The connection status may be requested by using the AT~SI SI read or write
command or the AT SI SOread command. Among other details, the response
indicates the IP address of the remote client (parameter <r emAddr >). This
may be helpful to decide whether to accept or reject the request.

2 Incoming Socket service client connection has failed. The client request was
rejected automatically because no free Internet service profile was available.

3 Indicates that an opened Transparent TCP Listener service is receiving a con-
nection request from a remote client. The parameter <ur cl nf ol d> then indi-
cates whether auto answering is active for the service (<ur cl nf ol d>=1) or
not. Parameter <ur cl nf oText > contains the remote IP address and the port
of the connecting client.

Example: "SIS: 5,3,0,"192.168.105.17:1712" means that a client from host
192.168.105.17 tries to connect from port 1712 to our listening Transparent
TCP Listener with profile 5. Auto answering is disabled.
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4 Indicates for a Transparent TCP Listener service, that a remote client which is
allowed due to the used address filter (see option "addrfilter" for ATASI SS),
was internally rejected, e.g. because the connect timeout has expired (see
option "connecttimeout" for ATASI SS). The URC is not generated if the remote
client is rejected because its IP address is not matching the address filters.
This cause is also used if UE is not in Transparent Mode and a connected client
has closed the connection remotely.

5 Only for TCP Listeners, Non-Transparent UDP endpoint.
The service is ready to use.

<ur cl nf ol d>um

Information identifier related to <ur cCause>. See tables below for further detail. The <ur cl nf ol d> number
ranges indicate the type of information element:

0: Service is working properly.

1 - 2000: Error, service is aborted and enters <sr vSt at e>=6 (Down). Value 1000 notifies that service profile
contains invalid parameter(s).

2001 - 4000: Information related to progress of service.

4001 - 6000: Warning, but no service abort.

6001 - 8000: Notes

Additional information for Socket service: As stated above, if a Socket connection request from a remote client
is received (see <ur cCause>=1) the <ur cl nf ol d> shows the <sr vPr of i | el d> of the dynamically assigned
free service profile.

If <ur cCause> is 3, the <ur cl nf ol d> is used as auto answer indicator. If the value is 0, auto answering is
disabled. If the value is 1, auto answering is enabled.

<ur cl nf oText >

Information text related to <ur cCause>. See tables below for further detail. The maximum length of an infor-
mation text is 255 bytes. Any longer messages will be truncated.

If <ur cCause> is 3, <ur cl nf oText > is used to indicate the IP address and port of the connecting client, e.g.
"192.168.105.17:1712".

9.14.1 Information Elements Related to the Service Application

The following table lists the informatiomation elements which may be returned by all supported services within
the "SI S" URC and the command response of AT~ SI SE. It should be noted that TCP/IP socket problems may
occur in all Internet service connections (Socket, Transparent TCP or Transparent UDP, FTP,HTTP or SMTP).

<urclnfold> <urclnfoText> Description

Information Elements Returned by the TCP/IP socket

2 Invalid socket descriptor Socket error
3 Bad address specified Socket error
4 Invalid operation Socket error
5 No free socket descriptors Socket error
6 The operation would block Socket error
7 A previous attempt at this operation is still ongoing Socket error
8 Socket is not bound Socket error
9 The supplied buffer is too small / large Socket error
10 Flags not supported Socket error
11 Operation not supported Socket error
12 The address is already in use Socket error
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<ur cl nf ol d>
13
14

15
16
17
18
19
20
21
22
23
24
25

26

<ur cl nf oText >
The network is unavailable

An established connection was aborted (transmission
time-out or protocol error)

Remote host has reset the connection

No buffer space available

The socket is already connected

For TCP/IP sockets, the socket is not connected
Socket has been shut down

Connection timed out

Remote host has rejected the connection
Remote host is unreachable

An unexpected error occurred

Host not found

An error occurred that may be transient; a further attempt
may succeed.

An unrecoverable error occurred

General Information Elements

46
47

48

49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

gemalto™

Fatal: The service has detected an unknown error

)

Remote peer has closed the connection

Fatal: No memory is available for service action
Fatal: Service has detected an internal error
Application Task ID is not registered

Fatal: Entity not supported

No free Entity available

Index not supported

Service is not writeable

Syntax error in URL

Configuration Error

No more data available

Peek operation rejected

Service don't accept further data

Fatal: Service has no socket connection
Unknown internal TLS error

Wrong format of certificate data

EMS31-X_ATC_V03.006
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Description
Socket error
Socket error

Socket error
Socket error
Socket error
Socket error
Socket error
Socket error
Socket error
Socket error
Socket error
DNS error

DNS error

DNS error

Page 170 of 326

Indicates that the remote ser-
vice has closed the connection.
The host shall close the service.

Remote peer has closed the
connection unexpectedly, and
no data are available. The host
shall close the service.

Note that the "2 SI S" URC only
indicates the <ur cl nf ol d>,
but the AT"SI SE command
indicates both the <ur cl n-

f ol d> and the <ur cl nf o-

Text >.

SSL error
SSL error
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<ur cl nf ol d> <ur cl nf oText >

64 Certificate validity period is in future
65 Certificate validity period expired
66 Peer certificate is not confirmed
67 Wrong signature key format

68 Unsupported signature key type
69 Wrong protocol data format

70 Wrong protocol data format

71 No memory available for TLS

72 Buffer error in TLS

73 Wrong input data for RSA operation
74 TLS/SSL protocol error

75 Internat error in TLS

76 Certificate format error

77 The certificate does not exist

78 Unknown TLS error code!

80

84 PPP LCP FAILED

85 PAP Authentication failed

86 CHAP Authentication failed

87 IPCP failed

89 PDP: can not obtain controling task
90 PDP: internal error 1

91 PDP: internal error 2

92 PDP: no authentication req

93 PDP: internal error 3

94 PDP: conection failed

95 PDP: internal error 4

96 PDP: no IP assigned

97 PDP: no network

98 PDP: network is not up

99 PDP: internal error 5

119 PDP: no DNS received

120 DNS: no data

121 DNS: timeout

122 DNS: connection refused

123 DNS: terminated lookup

124 DNS: domain name is too long
125 DNS: invalid server

126 DNS: undefined error

General Information Elements
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Description
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
SSL error
Connection profile not defined.
PPP error
PPP error
PPP error
PPP error
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<ur cl nf ol d>

<ur cl nf oText >

1000 PARA-ERR: <Info>
4062 TLS: empty certstore
6001

") Text varies depending on scenario.

Page 172 of 326

Description
Noatifies that service profile con-

tains a wrong parameter.

<Info> text indicates the service
profile parameter that contains
an error.

Notifies that certificate store is
empty when AT”siss=0,sec-

opt,0 as an explicit non-usage
of certificate check is not used.

General progress information
for connection setup.

9.14.2 Information Elements Related to FTP Service
<urcl nfold> <urclnfoText > Description
Error URCs
100 FTP-ERR: <FTP Response Str> <FTP Response Str> text
depends on FTP server imple-
mentation
Info URCs
2100 <info> <info> text depends on FTP
server implementation
9.14.3 Information Elements Related to HTTP Service
<urclnfold> <urclnfoText> Description
Error URCs
200 HTTP-ERR: Not connected - cannot send request
HTTP-ERR: failed on sending request
201 <HTTP Response Str> Client error
202 <HTTP Response Str> Server error
HTTP-ERR: Service unavailable
203 HTTP-ERR: Redirect failed - too many redirects Max. number of allowed redi-
HTTP-ERR: Redirect failed - not allowed rects: 6
HTTP-ERR: Redirect failed - location missing
204 HTTP-ERR: auth failed - user name or password missing
HTTP-ERR: auth failed - user name or password wrong
HTTP-ERR: Authority required for this URL
HTTP-ERR: No access to this URL allowed
Info URCs
2200 HTTP Redirect to: <Host>:<Port> <Path>
2201 HTTP Response <Response code>
Example: 7SIS: 2,3,2201, "HTTP Response: HTTP/1.1
200 OK"
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9.14.4 Information Elements Related to SMTP Service
<urcl nfold> <urcl nfoText > Description
Errors
400 *rx) Indicates that the SMTP service could not be
executed successfully.
Warnings
4400 *kk) SMTP specific warning

™) Text varies depending on scenario.
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9.15 Examples of how to Configure and Use Internet Service Profiles

Below you can find selective examples of how to configure and use Internet service profiles. To visualize the dif-
ference between URC mode and polling mode the operation of services (after opening with AT~SI SO) is
explained in separate examples for either mode.

9.15.1 Selecting URC Mode or Polling Mode

To enable or disable the presentation of URCs for the Internet services use the AT SCFGcommand, type "Tcplp/
WithURCs" and select "on" or "off" for parameter <t cpW t hUr c>.

at*scfg=tcp/w thurcs Query the current setting.

ASCFG " Tcp/ Wt hURCs", "on" URC mode is enabled (delivery default).

(04

at*scfg=tcp/withurcs, of f Select polling mode (by switching off URC mode).

ASCFG " Tcp/ Wt hURCs", "of f" Polling mode is accepted.

(04

9.15.2 Configuring an Internet Connection Profile

AT+COPS? Checking network registration.

+COPS: 0,0,"E-Plus",0 ME is registered to German provider E-Plus.

(0 4

AT+CGATT=1 Attaching to Packet Domain (optional).

(0 4

AT+CGDCONT=1, "I P", "i nt er net . epl us. de" Specifying PDP context 1 with APN for E-Plus.

(0 4

ATAS| CS=1, "dns1", "198. 023. 097. 002" Specifiying primary DNS address (optional).

(0 4

ATAS| CS=1, "dns2", "212. 023. 097. 003" Specifiying secondary DNS address (optional).

(0 4

ATASI CA=1, 1 Activating PDP context 1.

(0 4

AT+CGPADDR=1 Requesting dynamic IP address assigned to local cli-
ent for context 1.

+CGPADDR: 1, "10.129. 137. 217" Response returns currently assigned IP address.

(0 4

9.15.3 Configuring Non-Transparent Listener

Keep in mind that if the host is configured as Non-Transparent Listener another service profile must be left free
to be dynamically assigned as Server when the Non-Transparent Listener receives a connection request from a
remote client.

Configure the service profile 4 for use as Non-Transparent Listener:

ATASI SS=4, srvType, " Socket " Select service type Socket.

(0 ¢

ATASI SS=4, conl d, " 1" Select connection profile.

(0 ¢
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ATAS| SS=4, addr ess, "socktcp://1i s- The host specifies its local port 65534 to be used for

t ener: 65534" the Socket listener service. The local IP address will
be dynamically assigned when the service is opened
with ATASI SO.

(04

Open the Listener service and query the IP address dynamically assigned to the Listener:

ATAS| SC=4 Open the Listener service.

(04

ATAS| SO? Query the current status of services. All service pro-
ASISG 0, files are unused, except for service profile 4 which is
ASISO 1, running in listener mode, where <sr vSt at e>=3 (lis-

tening) and <socket St at e>=3 (LISTENER). The
response also indicates the IP address dynamically
assigned to the listener.

ASISO 2,""

ASISO 3, "

NSl SO 4, "Socket", 3,3,0,0,"10. 10. 0. 187: 65534","0. 0. 0. 0: 0"

SISO 6,""

ASISO 7,

SISO 8, ""

ASISO 9,""

9.15.4 Configuring TCP Client for Calling a TCP Listener

Configure the client's service profile for calling a TCP Listener on another host:

ATAS| SS=1, srvType, " Socket " Select service type Socket.

(0 4

ATAS| SS=1, conl d, " 1" Select connection profile.

(0 4

ATAS| SS=1, addr ess, "sockt cp: // Add the IP address and the TCP port of the remote
10. 10. 0. 187: 65534" host (from example in Section 9.15.3, Configuring

Non-Transparent Listener.
(0§

9.155 Transparent TCP Listener: Accepting / Rejecting Incoming
Remote Client

Host 1: Configure Transparent TCP Listener with Autoconnect disabled:

ATASI SS=1, "srvType", " Socket " Select service type Socket.
XK

ATASI SS=1, conl d, " 1" Select connection profile.
XK

ATAS| SS=1, "addr ess", "socktcp: //1is- "etx" configures Transparent mode. Autoconnect
t ener: 2000; et x=26; aut oconnect =0" disabled.

(04

ATASI SS=1, "t cpMR', " 3"

(04

ATASI SS=1, "t cpOT”, " 5555"

(04

Host 1: Open Transparent TCP Listener and query IP address dynamically assigned to Listener:
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ATASI SO=1

(04

ASIS: 1,5 Listener ready, listening (value 5).

ATASI SO=1, 1 Query status of profile 1.

ASI SO Profile is running in listener mode, where
1, "Socket", 4, 3,0,0,"10.10. 0. 187: 65534","0.0 <srvSt at e>=4 (listening) and <socket St at e>=3
.0.0: 0" (LISTENER). Dynamic IP address is shown.
(0 4

Host 2: Configure TCP Client:

ATAS| SS=0, srvType, " Socket " Select service type Socket.

(0 4

AT~S| SS=0, conl d, " 1" Select connection profile.

(0 4

ATAS| SS=0, "addr ess", "sockt cp: // Set Listener's IP address.

"10. 10. 0. 187: 65534"

(0 4

ATASI SS=0, "t cpMR', " 3"

(0 4

ATASI SS=0, "t cpOT", " 5555"

(0 4

Host 2: Start TCP Client

ATASI SC=0

XK

ASISW 0,1 URC indicates that sending data is possible.
Host 1: Listener rejects incoming connection request from host 2:

ASIS: 1,3,0,"10. 66. 90. 165: 46723" URC indicates incoming connection request.
ATAS| SH=1 Listener rejects connection request.

XK

ATASI SC=1, 1 Query status of profile 1.

1, "Socket", 4, 3,0,0,"10. 10. 0. 187: 65534","0. 0 Listener is listening again.
.0.0:0"
(04

Host 1: Listener accepts incoming connection request from host 2:

ASIS: 1,3,0,"10. 66. 90. 165: 46723" URC indicates incoming connection request.
ATAS| SO=1 Listener accepts connection request, profile
changes to Server mode.
(04
ASISW 1,1 URC indicates that data transmission is possible.
ATASI SC=1, 1 Query status of profile 1.
1,"Socket", 8,4,0,0,"10.10. 0. 187: 65534","10. Service connected (value 8) and in Server mode /
66. 90. 165: 46723",0 value 4).
(04
ATASI ST=0 Change to transparent access mode.
CONNECT Service enters transparent access mode.
Hello .... For further handling see examples below, e.g. Sec-
tion 9.15.11, Opening and Closing Transparent TCP
Service, Section 9.15.12, Transparent TCP Client
Receives Data While in AT Command Mode
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9.15.6
Client

Transparent TCP Listener: Autoanswering Incoming Remote

Host 1: Configure Transparent TCP Listener with Autoconnect enabled.

ATAS| SS=1, "srvType", " Socket "

(0 4

ATASI SS=1, conl d, " 1"

(0 4

ATAS| SS=1, "addr ess", "socktcp://1is-
t ener: 2000; et x=26; aut oconnect =1"
(0 4

ATASI SS=1, "t cpMR', " 3"

(0 4

ATASI SS=1, "t cpOT", " 5555"

(0 4

Select service type Socket.
Select connection profile.

"etx" configures Transparent mode. Autoconnect
enabled.

Host 1: Open Transparent TCP Listener and query IP address dynamically assigned to Listener:

ATASI SC=1

XK

ASIS 1,5

ATASI SC=1, 1

~SI SO

1, " Socket", 4, 3,0, 0, "10. 10. 0. 187: 2000", " 0. 0.
0.0:0"

(0 4
ASISW 1,1

Host 2: Configure TCP Client.

ATAS| SS=0, srvType, " Socket "

(04

AT7SI SS=0, conl d, " 1"

(04

ATASI SS=0, "addr ess", "sockt cp: //
10. 10. 0. 187: 2000"

K

ATAS| SS=0, "t cpMR', " 3"

K

ATAS| SS=0, "t cpOT", " 5555"
K

Host 2: Start TCP Client

ATAS| SO=0
K
ASISW 0,1

Listener ready, listening (value 5).

Query status of Listener profile.

Listener ready, listening (value 4). Dynamic IP
address is shown.

Select service type Socket.
Select connection profile.

Set Listener's IP address.

Host 1: Transparent TCP Listener automatically accepts connection request from host 2:

ASIS: 1,3,1,"10. 66. 90. 165: 46723"
CONNECT

Hello ....

(0 4
ATASI SO-1, 1
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URC indicates incoming connection request.
Service autoconnects to client and enters Transpar-
ent Mode.

For further handling see examples below, e.g. Sec-
tion 9.15.11, Opening and Closing Transparent TCP
Service, Section 9.15.12, Transparent TCP Client
Receives Data While in AT Command Mode

Type +++ to return to AT command mode (+++ not
visible in example).

Query status of profile 1.
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ASI SO

1, " Socket", 8, 4,0, 0, "10. 10. 0. 187: 2000", "10. 6

6. 90. 165: 46723", 0
K

Transparent TCP Listener connected to client (value
8) and in Server mode (value 4).

9.15.7 Socket Client Sends Data via TCP Connection (Polling Mode)

The example uses service profile O configured for Socket service and TCP.

AT"SI SC=0
(04

ATASI SI =0

ASISI: 0,3,0,0,0,0
K

ATASI SI =0

ASISI: 0,4,0,0,0,0

K
ATASI SWE0, 10
ASISW 0, 10, 10

0123456789
K
ATASI SW0, 10, 1

ASISW 0,0, 10

XK
ATASI SW0, 10, 1
ASISW 0, 10, 20

0123456789

(0 4

ATASI SW0, 0, 0
ASISW 0,0, 10
(0 4

AT~SI S| =0

ASISI: 0,5,0, 20, 10, 10

K
ATASI SI =0

~SIsli: 0,6,0, 20, 20,0

(0 4
AT~SI SC=0
(0 4

The host opens service profile 0.

Note: URC "SISW:0,1 does not appear! The host
must poll the service state by means of ATASISI until
the service is in <sr vSt at e> "Up".

The service is still in <sr vSt at e> "Connecting".

The service is now in <srvState> "Up" and is
ready to accept data.

The host requests to write 10 bytes.
Response that 10 bytes can be sent and are unac-
knowledged.

The host requests to write next 10 bytes and enables
the <eodFl ag>.

But the service refuses the request, even the end-of-
data flag remains without effect.

Next try (polling).

Response that the service accepts 10 bytes and this
data and the previously sent data are unacknowl-
edged.

Polling to request unacknowledged data.
There are 10 bytes still unacknowledged.

Polling for <srvState> change ("Closing" ->
"Down").
20 bytes are transfered via serial interface, 10 bytes
are acknowledged by remote peer, 10 bytes are on
the way.

Polling for <srvState> change ("Closing” ->
"Down").

The Service is in state "Down" and all data is con-
firmed by the remote peer.

Closing the Socket service.

9.15.8 Socket Client Sends Data via TCP Connection with URCs

The example uses service profile O configured for Socket service and TCP.
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ATAS| SOC=0

K

ASISW 0,1
ATASI SW0, 10
ASISW 0, 10, 10

0123456789

XK
ASISW 0,1

ATASI SW0, 10, 1

ASISW 0, 10, 20

0123456789

ASISW 0, 2
AT"SI SC=0
X

9.15.9 UDP Scenario

The host opens service profile 0.

Socket service is ready for upload.

The host requests to write 10 bytes.

Response that 10 bytes can be sent and are unac-
knowledged.

The URC indicates that the Socket service is ready
to transfer more data. Data of the last ATASISW
command are transferred to the remote host.

The host requests to write next 10 bytes and enables
the <eodFl ag> to notify that these are the last 10
bytes of the session.

Response that the service accepts 10 bytes and this
data and the previously sent data are unacknowl-
edged.

Waiting for URC.
Data transfer has been finished.
Closing the Socket service.

The following example shows a communication between a UDP endpoint (host 1) and a UDP client (host 2).
Part 1 of the example refers to the UDP endpoint and shows the configuration which allows the UDP endpoint to

communicate with any UDP client.
Part 2 shows the settings of a UDP client.

Part 3 and 4 are running in parallel: Part 3 shows the procedures on the UDP endpoint side done when commu-
nicating with a UDP client. Part 4 shows the equivalent steps done by the UDP client when communicating with

the UDP endpoint.

Part 1 - host 1 is configured for use as UDP endpoint:

ATAS| SS=0, srvtype, socket

(04

AT~SI SS=0, coni d, 1

(04

ATAS| SS=0, al phabet, 1

(04

ATAS| SS=0, addr ess, "sockudp: //: 6666"
(04

Part 2 - host 2 is configured for use as UDP client:

ATAS| SS=1, srvtype, socket

XK

ATAS| SS=1, coni d, 1

XK

ATAS| SS=1, al phabet , 1

XK

ATASI SS=1, addr ess, "sockudp: //
10. 10. 0. 219: 6666"

(04

Select service type Socket.
Select connection profile 1.
Choose ASCII alphabet.

Specify the local UDP port.

Select service type Socket.
Select connection profile 1.
Choose ASCII alphabet.

Specify the address of host 1.
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Part 3 - host 1 opens the service and communicates with host 2:

ATAS| SOC=0
K
ASIS: 0,5

ATASI SO=0, 1

7Sl SO

0, "Socket", 4, 3,0, 0, "10. 10. 0. 219: 6666", " 0. 0.
0.0: 0"

XK

ASISR 0,1

AT”SI SR=0, 100

(04

ASI SR 0, 22,"10.10. 0. 222: 6561"
Hello, I'mthe client!

K
ATASI SWEO, 25, 0, "10. 10. 0. 222: 6561"
ASISW 0, 25,0

XK

ASISW 0,1
ATAS| SC=0
K

Open the service.

URC indicates that host 1 is waiting (on UDP port
6666).

Request connection status.

URC indicates that host 2 has opened the connec-
tion to host 1 and has sent some data.

Host 1 requests to read 100 bytes.

Host 1 is reading the text string received from host 2
(see part 4 of the example) and gets information
about the remote client, i.e. the address of host 2.

Host 1 starts sending 25 bytes to host 2.

Host 1 is sending the message "Hi, I'm the UDP end-
point!" (25 bytes) to host 2. As a result, host 2 is
receiving the URC ""SISR: 1,1" shown below in part
4 of the example.

URC confirms that host 1 can send data again.
Close the service.

Part 4 - host 2 opens the service and communicates with host 1:

ATASI SC=1

XK

ASISW 1,1

ATASI SC=1, 1

~SI SO

1, "Socket", 4, 2,0, 0, "10. 10. 0. 222: 6561", "10. 1
0. 0. 219: 6666"

(0 4

ATASI SWEL, 22

ASISW 1,22,0

K
ASISW 1,1
ASISR 1,1

ATASI SR=1, 100

ASISR: 1,25

H, |'mthe UDP endpoint!
(0 4

ATASI SC=1

(0 4

gemalto™

EMS31-X_ATC_V03.006

Open the service.
URC indicates that host 2 can send data.

Request connection status.

Host 2 starts to write 22 bytes.

Host 2 is writing the message "Hello, I'm the client!"
(22 bytes). As a result, host 1 is receiving the URC
"ASISR: 0,1" shown above in part 3 of this example.

URC confirms that host 2 could send data.

URC indicates that host 2 has received data from
host 1.

Host 2 requests to read 100 bytes.

Response indicates that host 2 has received 25
characters from host 1.

Close the service.
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9.15.10 Creating Transparent TCP Socket Client

ATAS| SS=1, srvType, " Socket " Select service type "Socket".

(0 4

ATAS| SS=1, conl d, 1 Select connection profile 1.

(0 4

ATAS| SS=1, addr ess, "sockt cp: // Specify server address. Add "etx" parameter to set
10. 10. 0. 110: 9996; et x; ti mer =200" Transparent mode.

(04

9.15.11 Opening and Closing Transparent TCP Service

ATASI SO=1 Open Transparent TCP service.

(04

ASISW 1,1 URC indicates that Transparent TCP service is
ready.

at*si st=1 Open transparent access mode.

CONNECT Service is ready to send or receive data.
Client is sending data, e.g Good Morning (not visible
in example).

Client types +++ to return to AT command mode
(+++ not visible in example).

XK

at Asi si =1 Check the service state of service profile 1.

ASISl: 1,4,0,16,16,0 Service is in state "Up" (4). O bytes received, 16
bytes sent and acknowledged.

XK

ATAS| SO? Check the service state of service profile 1.

ASISO 0,""

7Sl SO Service is in state "Up" (4). Socket is assigned. 0

1,"Socket", 4, 2,0, 16, "10. 10. 0. 200: 1024","10. bytes received, 16 bytes sent. Local and remote IP

10. 0. 108: 65532 address are assigned.

ASISO 2,

ASISO 3, ""

ASISO 4,""

ASISO 5,""

ASISO 6,""

ASISO 7,

ASISO 8,""

ASISO 9,""

(04

ATASI SC=1 Close the service.

(04

at"sisi =1 Check the service state of service profile 1.

ASISI: 1,2,0,0,0,0 Service profile 1 is in state "Allocated” (2).

(04

ATASI SO? Check the service state of service profile 1.

ASISO 0,""

ASI SO Service is in state "Allocated" (2). Socket not

1, "Socket",2,1,0,0,"0.0.0.0:0","0.0.0.0: 0" assigned.

ASISO 2,

ASISO 3, ""

ASISO 4,""

ASISO 5,""

ASISO 6,""
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ASISO 7,
ASISO 8, ""
ASISO 9,
(0 4

9.15.12
Mode

ATASI SC=1
K
ASISW 1,1

at Asi st =1
CONNECT
Hel | o

K
ASISR 1,1

at *si st=1
CONNECT
Goodbye

(04
at *si si =1
ASISI: 1,4,12,6,6,0

(0 4

AT~SI SO?
ASISO 0,""
ASI SO

1, "Socket", 4, 2,12, 6,"10. 10. 0. 200: 1025", " 10.

10. 0. 108: 65532"
ASISO 2,

ASI SO 3, "

ASI SO 4,""

ASI SO 5,""

ASI SO 6,""
ASISo 7,

ASI SO 8, ""
ASISO 9,

(04

ATAS| SC=1

(04

at *si si =1
ASISl: 1,2,0,0,0,0
(04

ATA S| SO?

ASISO 0, ""

7Sl SO,

1, "Socket",2,1,0,0,"0.0.0.0:0","0.0.0.0: 0"
ASISO 2,

ASI SO 3, "
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Transparent TCP Client Receives Data While in AT Command

Open Transparent TCP service.

URC indicates that Transparent TCP service is
ready.

Open transparent access mode.

Service is ready to send or receive data.

Client is reading received data.

Client types +++ to return to AT command mode
(+++ not visible in example).

URC indicates that new data is available for the cli-
ent.

Return to transparent access mode.

Service is ready to send or receive data.

Client is reading received data.

Client types +++ to return to AT command mode (not
visible in example).

Check the service state of service profile 1.
Service is in state "Up" (4). 12 bytes received, 6
bytes sent and acknowledged.

Check the service state of service profile 1.

Service is in state "Up" (4). Socket is assigned. 12
bytes received, 6 bytes sent. Local and remote IP
address are assigned.

Close the service.

Check the service state of service profile 1.
Service profile 1 is in state "Allocated” (2).

Check the service state of service profile 1.

Service is in state "Allocated" (2). Socket not
assigned.
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ASI SO
ASI SO
ASI SO
ASI SO
ASI SO
ASI SO

© 0o ~N® O b

9.15.13

Remote Server Disconnects While Transparent TCP Service is

in Transparent Access Mode

ATASI SC=1
K
ASISW 1,1

at Asi st =1
CONNECT

Good Mor ni ng
NO CARRI ER

at"sisi=1

ASlSl: 1,6,12,0,0,0
oK

ATAS| SO?

ASISG 0,

7Sl SO,

1, " Socket", 6, 2,12, 0, "10. 10. 0. 200: 1026", " 10.

10. 0. 108: 65532"
ASISO 2,

NSl SO
NSl SO
NSl SO
NSl SO
NSl SO
NSl SO
NSl SO
(0.¢
ATAS| SC=1

K

at Asi si =1

ASlSl: 1,2,0,0,0,0
K

©0O~NO® O~ w

9.15.14

Open Transparent TCP service.

URC indicates that Transparent TCP service is
ready.

Open transparent access mode.

Service is ready to send or receive data.

Remote server has sent data and disconnected. Cli-
ent reads data. Then client gets NO CARRIER in AT
command mode.

Check the service state of service profile 1.
Service is in state "Down" (6). 12 bytes received.

Check the service state of service profile 1.

Service is in state "Down" (6). Socket is assigned. 6
bytes received. 12 bytes sent. Local and remote IP
address are assigned.

Close the service.

Check the service state of service profile 1.
Service profile 1 is in state "Allocated" (2).

Server Disconnects While Transparent TCP Service is in AT

Command Mode and Data is Pending

ATAS| SC=1
K
ASISW 1,1

atAsi st=1

CONNECT
Good Morni ng
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Open Transparent TCP service.

URC indicates that Transparent TCP service is
ready.

Open transparent access mode.

Service is ready to send or receive data.

Client is reading data.
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K
ASISR 1,1

at *si si =1
(04
ASISl: 1,4,12,3,3,0
(04

AT" S| SO?

ASISO 0, ""

7Sl SO

1, " Socket", 4, 2,12, 3,"10. 10. 0. 200: 1027", " 10.

10. 0. 108: 65532"
ASISo 2,

NSl SO 3,

NSl SO 4,""

NSl SO 5,""

NSl SO 6,""
ASISo 7,

NSl SO 8, ""

NSl SO 9,

K

at"sist=1
CONNECT

Good bye

NO CARRI ER
at"sisi?

ASlSl: 1,6,20,3,3,0

K

ATAS| SO?
ASISG 0,
7Sl SO

1, " Socket, 20, 3, "10. 10. 0. 200: 1027", "10. 10. 0.

108: 65532"

ASISO 2,

ASI SO 3, "

ASI SO 4,""

ASI SO 5,""

ASI SO 6,""

ASISo 7,

ASI SO 8, ""

ASISO 9,""

K

ATAS| SC=1

K

at *si si =1

ASISl: 1,2,0,0,0,0
K

AT" S| SO?

ASISO 0,""

7Sl SO,

1, "Socket",2,1,0,0,"0.0.0.0:0","0.0.0.0: 0"

ASISO 2,
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Client types +++ to return to AT command mode (not
visible in example).

Remote server has sent data and closed the connec-
tion (not visualized in this example). URC indicates
that remaining data is available for reading.

Check service state of service profile 1.

Service profile 1 is in state "Up" (4). 12 bytes
received. 3 bytes sent and acknowledged.

Check the service state of service profile 1.

Service is in state "Up" (4). Socket is assigned. 12
bytes received. 3 bytes sent. Local and remote IP
address are assigned.

Return to transparent access mode.

Service is ready to send or receive data.

Client reads remaining data. Then client gets NO
CARRIER in AT command mode.

Check service state of service profile 1.

Service is in service "Down" state (6). 20 bytes
received. 3 bytes sent and acknowledged.

Check the service state of service profile 1.

Service is in state "Down" (6). Socket is assigned. 20
bytes received. 3 bytes sent. Local and remote IP
address are assigned.

Close the service.

Check service state of service profile 1.
Service profile 1 is in state "Allocated” (2).

Check the service state of service profile 1.

Service is in state "Allocated" (2). Socket is not
assigned. Local and remote IP address not
assigned.
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ASISO 3,
ASISO 4,
ASISO 5,""
ASISO 6,""
ASISO 7,
ASISO 8, ""
ASISO 9,

9.15.15

Configure the service profile 2 for FTP:

ATASI SS=2, "srvType", " Ft p"

(04

ATASI SS=2, conl d, " 1"

(04

ATASI SS=2, "address”, "ftp://
nyname: mypasswd@ est net wor k/ upl oad"
(0 4

ATASI SS=2, "cmd”, " put "

(0 4

ATASI SS=2, "files", "newdat a. t xt"
(04

Make an FTP connection:
ATAS| SO=2

(04
ASIS: 2,0, 2100, "Ftp open(testnetwork: 21)"

FTP Upload Single File (URC Mode)

Select service type FTP.
Select connection profile 1.

Specify FTP address with individual user name and
password.

Select command type upload for single file.

File "newdata.txt" shall be put on FFTP server.

Open the service.

Bearer is established, service is getting started.
"SI S" URC with <ur cl nf ol d> 2100 (FTP) status
information from FTP server.

ASIS: 2,0,2100,"220 FTP server (Version 6.4/ QpenBSD/ Li nux-ftpd-0.17) ready."

ASIS: 2,0,2100, "FTP Login OK"
SIS 2,0,2100, "put newdat a. t xt"
ASISW 2,1

ATASI SW=2, 40

ASISW 2, 40,0

01234567890123456789012345678901234567890
K
ASISW 2,1

ATASI SW2, 40
ASISW 2, 40,0

01234567890123456789012345678901234567890
K
ASISW 2,1

ATASI SWe2, 0, 1
ASISW 2,0,0

(04
ASIS: 2,0,2100,"226 Transfer conplete.”
ANSISW 2,2
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URC indicates that FTP service is ready for upload.
Client requests to send 40 bytes.

The write command response confirms that 40 bytes
must be transferred now.

User data is transferred.

URC indicates that the FTP service is ready to trans-
fer more data.

Client requests to send 40 bytes.

The write command response confirms that 40 bytes
must be transferred now.

User data is transferred.

URC indicates that the FTP service is ready to trans-
fer more data.

No more data available. <eodFl ag> set. File "new-
data.txt" shall be closed on FTP server.

URC indicates that data transfer finished success-
fully. Connection to the FTP server closes.

18/09/6

Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 186 of 326
9.15 Examples of how to Configure and Use Internet Service Profiles

AT~ S| SC=2 Close the FTP service.
K

9.15.16 HTTP Download Using TLS

Configure the service profile 4 for HTTPS:

ATASI SS=4, srvType, "Ht t p" Select service type HTTP.

(04

ATASI SS=4, conl d, " 1" Select connection profile 1.

(04

ATASI SS=4, addr ess, "https://ww. face- Specify access to Facebook website (always
book. cont’ secured).

(0 4

ATAS| SS=4, cnd, "get " Select command type download.
(0 4

Opening connection:

ATAS| SO=4 Open the service.

(0 4

ASISS: 4,0,2200, "Htp ww. f acebook. com 443"

ASISR 4,1 URC indicates that the HTTP service is ready to read
data.

ATAS| SR=4, 1000 Read 1000 bytes.

ASI SR 4,1000

<?xm version="1.0" encodi ng="utf-8"?> <! DOCTYPE htm PUBLIC "-//WAPFORUM / DTD XHTM.
Mobile 1.0//EN'" "http://ww. wapforum org

(0 4

ATAS| SR=4, 1000 Repeat reading data n times.

ASI SR 4,1000

ASISR: 4,2 URC indicates that data transfer finished success-
fully. Connection to the HTTP server closes.

ATASI SC=4 Close the HTTP service.

(0 4

9.15.17 HTTP Post

Configure the service profile 6 for HTTP:

ATAS| SS=6, srvType, "Htt p" Select service type HTTP.

(0 4

ATAS| SS=6, conl d, " 1" Select connection profile 1.

(0 4

ATAS| SS=6, "address", "http://testnetwork/ Specify URL.

cgi/first.pl"

(0 4

ATAS| SS=6, "user", "myuser" Specify user name.

(0 4

ATAS| SS=6, " passwd", " nypasswd"” Specify password.

XK

ATAS| SS=6, cnd, " post " Select command type download.
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(04

AT/S| SS=6, "hcContent™, " "

(04

ATAS| SS=6, "hcCont Len", " 2"

(0 4

Opening connection:

AT~ SI SO=6

(04

Parameter is ignored.

"hcContlen" greater than "0". Data wil be sent from
AT command interface.

Open the service.

ASISS: 6,0, 2200, "Hi t p pegasus. testnetz. swh: 80"

ASISW 6,1

ATAS| SW6, 30
ASI SW 6, 30,0

K

ASISW 6,1

ATAS| SW6, 30
ASISW 6, 30,0

XK

ASISW 6,1

ATASI SWG, 0, 1

"SISW 6,0,0

(04

"SI SW 6, 2

(04

URC indicates that the HTTP service is ready to
send data.
Send 30 bytes.

URC indicates that the HTTP service is ready to
send data.
Send 30 bytes.

URC indicates that the HTTP service is ready to
send data.

Finish input by setting <eodFl ag> and start HTTP
POST request.

URC confirms: all data sent to server.

NSl S: 6,0,2200,"HTTP POST: http://testnetwork/cgi/first.pl"

6, 0, 2200, "HTTP POST Response: 200"

Read response from server.
Read 500 bytes.
Reading 197 bytes.

All data read.
Close the HTTP service.

This example shows a Ping output. The example uses the Internet connection profile shown in Section 9.15.2.

ASISR 6,1

ASI SR 6,500

ASI SR 6,197

Hello ..... Goodbye

(04

ASISR 6,1

AT/ S| SC=6

(04

9.15.18  Ping

ATASI SX=Pi ng, 1, " 74. 125. 39. 99", 5, 5000
ASISX: "Ping",1,1,"74.125.39.99", 1696
ASISX: "Ping",1,1,"74.125.39.99", 175
ASISX: "Ping",1,1,"74.125.39.99", 174
ASISX: "Ping",1,1,"74.125.39.99", 174
ASISX: "Ping",1,1,"74.125.39.99", 2111
ASISX: "Ping",2,1,5,5,0,0

ASISX: "Ping", 3,1,174, 2111, 865

XK
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9.15.19 Resolving DNS Host Name to IP Address

This example uses the Internet connection profile shown in Section 9.15.2.

AT/ SI SX=Host ByNane, 1, " www. googl e. de”
NSl SX: " Host ByNanme", " 74. 125. 39. 99"
(04
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10. Packet Domain Related Commands

The AT commands described in this chapter allow the Customer Application to control packet switched services
in networks.

10.1 AT+CGACT PDP context activate or deactivate

The AT+CGACT write command is used to activate or deactivate the specified PDP context(s). After the command
has completed, the MT remains in V.250 command state. If any PDP context is already in the requested state,
the state for that context remains unchanged. If the MT is not PS attached when the activation form of the com-
mand is executed, the MT first performs a PS attach and then attempts to activate the specified contexts.

If no <ci d>s are specified the activation/deactivation form of the command activates/deactivates all defined con-
texts.

For EPS, if an attempt is made to disconnect the last PDN connection, then the MT responds with ERROR or, if
extended error responses are enabled, a +CME ERROR. For EPS, the activation request for an EPS bearer
resource will be answered by the network by either an EPS dedicated bearer activation or EPS bearer modifica-
tion request. The request must be accepted by the MT before the PDP context can be set into established state.

The AT+CGACT read command returns the current activation states for all the defined PDP contexts.
The AT+CGACT test command is used for requesting information on the supported PDP context activation states.

Syntax

Test Command

AT+CGACT="?

Response(s)

+CGACT: (list of supported <st at e>s)
X

Read Command

AT+CGACT?

Response(s)

+CGACT: [<ci d>, <st at e>]
[+CGACT: <ci d>, <st at e>]

K
Write Command

AT+CGACT=<st at e>[, <ci d>[, <ci d>]]
Response(s)

+CGACT: [<ci d>, <st at e>]
[+CGACT: <ci d>, <st at e>]

(04
ERROR
+CVE ERROR: <err>

PIN > Last Reference(s)
+ o+ - 3GPP TS 27.007 [43]
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Parameter Description

<st at e>Mm

Indicates the state of PDP context activation.

0
[1]

Detached
Attached

<ci d>(num)

Parameter specifies a particular PDP context definition (see AT+CGDCONT parameter <ci d>). The parameter
is used in other PDP context-related commands.

Notes

A maximum of 8 contexts can be activated at the same time, no matter on which interface. Note that, depend-
ing on the provider, the number of activated contexts may be further restricted. In particular, <ci d>=8 is
reserved for emergency PDN and cannot be used.

On Verizon Wireless network, there are only four PDN defined by default.

- PDP context 1: <PDP_t ype>="IPV4V6", <APN>="VZWIMS".

PDP context 2: <PDP_t ype>="IPV4V6", <APN>="VZWADMIN".

- PDP context 3: <PDP_t ype>="IPV4V6", <APN>="VZWINTERNET".

PDP context 4:<PDP_t ype>="IPV4V6", <APN>="VZWAPP".

Therefore, it is only possible to activate <ci d> 1 to 4, and it is not possible to activate <ci d> 5 to 8.
On AT&T network, there are only three PDN defined by default.

- PDP context 1: <PDP_t ype>="IPV4V6", <APN>="broadband".

- PDP context 2: <PDP_t ype>="IPV4V6", <APN>="|lwaactivate".

- PDP context 3: <PDP_t ype>="IPV4V6", <APN>="custom".

Therefore, it is only possible to activate <ci d> 1 to 3, and it is not possible to activate <ci d> 4 to 8.

If activation or deactivation of a context fails, then AT+CEER may provide further informations about the rea-
son.
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10.2 AT+CGATT PS attach or detach

The AT+CGATT write command is used to attach the MT to, or detach the MT from the Packet Domain service.
After the command has completed, the MT remains in V.250 command state. If the MT is already in the requested
state, the command is ignored and the OK response is returned. Any active PDP contexts will be automatically
deactivated when the attachment state changes to detached.

The AT+CGATT read command returns the current Packet Domain service state.

The AT+CGATT test command is used for requesting information on the supported Packet Domain service states.

Syntax

Test Command

AT+CGATT=?
Response(s)

+CGATT: (list of supported <st at e>s)
(04

Read Command

AT+CGATT?
Response(s)

+CGATT: <state>
(014

Write Command

AT+CGATT=<st at e>
Response(s)

(014
ERROR
+CVE ERROR:. <err>

PIN > Last Reference(s)

+ox - 3GPP TS 27.007 [43]

Parameter Description

<st at e>("™

Indicates the state of Packet Domain attachment. The parameter is global for all interfaces.
o® Detached

1 Attached
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10.3 AT+CGDCONT Define PDP Context

The AT+CGDCONT write command specifies the parameters for a PDP context identified by the context identifier
<ci d>. The number of contexts that may be in a defined state at the same time is given by the range indicated
in the test command response. A special form of the write command (AT+CGDCONT=<ci d>) causes the values
for context <ci d> to become undefined.

The AT+CGDCONT read command returns the current settings for each defined PDP context.

The AT+CGDCONT test command returns supported values as a compound value.

NOTE: According to Verizon Wireless requirements, it is not allowed to change the definition of any PDN. The
only exception is the Internet PDN for which the APN can be changed. See AT+CGACT for details on Verizon
Wireless requirements for dedicated PDP contexts.

Syntax

Test Command

AT+CCDCONT=?

Response(s)

+CGDCONT: (range of supported <ci d>s), "IP", , , ,, (list of supported <I Pv4Addr Al | oc>s), (list of

supported <emer gency_i ndi cat i on>s), (list of supported <P- CSCF_di scover y>s), (list of supported
<I M CN_Si gnal i ng_Fl ag_I nd>s), (list of supported <NSLPI >s)

+CGDCONT: (range of supported <ci d>s), "IPV6", , , , , , (list of supported <ener gency_i ndi cat i on>s),
(list of supported <P- CSCF_di scover y>s), (list of supported <I M CN_Si gnal | i ng_Fl ag_I nd>s), (list of
supported <NSLPI >s)

+CGDCONT: (range of supported <ci d>s), "IPV4Ve6", , , ,, (list of supported <I Pv4Addr Al | oc>s), (list of
supported <ener gency_i ndi cat i on>s), (list of supported <P- CSCF_di scover y>s), (list of supported
<I M CN Si gnal i ng_Fl ag_I| nd>s), (list of supported <NSLPI >s)

(04

ERRCR

+CME ERROR <err >

Read Command

AT+CGDCONT?

Response(s)

[+CGDCONT: <ci d>, "IP", <APN>, <PDP_addr >, , [, <I Pv4Addr Al | oc>[, <ener gency_i ndi cati on>|,
<P- CSCF_di scovery>[, <I M CN_Si gnal I i ng_Fl ag_I nd>[, <NSLPI >]]]]]]

[+CGDCONT: <ci d>, "IPV6" , <APN>, <PDP_addr >, , [, [, <ermer gency_i ndi cat i on>[, <P-
CSCF_di scovery>[,<I M CN_Si gnal l'i ng_Fl ag_| nd>[, <NSLPI >]]]]]]

[+CGDCONT: <ci d>, "IPV4VE" , <APN>, <PDP_addr >, , [, <I Pv4Addr Al | oc>|,

<ener gency_i ndi cati on>[, <P- CSCF_di scovery>[,<I M CN_Si gnal I i ng_Fl ag_I| nd>[,
<NSLPI >111111

[+CGDCONT:  ...]

(04

ERRCR

+CVE ERROR: <err>

Write Command

AT+CCDCONT=<ci d>[, <PDP_t ype>[, <APN>[, <PDP_addr >[, <d_conp>[, <h_conp>|,
<| Pv4Addr Al | oc>[, <ener gency_i ndi cat i on>[, <P- CSCF_di scovery>|,
<I M CN _Si gnal I'i ng_Fl ag_I nd>[, <NSLPI >]1111111111

Response(s)

X
ERROR
+CME ERROR <err >
PIN > Last Reference(s)
-+ - 3GPP TS 27.007 [43]
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Parameter Description
<Ci d>(num)(NV)

PDP Context Identifier

Parameter specifies a particular PDP context definition. The parameter is used in other PDP context-related
commands. The range of the permitted values for <ci d> is given by the AT+CGDCONT test command.
<ci d>=8 is reserved for emergency PDN and cannot be used.

1.8

<PDP type>(5tr)(NV)
Packet Data Protocol type
Specifies the type of the packet data protocol.

“p* Internet Protocol (IETF STD 5)
“IPV6" Internet Protocol, version 6 (see RFC 2460)
“IPV4V6*" Virtual <PDP_t ype> introduced to handle dual IP stack UE capability. (See

3GPP TS 24.301).

<APN>(NNVY)

Access Point Name

The logical name that is used to select the GGSN or the external packet data network. Maximum length: 99 char-
acters.

An Access Point Name has to follow the syntax rules specified in 3GPP TS 23.003 in section 9.1.

If the value is null or omitted, then the subscription value will be requested.

<PDP_addr >(NNV)

Packet Data Protocol address

Identifies the MT in the address space applicable to PDP (e.g. IP V4 address for PDP type IP). If the value is
null or omitted, then a value may be provided by the TE during the PDP startup procedure or, failing that, a
dynamic address will be requested. The read command will continue to return the null string even if an address
has been allocated during the PDP startup procedure. The allocated address may be read using AT+CGPADDR.

<d ¢ OrT.p>(num)(NV)

Data Compression

Controls the PDP data compression (applicable for Subnetwork Dependent Convergence Protocol (SNDCP)
only); see 3GPP TS 44.065 for details.
Note: This parameter is not supported.

<h ¢ orT.p>(num)(NV)

Header Compression

Controls the PDP header compression; see 3GPP TS 44.065, 3GPP TS 25.323 for details.
Note: This parameter is not supported.

<I Pv4Addr Al | oc>(MM
Numeric parameter that controls how the MT/TA requests to get the IPv4 address information.

0 IPv4 Address Allocation through NAS Signalling
1 IPv4 Address Allocated through DHCP
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<emer gency_i ndi cat i on>Mm

Numeric parameter used to indicate whether the PDP context is for emergency bearer services or not.
0 PDP context is not for emergency bearer services

1 PDP context is for emergency bearer services

<P- CSCF_di scover y>"m

Numeric parameter influences how the MT/TA requests to get the P-CSCF address, see 3GPP TS 24.229 [89]
annex B and annex L.

0 Preference of P-CSCF address discovery not influenced by +CGDCONT
1 Preference of P-CSCF address discovery through NAS Signalling
2 Preference of P-CSCF address discovery through DHCP

<I M_CN_Si gnal | i ng_Fl ag_I nd>("m

Numeric parameter used to indicate to the network whether the PDP context is for IM CN subsystem-related
signalling only or not.

0 UE indicates that the PDP context is not for IM CN subsystem-related signaling
only

1 UE indicates that the PDP context is for IM CN subsystem-related signaling
only

<NSLP| >(um

Numeric parameter used to indicate the NAS signalling priority requested for this PDP context.

0 Indicates that this PDP context is to be activated with the value for the low pri-
ority indicator configured in the MT.

1 Indicates that this PDP context is is to be activated with the value for the low

priority indicator set to "MS is not configured for NAS signalling low priority".

10.3.1 Attaching to LTE Networks

To allow access to the PS domain, the UE has to perform the attach and context activation procedure. During
the context activation procedure, the access point name (APN) specifies the selected packet data network to
which the context will be established.

In contrast to 2G (GSM) and 3G (UMTS) where attach and context activation are performed separately, the LTE
attach procedure always includes the automatic activation of one context (either using the default bearer or the
APN specified for <ci d> 1). This means, you have two methods to trigger an LTE attach:

- auto attach procedure if AT SCFG subcommand "GPRS/AutoAttach” is set to "enabled"”

- manual attach procedure by using AT+CGATT.

Please consider that one of the two methods shall be employed, otherwise the UE never attaches to LTE.

When PS Domain auto attach is enabled and the UE automatically tries to attach to LTE after the SIM PIN1 is
unlocked, the application shall ensure that the correct APN is specified before the UE attaches to LTE.

LTE attach with no APN

If no APN is specified for <ci d> 1 when the UE attaches to LTE, the network will automatically select the so
called default APN, specified in the HSS, to establish the initial context (PDN connection/default bearer).
Although the LTE attach procedure will be successful in that case, the context for the default APN might be con-
figured with restrictions concerning the transmission of data, depending on the operator settings.

LTE attach with wrong APN

If a wrong APN is configured for <ci d> 1 during the LTE attach procedure, e.g. if an application allows the user
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to change SIM cards and the APN was not set correctly after the SIM change, the LTE attach will be rejected by
the network. As result, the RAT type LTE will be disabled by the UE for a limited amount of time and the UE will
only use 2G and 3G RAT types for PS access. The duration while RAT type LTE is disabled depends on network
configuration (timer T3402, default 12 minutes).
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10.4 AT+CGDSCONT Define Secondary PDP Context

The AT+CGDSCONT write command specifies PDP context parameter values for a Secondary PDP context iden-
tified by the (local) context identification parameter <ci d>. The number of PDP contexts that may be in a defined
state at the same time is given by the range returned by the test command.

A special form of the write command, AT+CGDSCONT=<ci d> causes the values for context number <ci d> to
become undefined. The AT+CGDSCONT read command returns the current settings for each defined secondary
context.

The AT+CGDSCONT test command returns values supported as a compound value.

Syntax

Test Command

AT+CGDSCONT="?

Response(s)

+CGDSCONT:  (range of supported <ci d>s), (list of <pci d>s for defined primary contexts), (list of supported
<d_conp>s), (list of supported <h_conp>s), (list of supported <I M CN_Si gnal | i ng_Fl ag_I| nd>s)

(014

ERROR

+CME ERROR: <err >

Read Command

AT+CGDSCONT?

Response(s)

+CGDSCONT:  [<ci d>, <pci d>, <d_conp>, <h_conmp>], <I M CN_Si gnal | i ng_Fl ag_| nd>
[+CGDSCONT: <ci d>, <pci d>, <d_conp>, <h_conp>, <I M_ CN_Si gnal | i ng_Fl ag_| nd>]
[+CGDSCONT:  ...]

(04

ERRCR

+CVE ERROR: <err>

Write Command

AT+CCDSCONT=<ci d>[, <pci d>[, <d_conp>[, <h_conp>, <I M CN_Si gnal | i ng_Fl ag_I nd>]]]

Response(s)

K

ERRCR

+CME ERROR: <err >

PIN > Last Reference(s)

-+ - 3GPP TS 27.007 [43]

Parameter Description

<ci d>(num)(NV)

PDP Context Identifier
Parameter specifies a particular PDP context definition and is used in other PDP context-related commands.
1..8

<pc i d>(num)(NV)

Primary PDP Context Identifier

Parameter specifies a particular PDP context definition which has been specified by use of the AT+CGDCONT
command. The list of permitted values is returned by the test form of the command.

1.8
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<d ¢ OrT.p>(num)(NV)

Data Compression

Controls the PDP data compression (applicable for Subnetwork Dependent Convergence Protocol (SNDCP)
only) 3GPP TS 44.065

[0] off

(num)(NV)

<h_conp>
Header Compression

Controls the PDP header compression 3GPP TS 44.065, 3GPP TS 25.323
[0] off

<I M_CN_Si gnal | i ng_Fl ag_| nd>Mm®Y)

IM CN Signalling Flag
Indicates to the network whether the PDP context is for IM CN subsystem-related signalling only or not.

0 PDP context is not for IM CN subsystem-related signalling only.
1 PDP context is for IM CN subsystem-related signalling only.
Note

¢ According to Verizon Wireless requirements, EMS31-X is forbidden to open any dedicated bearer.
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10.5 AT+CGCMOD PDP Context Modify

The AT+CGCMOD write command can be used to modify the specified PDP context(s) with respect to QoS profiles
and TFTs. If no <ci d>s are specified then all active contexts will be modified, provided the used mobile network
supports that form of context modification.

If modification of a context fails, then AT+CEER may provide further informations about the reason.

The AT+CGCMOD test command returns a list of <ci d>s associated with active contexts which could be modified.

NOTE: According to Verizon Wireless requirements, it is not allowed to change any PDP context with respect to
QoS profile and TFTs. Therefore, the AT+CGCMOD write command is dummy and always returns OK.

Syntax

Test Command
AT+CGCMOD="
Response(s)

+CGCMOD:  (list of <ci d>s associated with active contexts)
(0

ERRCR

+CME ERROR  <err >

Write Command

AT+CGCMOD=[<ci d>[, <ci d>]]
Response(s)

XK
ERROR
+CVE ERROR: <err>

PIN " Last Reference(s)

+ £ - 3GPP TS 27.007 [43]

Parameter Description

<Ci d>(num)

Parameter specifies a particular PDP context definition (see AT+CGDCONT parameter <ci d>).
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10.6 AT+CEREG EPS Network Registration Status

AT+CEREG write command enables presentation of URC "+CEREG. <st at >" when <n>=1 and UE's EPS net-
work registration status in LTE changes, or URC "+CEREG, <st at >[, <t ac>][, <ci >][, <AcT>]" when <n>=2 and
the current network cell in LTE changes.

AT+CEREG read command queries the current URC presentation status and <st at > which shows whether the
network has currently indicated the registration of the ME. Location information elements <t ac> and <ci > are
returned only if <n>=2 and ME is registered to the network.

Syntax

Test Command

AT+CEREG=?
Response(s)

+CEREG (list of supported <n>s)
(04

Read Command

AT+CEREG?
Response(s)

+CEREG <n>, <st at >[, <t ac>][, <ci >][, <AcT>][,, [, [, <Act i veTi me>[, <Peri odi c TAU>]]]]
K

Write Command

AT+CEREG=<n>
Response(s)

XK
ERROR
+CVE ERROR: <err>

PIN " Last Reference(s)

-+ - 3GPP TS 27.007 [43]

Unsolicited Result Codes

URC 1
+CEREG <st at >
Indicates a change in the UE's EPS network registration status.

URC 2
+CEREG <stat>[, <tac>][, <ci>][, <AcT>]
Indicates a change in the UE's EPS network registration status or a change of the network cell including loca-
tion information.

URC 3

+CEREG <stat>[, <tac>][, <ci>][, <AcT>][, , [, [, <ActiveTinme>[,
<Peri odi cTAU>]]1]]

Indicates a change in the UE's EPS network registration status or a change of the network cell including loca-
tion information, active time or requested TAU.

Parameter Description
<n>NUM)(@&V)(E&W)

0&nD) Disable network registration unsolicited result code
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Enable network registration URC "+CEREG <st at >"

Enable network registration URC "+CEREG <stat>[, <tac>][, <ci >]|,
<AcT>]"

4 Enable network registration URC "+CEREG <stat>[, <tac>], <ci >],
<AcT>][,, [, [, <Acti veTi me>[, <Peri odi cTAU>]]]"

<st at >(Mm

0 Not registered, ME is not currently searching an operator to register to.

1 Registered, home network.

2 No; registered, but ME is currently trying to attach or searching an operator to
register to.

3 Registration denied.
Unknown, e.g. out of LTE coverage

5 Registered, roaming.

<t ac>(str)

Two byte tracking area code in hexadecimal format (e.g. "00C3" equals 195 in decimal)

<Ci >(str)

Four byte LTE cell ID in hexadecimal format.

<AcT>(um

Radio access technology

GSM (not applicable)

UTRAN (not applicable)

GSM w/EGPRS (not applicable)

UTRAN w/HSDPA (not applicable)

UTRAN w/HSUPA (not applicable)

UTRAN w/HSDPA and w/HSUPA (not applicable)
E-UTRAN

N o o~ WO N O

<ActiveTi me>E"

One byte in an 8 bit format.

Active time value to be allocated to the UE. The Active Time value is coded as one byte (octet 3) of the GPRS
Timer 2 information element coded as bit format (e.g. "00100100" equals 4 minutes). For more information on
coding and value range, see 3GPP TS 24.008 [37], table 10.5.163).

<Peri odi cTAU>EM

One byte in an 8 bit format.

Extended periodic TAU value to be allocated to the UE in E-UTRAN. The extended periodic TAU value is coded
as one byte (octet 3) of the GPRS Timer 3 information element coded as bit format (e.g. "01000111" equals 70
hours). For more information on coding and value range, see 3GPP TS 24.008 [37], table 10.5.163a).
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10.7 AT+CGEREP Packet Domain Event Reporting

The AT+CGEREP write command enables or disables sending of unsolicited result codes, +CGEV URCs from MT
to TE in the case of certain events occurring in the Packet Domain MT or the network.

Parameter <node> controls the processing of unsolicited result codes specified within this command. <bf r >
controls the effect on buffered codes when <node> 1 or 2 is entered. If a setting is not supported by the MT,
ERROR or +CME ERROR: is returned.

The AT+CGEREP read command returns the current <node> and buffer settings.

The AT+CCGEREP test command returns the modes and buffer settings supported by the MT as compound values.

Syntax

Test Command

AT+CGEREP="?

Response(s)

+CGEREP: (list of supported <nbde>s), (list of supported <bf r >s)
(0 ¢

Read Command

AT+CCGEREP?

Response(s)

+CGEREP: <npde>, <bf r >

K

Write Command

AT+CGEREP=[<npde>[, <bf r >]]

Response(s)

(0 ¢

ERROR

+CME ERROR: <err>

PIN > Last Reference(s)

+ o+ - 3GPP TS 27.007 [43]

Unsolicited Result Codes

URC 1
+CGEV: NW DEACT <pci d>, <cid>, <event-type>

The network has deactivated a context. The <ci d> for this context is provided to the TE in addition to the
associated primary <pci d>. The formats of the parameters <pci d> and <ci d> are found in commands
AT+CCDCONT and AT+CGDSCONT.

URC 2

+CCEV: ME DEACT <pci d>, <cid> <event-type>
The network has responded to an ME initiated context deactivation request. The associated <ci d> is pro-
vided to the TE in addition to the associated primary <pci d>. The format of the parameters <pci d> and
<ci d> are found in command AT+CGDSCONT.

URC 3
+CCGEV: NW DETACH
The network has forced a PS detach.
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URC 4
+CGEV: ME DETACH
The mobile equipment has forced a PS detach.

URC 5
+CCEV: PDN DEACT <ci d>
A context deactivation has been forced. The <ci d> that was used to activate the context is provided if known
to the MT. The context represents a PDN connection in LTE.

URC 6
+CCEV: ME ACT <pcid>, <cid> <event-type>
The network has responded to an ME initiated context activation. The <ci d> for this context is provided to
the TE in addition to the associated primary <pci d>.

URC 7
+CGEV: NW MODI FY <ci d>, <change-reason>, <event -type>
The network has modified a context. The associated <ci d> is provided to the TE in addition to the <change-
reason> and <event -t ype>. The format of the parameter <ci d> is found in command AT+CGDCONT or
AT+CGDSCONT.

URC 8
+CCGEV: NW PDN ACT <ci d>
The network has activated a context. The context represents a Primary PDP context in. The <ci d> for this
context is provided to the TE. The format of the parameter <ci d> is found in command AT+CGDCONT.

URC 9
+CGEV: NW PDN DEACT <ci d>
The network has deactivated a context. The context represents a PDN connection in LTE or a Primary PDP
context in. The associated <ci d> for this context is provided to the TE. The format of the parameter <ci d>
is found in command AT+CGDCONT.

URC 10
+CGEV: ME PDN DEACT <ci d>
The mobile termination has deactivated a context. The context represents a PDN connection in LTE or a Pri-
mary PDP context in. The <ci d> for this context is provided to the TE. The format of the parameter <ci d>
is found in command AT+CGDCONT.

URC 11
+CGEV: NW ACT <pci d>, <cid> <event-type>
The network has activated a context. The <ci d> for this context is provided to the TE in addition to the asso-
ciated primary <pci d>. The format of the parameters <pci d> and <ci d> are found in command
AT+CGDSCONT.

URC 12
+CCGEV: ME MODI FY <ci d>, <change-reason>, <event-type>
The mobile termination has modified a context. The associated <ci d> is provided to the TE in addition to the
<change-r eason> and <event -t ype>.

URC 13
+CCEV: ME PDN ACT <cid>[, <reason>]

The UE has activated a context. The context represents a Primary PDP context in LTE. The <ci d> for this
context is provided to the TE. This event is sent either in result of explicit context activation request
(AT+CGACT), or in result of implicit context activation request associated to attach request (AT+CGATT=1).
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Parameter Description

<r.mde>(num)
o®

<bf r>(m
o®

<r eason>M'm

Buffer unsolicited result codes in the MT. Currently 3 +CGEV URCs can be
buffered. If MT result code buffer is full, the oldest ones will be discarded. No
codes are forwarded to the TE.

Discard unsolicited result codes when MT TE link is reserved (e.g. in on line
data mode); otherwise forward them directly to the TE.

Buffer unsolicited result codes in the MT when MT TE link is reserved (e.g. in
on line data mode) and flush them to the TE when MT TE link becomes avail-
able; otherwise forward them directly to the TE. Currently 3 +CGEV URCs can
be buffered. If MT result code buffer is full, the oldest URCs will be discarded.

MT buffer of unsolicited result codes defined within this command is cleared
when <npde> 1 or 2 is entered

MT buffer of unsolicited result codes defined within this command is flushed to
the TE when <node> 1 or 2 is entered (OK response will be given before flush-
ing the codes). Buffer is empty afterwards.

Indicates the reason why the context activation request for PDP type IPv4v6 was not granted. This parameter
is only included if the requested PDP type associated with <ci d> is IPv4v6, and the PDP type assigned by the
network for <ci d> is either IPv4 or IPv6.

0

1
2
3

<change- r eason>M™

IPV4 only allowed
IPV6 only allowed
Single address bearers only allowed

Single address bearers only allowed and MT initiated context activation for a
second address type bearer was not successful.

Integer type parameter indicates what kind of change occurred.

0
1
2
3

<event - t ype>Mm

Not available

TFT only changed

Qos only changed

Both TFT and QoS changed

Integer type parameter indicates whether this is an informational event or whether the TE has to acknowledge it.

0

gemalto™
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10.8 AT+CGPADDR Show PDP Address

The AT+CGPADDR exec command returns a list of PDP addresses for all defined contexts.

The AT+CGPADDR write command returns a list of PDP addresses for the specified context identifiers. If a context
is not defined, then no output line is generated for it. If no <ci d> is specified, the addresses for all defined con-
texts are returned.

The AT+CGPADDR test command returns a list of defined <ci d>s.

Syntax

Test Command

AT+CGPADDR=?
Response(s)

[+CGPADDR: (list of defined <ci d>s)]
(0

Exec Command

AT+CGPADDR

Response(s)

[+CGPADDR: <ci d>[, <PDP_addr ess_1>[, <PDP_addr ess_2>]]]
[+CGPADDR: ...]

K

ERROR

+CVE ERROR: <err>

Write Command
AT+CGPADDR=[<ci d>[,<ci d>[, ...]]]
Response(s)

[+CGPADDR: <ci d>[, <PDP_addr ess_1>[, <PDP_addr ess_2>]]]
[+CGPADDR: ...]

(0 4

ERROR

+CVE ERROR: <err>

PIN " Last Reference(s)
+  + = 3GPP 27.007

Parameter Description

<ci d>(num)

Parameter specifies a particular PDP context definition (see AT+CGDCONT parameter <ci d>).

<PDP_addr ess_1>(%

A string that identifies the MT in the address space applicable to the PDP. The address may be static or dynamic.
If address is not available parameter is omitted.

Parameter specifies the assigned address as a dot-separated numeric (0-255) parameter of the form
"al.a2.a3.a4" for IPv4 and "al.a2.a3.a4.a5.a6.a7.a8.a9.a10.a1l.a12.a13.al14.a15.a16" for IPv6.

The settings of AT+CGPI AF can influence the format of the IPv6 address.
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<PDP_addr ess_ 2>
A string that identifies the MT in the address space applicable to the PDP. The address may be static or dynamic.
Parameter is displayed only when both IPv4 and IPv6 addresses are assigned, with <PDP_addr ess_1> con-

taining the IPv4 address and this parameter the IPv6 address.
Parameter specifies the assigned IPv6 address as a dot-separated numeric (0-255) parameter of the form

"al.a2.a3.a4.a5.a6.a7.a8.a9.a10.a1l1.al12.a13.a14.a15.a16".
The settings of AT+CGPI AF can influence the format of this parameter.
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10.9 AT+CGPIAF Select Printing IP address format

AT+CGPI AF specifies the format to print IPV6 address parameters of other AT commands. See RFC 4291 for
details of the IPv6 address format. The +CGPIAF parameters <f or mat >, <subnet >, <l zer os> and <cze-
r os> affect the following commands and parameters:

e in AT+CGTFT and AT+CGTFTRDP, the <r em addr _subnet _mask>;

¢ in AT+CGDCONT, the <PDP_addr >;

e in AT+CGPADDR, the <PDP_addr ess_1> and <PDP_addr ess_2>;

e in AT+CGCONTRDP, the <Local Addr and SubNet Mask>, <DNS pri m addr > and <DNS_sec_addr >.

The read command returns the current command parameter settings.
The test command returns supported parameter values.

Syntax

Test Command

AT+CGPI AF=?

Response(s)

+CGPI AF: (list of supported <f or mat >s), (list of supported <subnet >s), (list of supported <| zer 0s>s),

(list of supported <czer 0s>s)
(04

Read Command

AT+CGPI AF?

Response(s)

+CGPI AF: <for mat >, <subnet >, <l zer 0s>, <czer os>
(0

Write Command

AT+CGCPI AF=[<f or mat >[, <subnet >[, <l zer 0s>[, <czer 0s>]]]]
Response(s)

(04

ERROR

+CMVE ERROR: <err>

PIN > Last Reference(s)

+ + = 3GPP 27.007

Parameter Description

<f or mat >(M™

A numeric parameter which decides the IPv6 address format. Relevant for all AT command parameters that can
hold an IPv6 address.

o® Use IPv4-like dot-notation. IP address, and subnetwork mask if appliccable,
are dot-separated, e.g.
"32.1.13.184.0.0.205.48.0.0.0.0.0.0.0.0.255.255.255.255.255.255.255.240.0.
0.0.0.0.0.0.0"
for parameters holding address and subnet mask and
"32.1.13.184.0.0.205.48.0.0.0.0.0.0.0.0"
for other IP address parameters.
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1 Use IPv6-like colon-notation. IP address, and subnetwork mask if applicable
and when given explicitly, are separated by a space, e.g.
"2001:0DB8:0000:CD30:0000:0000:0000:0000
FFFF:FFFF:FFFF:FFF0:0000:0000:0000:0000"
for parameters holding address and subnet mask and
"2001:0DB8:0000:CD30:0000:0000:0000:0000"
for other IP address parameters.

<subnet >M™

A numeric parameter which decides the subnet-notation for parameters that hold remote address and subnet
mask, e.g. <rem addr _subnet nask>. Setting does not apply if <f or mat >=0.

o® Both IP Address and subnet mask are stated explicitly, separated by a space,
e.g.
"2001:0DB8:0000:CD30:0000:0000:0000:0000
FFFF:FFFF:FFFF:FFF0:0000:0000:0000:0000".

1 The printout format is applying / (forward slash) subnet-prefix Classless Inter-
Domain Routing (CIDR) notation, e.g.
*:0DB8:0000:CD30:0000:0000:0000:0000/60"

<l zer os>Mm

A numeric parameter which decides whether leading zeros are omitted or not. Setting does not apply if <f or -
mat >= 0.

o® Leading zeros are omitted, e.g. "2001:DB8:0:CD30:0:0:0:0".

1 Leading zeros are included, e.g.
"2001:0DB8:0000:CD30:0000:0000:0000:0000".

<czer os>Mm

A numeric parameter which decides whether 1-n instances of 16-bit zero-values are replaced by only "::". This
applies only once. Setting does not apply if <f or mat >= 0.

o® No zero compression, e.g. "2001:DB8:0:CD30:0:0:0:0".
1 Use zero compression, e.g. "2001:DB8:0:CD30::".
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10.10 AT+CGEQOSRDP EPS Quality of Service Read Dynamic Parame-
ters

The write command returns Quality of Service parameters of the active PDP context associated to the provided
context identifier <ci d>.

If the parameter <ci d> is omitted, the Quality of Service parameters for all secondary and non-secondary active
PDP contexts are returned.

The test command returns a list of <ci d>s associated with active PDP contexts.

Parameters of both network and MT/TA initiated PDP contexts will be returned.

Syntax

Test Command
AT+CGEQOSRDP="?
Response(s)

+CCGEQOSRDP:  (list of <ci d>s associated with active contexts)
(0

Exec Command

AT+CGEQOSRDP

Response(s)

[+CGEQOSRDP:  <ci d>, <QCl >, [<xDL_GBR>, <UL_GBR>], [<DL_MBR>, <UL_MBR>][, <DL_AMBR>,
<UL_ANVBR>]]

[+CGEQOSRDP:  ...]

K

ERROR

+CVE ERROR: <err>

Write Command
AT+CGEQOSRDP=<ci d>
Response(s)

[+CGEQUSRDP:  <ci d>, <QCl >, [<DL_GBR>, <UL_GBR>], [<DL_MBR>, <UL_MBR>][, <DL_ANMBR>,
<UL_AVBR>]]
[+CGEQUSRDP:  ...]

(0 ¢

ERROR

+CME ERROR: <err>

PIN > Last Reference(s)

+ - - 3GPP TS 27.007 [43]

Parameter Description

<c i d>(StI‘)

Specifies a particular EPS Traffic Flows definition in EPS and a PDP Context definition in UMTS/GPRS (see
AT+CCDCONT and AT+CGDSCONT).

<(x:| >(num)

Specifies a class of EPS QoS.

0 QCl is selected by network

1.4 Value range for guaranteed bit rate Traffic Flows

5..9 Value range for non-guaranteed bit rate Traffic Flows

128...254 Value range for for Operator-specific QCls
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<DL_GBR>(™™
Indicates DL GBR in case of GBR QCI. The value is in kbit/s. This parameter is omitted for a non-GBR QCI.

<UL_GBR>("m
Indicates UL GBR in case of GBR QCI. The value is in kbit/s. This parameter is omitted for a non-GBR QCI.

<DL_'VB»(num)
Indicates DL MBR in case of GBR QCI. The value is in kbit/s. This parameter is omitted for a non-GBR QCI.

<UL_MBR>(Mm
Indicates UL MBR in case of GBR QCI. The value is in kbit/s. This parameter is omitted for a non-GBR QCI.

<DL_ AVBR>(M™
Indicates DL APN aggregate MBR. The value is in kbit/s.

<UL_AMBR>(MUm
Indicates UL APN aggregate MBR. The value is in kbit/s.

Note

< If multiple lines in a response belong to the same PDN connection they contain the same <DL_AMBR>
<UL_AMBR> values.
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10.11 AT+CGCONTRDP PDP context read dynamic parameters

The AT+CGCONTRDP write command returns dynamic parameters for the active non-secondary PDP context
specified with <ci d>.

The AT+CGCONTRDP execute command returns dynamic parameters for all active non-secondary PDP contexts.
For contexts of <PDP_t ype> "IPV4V6" the response of exec and write command will have two lines per <ci d>.
First line describes the IPV4 dynamic parameters followed by another line with the IPV6 dynamic parameters.

Syntax

Test Command
AT+CGCONTRDP=?
Response(s)

+CGCONTRDP: (list of supported <ci d>s) associated with active contexts
(014

Exec Command

AT+CGCONTRDP

Response(s)

+CGCONTRDP: <ci d>, <Bear er _| D>, <APN>[, <Local Addr and SubNet Mask>[, <GvAddr >],
<DNS_pri m addr >[, <DNS_sec_addr >[, <P_CSCF_pri m addr >[, <P_CSCF_sec_addr >,

<| M_CN_Si gnal I'i ng_Fl ag=>11IIII

+CGCONTRDP: <ci d>, <Bear er _| D>, <APN>[, <Local Addr and SubNet Mask>[, <GvAddr >],
<DNS_pri m addr >[, <DNS_sec_addr >[, <P_CSCF_pri m addr >[, <P_CSCF_sec_addr >[,

<| M_CN_Si gnal I'i ng_FI ag=>11IIII

[+CGCONTRDP:  ...]

(04

ERROR

+CVE ERROR: <err>

Write Command
AT+CGCONTRDP=<ci d>
Response(s)

+CGCONTRDP: <ci d>, <Bear er _| D>, <APN>[, <Local Addr and SubNet Mask>[, <GvAddr >],
<DNS_pri m addr >[, <DNS_sec_addr >[, <P_CSCF_pri m addr >[, <P_CSCF_sec_addr >[,
<I M CN_Si gnal I i ng_Fl ag=>111111]

K

ERRCR

+CVE ERROR: <err>

PIN - Last Reference(s)

+ - - 3GPP TS 27.007 [43]

Parameter Description

<ci d>(num)

Specifies a particular non-secondary PDP context definition. The parameter is local to the TE-MT interface and
is used in other PDP context-related commands. See AT+CGDCONT.

<Bear er _| D>("m

Identifies the bearer, EPS Bearer in EPS and NSAPI in UMTS/GPRS.
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<APN>EY

Access Point Name
Logical name used to select the GGSN or the external packet data network.

<Local Addr and SubNet Mask>®"
Shows the IP address and subnet mask of the UE in the format specified by AT+CGPI AF.

<@wAddr >0
Shows the Gateway Address of the UE in the format specified by AT+CGPI AF.

<DNS_pri m addr >©%

Shows the IP address of the primary DNS server.
The settings of AT+CGPI AF influences the format of this parameter.

<DNS_sec_addr >0

Shows the IP address of the secondary DNS server.
The settings of AT+CGPI AF influences the format of this parameter.

<P_CSCF_pri m addr >®"

Shows the IP address of the primary P-CSCF server.
The settings of AT+CGPI AF influences the format of this parameter.

<P_CSCF_sec_addr >6"

Shows the IP address of the secondary P-CSCF server.
The settings of AT+CGPI AF influences the format of this parameter.

<I M_CN_Si gnal | i ng_Fl ag>™m

Shows whether the PDP context is for IM CN subsystem-related signalling only or not.

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 212 of 326
10.12 AT+CGSCONTRDP

10.12 AT+CGSCONTRDP Secondary PDP Context Read Dynamic
Parameters

The write command returns <p_ci d>and <bear er _| D>and <l M CN_Si gnal | i ng_Fl ag> for an active sec-
ondary PDP context with the context identifier <ci d>.

If the parameter <ci d> is omitted, the <ci d>, <p_ci d>and <bearer _| D>and<I M CN_Si gnal | i ng_FI ag>
are returned for all active secondary PDP contexts. In EPS, the Traffic Flow parameters are returned.

The test command returns a list of <ci d>s associated with active secondary PDP contexts.

Syntax

Test Command
AT+CGSCONTRDP="?
Response(s)

+CGSCONTRDP: (list of <ci d>s associated with active contexts)
(04

Write Command

AT+CGSCONTRDP=[<ci d>]

Response(s)

[+CGSCONTRDP: <ci d>, <p_ci d>, <bearer | D>[, <I M CN_Si gnal | i ng_Fl ag>]]
[+CGSCONTRDP: <ci d>, <p_ci d>, <bearer | D>[, <I M CN_Si gnal | i ng_Fl ag>]]
[+CGSCONTRDP:  ...]

(0 ¢

ERROR

+CME ERROR: <err>

PIN > Last Reference(s)

+ - - 3GPP TS 27.007 [43]

Parameter Description

<ci d>(num)

Specifies a particular active secondary PDP context or Traffic Flows definition. The parameter is used in other
PDP context-related commands (see the AT+CGDCONT and AT+CGDSCONT).

<p_ci d>(num)

Specifies a particular PDP context definition or default EPS context Identifier which has been specified by use
of the AT+CGDSCONT command (see the AT+CGDSCONT command).

<bear er _| D>("M
Identifies the bearer, EPS Bearer in EPS and NSAPI in UMTS/GPRS.

<I M_CN_Si gnal | i ng_Fl ag>™m
IM CN Signalling Flag
Shows whether the PDP context is for IM CN subsystem-related signalling only or not.

0 PDP context is not for IM CN subsystem-related signalling only.
1 PDP context is for IM CN subsystem-related signalling only.
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10.13 AT+CGTFT Traffic Flow Template

The AT+CGTFT test command returns values supported as a compound value. If the MT supports several PDP
types, the parameter value ranges for each PDP type are returned on a separate line. TFTs shall be used for
PDP-type IP and PPP only. For PDP-type PPP a TFT is applicable only when IP traffic is carried over PPP. If
PPP carries header-compressed IP packets, then a TFT cannot be used.

The write command allows the TE to specify a Packet Filter - PF for a Traffic Flow Template - TFT that is used
in the GGSN for routing of down-link packets onto different QoS flows towards the TE. The concept is further
described in the 3GPP TS 23.060. A TFT consists of from one and up to 16 Packet Filters, each identified by a
unique <fi | t eri d>. A Packet Filter also has an <pr ecedence> that is unique within all TFTs associated with
all PDP contexts that are associated with the same PDP address.

The AT+CGTFT write command specifies a Packet Filter that is to be added to the TFT stored in the MT and used
for the context identified by the context identification parameter, <ci d>. The specified TFT will be stored in the
GGSN only at activation or MS-initiated modification of the related context. Since this is the same parameter that
is used in the AT+CGDCONT and AT+CGDSCONT commands, the AT+CGTFT command is effectively an extension
to these commands. The Packet Filters consist of a number of parameters, each of which may be set to a sep-
arate value.

A special form of the write command, AT+CGTFT=<ci d> causes all of the Packet Filters in the TFT for context
number <ci d> to become undefined. At any time there may exist only one PDP context with no associated TFT
amongst all PDP contexts associated to one PDP address. At an attempt to delete a TFT, which would violate
this rule, an ERROR or +CME ERROR response is returned. Extended error responses are enabled by the
AT+CMEE command.

The AT+CGTFT read command returns the current settings for all Packet Filters for each defined context.

Syntax

Test Command

AT+CGTFT="?

Response(s)

+CGTFT: <pdpt ype>, (list of supported <fi | t eri d>s), (list of supported <pr ecedence>s), (list of
supported <r em addr _subnet nmask>s), (list of supported <pr ot ocol no>s), (list of supported
<dest port r ange>s), (list of supported <sr cpor t r ange>s), (list of supported <i pseci dx>s), (list of
supported <t 0s>s), (list of supported <f | owl abel >s), (list of supported <di r ect i on>s)

(0

ERRCR

+CMVE ERROR: <err>

Read Command

AT+CGTFT?

Response(s)

[+CGTFT: <cid>, <filterid>, <precedence>, <rem addr_subnet mask>, <pr ot ocol no>,
<dest portrange>, <srcportrange>, <i pseci dx>, <t os>, <f | owl abel >, <di recti on>]
[+CGTFT: ..]

(04

ERROR

+CVE ERROR: <err>

Write Command

AT+CGTFT=<ci d>[, <fi |l teri d>, <precedence>[, <rem addr _subnet _nmask>[, <pr ot ocol no>[,
<dest portrange>[, <srcportrange>[, <i pseci dx>[, <t os>[, <f | ow abel >[, <di r ect i on>]]]IIIIII
Response(s)

(0 ¢
ERROR
+CME ERROR: <err>
PIN > Last Reference(s)
-+ - 3GPP TS 27.007 [43]
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Parameter specifies a particular PDP context definition. The parameter is local to the TE-MT interface and is

used in other PDP context-related commands.
1..8

<filterid>m

Packet filter identifier

Parameter specifies a packet filter identifier.
1..16

<pr ecedence>Mm

Evaluation Precedence Index
Parameter specifies a evaluation precedence index.
0...255

<rem addr _subnet _mask>®"
Remote address and subnet mask

The string is given as dot-separated numeric (0-255) parameters on the form:

for IPv4: "al.a2.a3.a4.m1.m2.m3.m4"
for IPv6:

"al.a2.a3.a4.ab5.a6.a7.a8.a9.a10.all.al2.al13.al4.a15.a16.m1.m2.m3.m4.m5.m6.m7.m8.m9.m10.m11.m12.

m13.m14.m15.m16".

The settings of AT+CGPI AF can influence the format of this parameter.

<pr ot ocol no>Mm

Protocol number

Parameter specifies the protocol number (ipv4) / next header (ipv6).

0...255

<dest port r ange>®"

Destination port range
Parameter specifies the destination port range.
"0.0"..."65535.65535"

<srcport r ange>©"

Source port range

Parameter specifies the source port range.
"0.0"..."65535.65535"

<i pseci dx>m

IPsec security parameter index

Parameter specifies the IPsec security parameter index (spi).
00000000...FFFFFFFF
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<t 05>

Type of service and mask/traffic class
Parameter specifies the type of service (tos)(ipv4) and mask/traffic class (ipv6).
"0.0"..."255.255"

<f | owl abel >

Flow label
Parameter specifies the flow label (ipv6).
00000...FFFFF

<di rect i on>Mm

Parameter specifies the transmission direction in which the packet filter shall be applied.

0 Pre-Release 7 TFT filter (see 3GPP TS 24.008 [8], table 10.5.162)

1 Uplink

2 Downlink

3 Birectional (Up and Downlink) (default if omitted)

<pdpt ype>©

PDP type

Parameter specifies the PDP type.

“IP* Internet Protocol (IETF STD 5)

“IPVe6" Internet Protocol, version 6 (see RFC 2460)

“IPV4V6*" Virtual <pdpt ype> introduced to handle dual IP stack UE capability. (See
3GPP TS 24.301)

Note

« Some of the above listed attributes may coexist in a Packet Filter while others mutually exclude each other,
the possible combinations are shown in 3GPP TS 23.060.
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10.14 AT+CGTFTRDP Traffic Flow Template Read Dynamic Parameters

The write command returns the relevant information about Traffic Flow Template for an active secondary or non-
secondary PDP context specified by <ci d> together with the additional network assigned values when estab-
lished by the network.

The exec command returns the relevant information about the Traffic Flow Templates for all active secondary
and non-secondary PDP contexts.

Parameters of both network and MT/TA initiated PDP contexts will be returned.

The test command returns a list of <ci d>s associated with active secondary and non-secondary contexts.

Syntax

Test Command
AT+CGIFTRDP=?
Response(s)

+CGTFTRDP: (list of <ci d>s associated with active contexts)
(04

Exec Command

AT+CGTFTRDP

Response(s)

[+CGTFTRDP: <ci d>, <filterid>, <precedence>, <rem addr_subnet mask>, <pr ot ocol no>,
<l ocal - port range>, <r enot e- portr ange>, <i pseci dx>, <t os>, <f| ow abel >, <di recti on>,
<NWfilterl D>]

[+CGTFTRDP: ...]

(0 ¢

ERRCR

+CME ERROR: <err >

Write Command

AT+CGTFTRDP=<ci d>

Response(s)

[+CGTFTRDP: <ci d>, <filterid>, <precedence>, <rem addr_subnet mask>, <pr ot ocol no>,

<l ocal - port range>, <r enot e- por tr ange>, <i pseci dx>, <t os>, <f| ow abel >, <di recti on>,
<NWfilterlD>]

[+CGTFTRDP: ..]

(04

ERROR

+CVE ERROR: <err>

PIN " Last Reference(s)

+ - - 3GPP TS 27.007 [43]

Parameter Description

<Ci d>(num)

Specifies a particular secondary or non secondary PDP context definition or Traffic Flows definition (see
AT+CGDCONT and AT+CGDSCONT commands). (see notes for network initiated PDP context)

1.8
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<filterid>Mm

Packet filter identifier

Specifies a packet filter identifier. (see notes for network initiated PDP context)
1..16

<pr ecedence>Mm

Evaluation Precedence Index

Specifies a evaluation precedence index.
0...255

<rem addr _subnet _mask>®"

Remote address and subnet mask

The string is given as dot-separated numeric (0-255) parameters on the form:

"al.a2.a3.a4.m1.m2.m3.m4" for IPv4 or
"al.a2.a3.a4.a5.a6.a7.a8.a9.a1l0.a1l1.a12.a13.a14.a15.a16.m1.m2.m3.m4.m5.m6.m7.m8.m9.m10.m11.m12.
m13.m14.m15.m16" for IPv6.

The settings of AT+CGPI AF can influence the format of this parameter.

<pr ot ocol no>Mm

Protocol number
Specifies the protocol number (ipv4) / next header (ipv6).
0...255

<l ocal - port r ange>®"

Local port range
The string is given as dot-separated numeric (0-65535) parameters on the form "f.t".

<r enot e- por t r ange>©"

Remote port range
The string is given as dot-separated numeric (0-65535) parameters on the form "f.t".

<i pseci dx>Mm

IPsec security parameter index
Specifies the IPsec security parameter index (spi) in hexadecimal format.
00000000...FFFFFFFF

<t 0s >(str)

Type of service and mask/traffic class

Specifies the type of service (tos)(ipv4) and mask/traffic class (ipv6) and mask. The string is given as dot-sep-
arated numeric (0-255) parameters on the form "f.t".

<f | owl abel >™m

Flow label

Parameter specifies the flow label in hexadecimal format (valid for ipv6 only).
00000...FFFFF
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<di rect i on>("m
Specifies the transmission direction in which the Packet Filter will be applied.

0 Pre Release 7 TFT Filter

1 Uplink

2 Downlink

3 Bidirectional (Used for Uplink and Downlink)

<NWfilterl D>(um

NW Packet filter identifier
Parameter specifies a packet filter identifier. In EPS the value is assigned by the network when established.

1...16

Notes

« Some of the listed attributes can coexist in a Packet Filter while others mutually exclude each other. The pos-
sible combinations are shown in 3GPP TS 23.060 [25].

e <ci d> values for network initiated PDP contexts will have values outside the ranges indicated.
« <filterid>values for network initiated PDP contexts can have values outside the ranges indicated.
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10.15 AT+CGAUTH Define PDP Context Authentication Parameters

The AT+CGAUTH write command specifies the type of authentication protocol for the specified PDP context.
The AT+CGAUTH read command returns the current settings for each defined PDP context. If no PDP context is
defined the read command returns only OK result code.

Syntax

Test Command

AT+CGAUTH="?

Response(s)

+CGAUTH: (range of supported<ci d>s), (list of supported <aut h_pr ot >s), (max. string length of
<user | d>s), (max. string length of <passwor d>s)

(04

ERROR

+CVE ERROR: <err>

Read Command

AT+CGAUTH?

Response(s)

[+CGAUTH: <ci d>, <aut h_pr ot >, <user | d>, <passwor d>]
[+CGAUTH: <ci d>, <aut h_pr ot >, <user | d>, <passwor d>]
[+CGAUTH: ..]

(01

ERROR

+CMVE ERROR: <err>

Write Command

AT+CGAUTH=<ci d>[, <aut h_pr ot >[, <user | d>, <passwor d>]]
Response(s)

X

ERROR

+CME ERROR <err >

PIN > Last Reference(s)

-+ - 3GPP TS 27.007 [43]

Parameter Description
<ci d>(num)(NV)

Specifies a particular PDP context definition (see AT+CGDCONT parameter <ci d>).
1.8

<aut h_pr ot >Mm®V)

Types of authentication to be used for specified PDP context.

[0] none
Used to indicate that no authentication protocol is used for this PDP context.
Username and password are removed if previously specified.

PAP
CHAP
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10.15 AT+CGAUTH

<user | d>6NNV)

Specifies the user name used for authentication.

<passwor d>ENNY)
Specifies the password used for authentication.
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10.16 AT+CGDATA Enter data state

The AT+CGDATA write command causes the MT to perform all actions which are necessary to establish commu-
nication between the TE and the network using one or more PDP types. This may include performing a PS attach
and one or more PDP context activations. Commands following the AT+CGDATA command in the AT command
line will not be processed by the MT.

If no <ci d> is given or if there is no matching context definition, the MT will attempt to activate the context with
PDP type IP and all other context parameters set to their default values (see AT+CGDCONT).

If the <L2P> parameter is omitted, the layer 2 protocol is unspecified and PPP will be used.

If the write command is successful, the MT issues the intermediate result code CONNECT and enters V.250
online data state.

After data transfer is complete, and the layer 2 protocol termination procedure has completed successfully, the
command state is reentered and the MT returns the final result code OK.

If the <L2P> parameter value is unacceptable to the MT, the MT returns ERROR or +CME ERROR.

In the event of erroneous termination or a failure to start up, the command state is reentered and the MT returns
NO CARRIER, or if enabled +CME ERROR.

The AT+CGDATA test command is used for requesting information on the supported layer 2 protocols to be used
between the TE and MT.

Syntax

Test Command
AT+CCDATA=?
Response(s)

+CGDATA: (list of supported <L2P>s)
(03¢

Exec Command
AT+CGDATA

Response(s)

CONNECT

NO CARRI ER

ERROR

+CME ERROR: <err >

Write Command

AT+CGDATA=<L2P>[, <ci d>[, <ci d>]]
Response(s)

CONNECT

NO CARRI ER

ERROR

+CME ERROR: <err >

PIN - Last Reference(s)
S 3GPP TS 27.007 [43]

Parameter Description

<L2p>60

Layer 2 protocol to be used between the TE and MT.

[“‘PPP] Layer 2 protocol PPP
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<ci d>(num)

Parameter specifies a particular PDP context definition (see AT+CGDCONT parameter <ci d>). The parameter
is used in other PDP context-related commands.

10.16.1 Automatic deactivation of PDP context during dial-up PPP

When using the AT+CGDATA write command or ATD* 99# the MT issues the intermediate result code CONNECT
and enters V.250ter online data state. In V.250 online data state, first some LCP protocol exchange between MT
and TE is performed to set up the PPP link. After successfully establishing the PPP link, the MT performs the
PDP context activation procedure if the context is not already activated. As a result, the MT is in a "PDP context
activated" state within the PLMN, the PPP link is established on the mobile side and the mobile is ready for IP
data transfer.

If the TE wants to close the LCP link the MT may perform an LCP termination request procedure on PPP level.
After this LCP termination procedure the MT deactivates the PDP context automatically and the MT returns to
V.250 command mode and issues the final result code NO CARRIER.

During the implicit PDP context deactivation procedure after LCP termination the TE may change into V.250
command state (e.g. by using +++ or by toggling DTR if AT&D s set to 1) before the result NO CARRIER occurs.
In this case the application should not try to deactivate the PDP context by using the commands AT+CGACT or
ATH. If DTR is configured to disconnect data connections (AT&D2), then the application should not toggle DTR
during the implicit PDP context deactivation and before "NO CARRIER" is received.
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10.17 AT+CGSMS

10.17 AT+CGSMS Select Service for MO Short messages

AT+CGSMS specifies the service or service preference that the MT will use to send MO (mobile originated) short

messages.

Syntax

Test Command

AT+CGSM5="

Response(s)

+CGSMS:  (list of supported <ser vi ce>s)

K
Read Command

AT+CGSMS?
Response(s)

+CGSMS: <servi ce>
oK

Write Command

AT+CGSM5=[<ser vi ce>]
Response(s)

(0.4
ERROR
+CVE ERROR:. <err>

PIN - Last

+ o+ -

Parameter Description

<servi ce>MmME&V)

Reference(s)

3GPP TS 27.007 [43]

A numeric parameter which indicates the service or service preference to be used. Parameter is global for all

interfaces and volatile.
O(P)

1
2

Notes

Packet Domain
Circuit switched

Packet Domain preferred (use circuit switched SMS transfer if mobile is not PS
attached)

Circuit switched preferred (use Packet Domain if circuit switched is not avail-
able)

¢ Sending SMS via Packet Domain is only possible when mobile is attached using AT+CGATT.
* The command has been added only for compatibility reasons, and has no effect.
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10.18 ATD*99# Request Packet Domain Service

ATD* 99# causes the MT to perform whatever actions are necessary to establish a communication between the
TE and the external PDN.

The V.250 'D' (Dial) command causes the MT to enter the V.250 online data state and, with the TE, to start the
specified layer 2 protocol. No further commands may follow on the AT command line. Packet Domain attachment
and PDP context activation procedures may take place prior to or during the PDP startup if they have not already
been performed using the AT+CGATT and AT+CGACT commands.

To confirm acceptance of the command before entering the V.250 online data state command will return CON-
NECT.

When the layer 2 protocol has terminated, either as a result of an orderly shutdown of the PDP or an error, the
MT enters V.250 command state and returns NO CARRIER (for details refer to Section 10.16.1, Automatic deac-
tivation of PDP context during dial-up PPP).

Syntax

Exec Command
ATD* 99[* [<cal | ed_addr ess>][* [<L2P>][* [<ci d>]]]}#
Response(s)

CONNECT

NO CARRI ER

ERROR

+CME ERROR: <err >

PIN - Last Reference(s)
+ -+ 3GPP TS 27.007 [43]

Parameter Description

<cal | ed_addr ess>®"

IP V4 address in the form w.x.y.z, which identifies the called party; if it is provided, the MT will automatically set
up a virtual call to the specified address after the context has been activated. This parameter is currently not
used and needs not to be specified.

<L2pP>(N

Layer 2 protocol to be used between the TE and MT.
[‘PPP] Layer 2 protocol PPP
“1* Layer 2 protocol PPP
<ci d>(num)

Parameter specifies a particular PDP context definition (see AT+CGDCONT command). If this parameter is not
specified <ci d> 3 (Internet PDN) is the default value.
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11. Short Message Service (SMS) Commands

11. Short Message Service (SMS) Commands

The AT Commands described in this chapter allow an external application to use the Short Message Service with
the EMS31-X.

11.1 SMS Parameters

Parameter Description

<ackpdu>Mm

Format is same for <pdu> in case of SMS, but without 3GPP TS 24.011 [36] SC address field and parameter
shall be bounded by double quote characters like a normal string type parameter

<al p h a>(Str)(+CSCS)

String type alphanumeric representation of <da> or <oa> corresponding to the entry found in phonebook. This
feature is not supported.

<cdat a>"m
Command Data

3GPP TS 23.040 [33] TP-Command-Data in text mode responses; UE converts each 8-bit octet into two IRA
character long hexadecimal numbers, e.g. octet with integer value 42 is represented as two characters "2A",
IRA 50 and 65 (decimal).

<ct >(num)

Command Type
3GPP TS 23.040 [33] TP-Command-Type in integer format
0...255

<da>(str)(+CSCS)

Destination Address

3GPP TS 23.040 [33] TP- Destination-Address Address-Value field in string format; BCD numbers (or GSM
default alphabet characters) are converted into characters; type of address given by <t oda>

<dat a>(num)(+CSCS)

User Data
In case of SMS: 3GPP TS 23.040 [33] TP-User-Data in text mode responses; format:

e If <dcs> indicates that 3GPP TS 23.038 [32] GSM 7 bit default alphabet is used and <f o> indicates that
3GPP TS 23.040 [33] TP-User-Data-Header-Indication is not set: UE converts GSM alphabet into current TE
character set according to rules covered in Annex A.

e If <dcs> indicates that 8-bit or UCS2 data coding scheme is used, or <f 0> indicates that 3GPP TS 23.040
[33] TP-User-Data-Header-Indication is set: UE converts each 8-bit octet into hexadecimal numbers con-tain-
ing two IRA characters, e.g. octet with integer value 42 is represented as two characters "2A", IRA 50 and 65
(decimal).
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<dt >(num)

Discharge Time

3GPP TS 23.040 [33] TP-Discharge-Time in time-string format: "yy/MM/dd,hh:mm:ss+zz", where characters
indicate year (two last digits), month, day, hour, minutes, seconds and time zone. For example, 6th of May 1994,
22:10:00 GMT+2 hours equals "94/05/06,22:10:00+08"

<i ndex>Mm

Integer type; value in the range of location numbers supported by the associated memory

<I engt h>(Mm

Message Length

Integer type value indicating in the text mode (AT+CMGF=1) the length of the message body <dat a> (or
<cdat a>) in characters; or in PDU mode (AT+CMGF=0), the length of the actual TP data unit in octets (i.e. the
RP layer SMSC address octets are not counted in the length) In text mode, the maximum length of an SMS
depends on the used coding scheme: It is 160 characters if the 7 bit GSM coding scheme is used, and 140 char-
acters according to the 8 bit GSM coding scheme.

If the SMS message format is "text mode" (AT+CMGF=1) and the character set is set to "UCS2" with AT+CSCS
and the SMS is also coded as "UCS2" (see <dcs> of AT+CSMP), then the length is in octets instead of charac-
ters.

<meml >©"

Memory to be used when listing, reading and deleting messages:

“SM* SIM message storage (not available for 3GGP2 SMS)
“ME“() Mobile Equipment message storage

“SR* Status report message storage

<nen2>(str)

Memory to be used when writing and sending messages:

“SM* SIM message storage (not available for 3GGP2 SMS)
“ME“(P) Mobile Equipment message storage

<rTerTB>(Str)

Received messages will be placed in this memory storage if routing to TE is not set. See command AT+CNM
with parameter <nt >=2.
Received status reports are always stored in "SR" unless directly forwarded to TE.

“SM* SIM message storage (not available for 3GGP2 SMS)

“ME“() Mobile Equipment message storage

“SR* Status report message storage (not available for 3GGP2 SMS)
<r.m>(num)

Message Number
3GPP TS 23.040 [33] TP-Message-Number in integer format

<nr >(num)

Message Reference
3GPP TS 23.040 [33] TP-Message-Reference in integer format

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 227 of 326
11.1 SMS Parameters

<Oa>(str)(+CSCS)

Originating Address

3GPP TS 23.040 [33] TP-Originating-Address Address-Value field in string format; BCD numbers (or GSM
default alphabet characters) are converted into characters; type of address given by <t ooa>

<pd u>(num)

In the case of SMS: 3GPP TS 24.011 [36] SC address followed by 3GPP TS 23.040 [33] TPDU in hexadecimal
format:; UE converts each octet of TP data unit into hexadecimal numbers containing two IRA characters, e.g.
octet with integer value 42 is represented as two characters "2A", IRA 50 and 65 (decimal). In the case of CBS:
<r a>3GPP TS 23.040 [33] TP-Recipient-Address Ad-dress-Value field in string format; BCD numbers (or GSM
default alphabet characters) are converted into characters; type of address given by <t or a>

<r a>(str)(+CSCS)

Recipient Address

3GPP TS 23.040 [33] TP-Recipient-Address Address-Value field in string format; BCD numbers (or GSM default
alphabet characters) are converted to characters of the currently selected TE character set (refer to command
AT+CSCS.); type of address given by <t or a>

<sc a>(str)(+CSCS)

Service Center Address

3GPP TS 24.011 [36] RP SC address Address-Value field in string format; BCD numbers (or GSM default alpha-
bet characters) are converted to characters of the currently selected TE character set (AT+CSCS); type of
address given by <t osca>

<sct s>Mm

Service Centre Time Stamp
3GPP TS 23.040 [33] TP-Service-Centre-Time-Stamp in time-string format (refer <dt >)

<st >(num)

Status

3GPP TS 23.040 [33] TP-Status in integer format
0...255

<st at >0

Message status
3GPP TS 27.005 [42] Interface of SMS and CB. Indicates the status of message in memory.

Description text mode (<node>=1) PDU mode (<nbde>=0) Default

Received unread mes- "REC UNREAD" 0 for SMS reading com-

sages mands

Received read messages "REC READ" 1

Stored unsent messages "STO UNSENT" 2 for SMS writing com-
mands

Stored sent messages "STO SENT" 3

All messages "ALL"
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<t oda>Mm

Type of Destination Address

3GPP TS 24.011 [36] TP-Destination-Address Type-of-Address octet in integer format (when first character of
<da>is + (IRA 43) default is 145, otherwise default is 129)

0...255

<t ooa>Mm

Type of Originating Address
3GPP TS 24.011 [36] TP-Originating-Address Type-of-Address octet in integer format (default refer <t oda>)

<t or a>Mm

Type of Recipient Address
3GPP TS 24.011 [36] TP-Recipient-Address Type-of-Address octet in integer format (default refer <t oda>)

<t osca>Mm

Type of Service Center Address
3GPP TS 24.011 [36] RP SC address Type-of-Address octet in integer format (default refer <t oda>)
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11.2 AT+CMGC Send SMS Command

Syntax

Test Command

AT+CMEC="

Response(s)

(0 ¢

Write Command

If text mode (see AT+CMGF=1)

AT+CMGC=<f 0>, <ct >[, <pi d>[, <m>[, <da>[, <t oda>]]]]J<CR> Text can be entered <CTRL-Z>/<ESC>
Response(s)

+CMGC:  <nr >[, <sct s>]

If sending fails

ERROR
+CM5 ERROR: <err >

Write Command

If PDU mode (see AT+CMGF=0)

AT+CMEC=<I| engt h><CR> PDU can be entered <CTRL-Z>/<ESC>
Response(s)

+CMGC:  <nr >[, <ackpdu>]
(01

If sending fails

ERROR

+CM5 ERROR: <err>

PIN " Last Reference(s)

+ - - 3GPP TS 27.005 [42]

Notes

e After invoking the commands AT+CMGW AT+CMGS or AT+CMEC it is necessary to wait for the prompt ">"
before entering text or PDU.

« In general but especially at baudrates below 19200 it is recommended to only use the command line termi-
nation character (ATS3) before starting text or PDU input. Use of line termination character followed by an
additional response formatting character (ATS4) may cause the problem that the latter will become part of the
input data.
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11.3 AT+CMGD Delete short message

The AT+CMGED write command deletes a short message from the preferred message storage <nemnil> location
<i ndex>. If <del f | ag> is present and not set to 0 then the UE shall ignore <i ndex> and follow the rules for
<del f | ag> shown below. If deleting fails, final result code +CMS ERROR is returned.

The AT+CMGED test command returns the valid <i ndex> locations of the preferred <menil> and the supported
<del f | ag> values.

Syntax

Test Command
AT+CMED="
Response(s)

+CMCD:  (list of supported <i ndex>s), (list of supported <del f | ag>es)
(04

Write Command

AT+CMGED=<i ndex>[, <del f | ag>]

Response(s)

(0 ¢

ERROR

+CM5 ERROR: <err>

PIN > Last Reference(s)

+ o+ - 3GPP TS 27.005 [42]

Parameter Description

<i ndex>Mum

Integer type; value in the range of location numbers supported by the associated memory. See <i ndex>.

<del f | ag>"m

0 (Or omitted) delete the message specified in <i ndex>.

1 Delete all read messages from preferred message storage, leaving unread
messages and stored mobile originated messages (whether sent or not)
untouched.

2 Delete all read messages from preferred message storage and sent mobile

originated messages, leaving unread messages and unsent mobile originated
messages untouched.

3 Delete all read messages from preferred message storage, sent and unsent
mobile originated messages leaving unread messages untouched.

4 Delete all messages from preferred message storage including unread mes-
sages.

Note

< If there is no short message stored at the selected index, the response is "+CMS ERROR: invalid memory

index".
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11.4 AT+CMGF Select SMS message format

The AT+CMGF command specifies the input and output format of the short messages.

Syntax

Test Command

AT+CMGF=?

Response(s)

+CMGF:  (list of supported<node>s)
K

Read Command
AT+CMCF?
Response(s)
+CMCGF:  <npde>
X

ERROR
+CVS ERROR: <err >

Write Command

AT+CMGF=[<nDde>]

Response(s)

K

ERROR

+CM5 ERROR: <err>

PIN " Last Reference(s)

-+ - 3GPP TS 27.005 [42]

Parameter Description

<r.mde>(num)(&V)(&W)
[0]&P®) PDU mode (default when implemented)
1 Text mode
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11.5 AT+CMGL List SMS messages from preferred store

The write command returns messages with status value <st at > from message storage <neni> to the TE. If the
status of the message is 'received unread’, the status in the storage changes to 'received read'.
The execute command is the same as the write command with the given default for <st at >.

Syntax

Test Command
AT+CMEL="
Response(s)

+CMGL: (list of supported <st at >s)
(04

Exec Command
AT+CMGEL
Response(s)

+CMGEL:  (see write command for default of <st at >)
(014

Write Command

AT+CMGEL=<st at >
Response(s)

Output if text mode (AT+CMGF=1) and command successful:

For SMS- SUBMITs and/or SMS-DELIVERS

+CMGL: <i ndex>, <st at >, <oa>/<da>, [<al pha>], [<sct s>][, <t ooa>/<t oda>,
<l engt h>]<CR><LF><dat a><CR><LF>

[...]

(04

For SMS-STATUS-REPORTSs
+CMGL: <i ndex>, <st at >, <f 0>, <nr >, [<r a>], [<t or a>], <sct s>, <dt >, <st ><CR><LF>

[..]
K

For SMS-Commands
+CMA.: <i ndex>, <st at >, <f 0>, <ct ><CR><LF>

[..]
K

Output if PDU mode AT+CMEF=0 and command successful:
For SMS-SUBMITs and/or SMS-DELIVERS
+CMGEL: <i ndex>, <st at >, [<al pha>], <l engt h><CR><LF><pdu><CR><LF>

[..]
K

If error is related to ME functionality
ERRCR
+CM5 ERRCR <err >

PIN > Last Reference(s)
+ o+ - 3GPP TS 27.005 [42]
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Notes

e The selected <meml> can contain different types of SMs (e.g. SMS-DELIVERs, SMS-SUBMITs, SMS-STA-
TUS-REPORTs and SMS-COMMANDS), the response may be a mix of the responses of different SM types.
TE application can recognize the response format by examining the third response parameter.

e Users should be aware that when using this AT command quickly after SIM PIN authentication the SIM data
may not yet be accessible, resulting in a short delay before the requested AT command response is returned.
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11.6 AT+CMGR Read SMS messages

The write command returns SMS message with location value <i ndex> from message storage <nmemnil> to the
TE. If status of the message is 'received unread’, status in the storage changes to 'received read'.

When using Text mode it is recommended to set AT+CSDH=1. In this case the AT+CMGR write command
responses will include detailed header information. See AT+CSDH for details.

Syntax

Test Command

AT+CMGER="
Response(s)

(04

Write Command

AT+CMER=<i ndex>

Response(s)

Output if text mode (AT+CMGF=1) and command successful:

For SMS-DELIVER

+CMCGR:  <st at >, <oa>, [<al pha>], <sct s>[, <t ooa>, <f 0>, <pi d>, <dcs>, <sca>, <t osca>,
<l engt h>]<CR><LF><dat a>

L]
o4

For SMS-SUBMIT
+CMGER:  <st at >, <da>, [<al pha>][, <t oda>, <f 0>, <pi d>, <dcs>, [<vp>], <sca>, <t osca>,
<l engt h>]<CR><LF><dat a>

[..]
K

For SMS-STATUS-REPORT
+CMCR:  <st at >, <f 0>, <nr >, [<r @>], [<t or @>], <sct s>, <dt >, <st >
<dat a>

[..]
K

For SMS-Commands
+CMGR:  <st at >, <f 0>, <ct >[, <pi d>, [xmm>], [<da>], [<t oda>], <| engt h>]<CR><LF><dat a>

[..]
K

Output if PDU mode (AT+CMGF=0) and command successful:
For SMS-SUBMITs and/or SMS-DELIVERS

+CMGR:  <st at >, [<al pha>], <l engt h><CR><LF><pdu>
[...]

(04

ERRCR

+CVM5 ERROR: <err>

PIN > Last Reference(s)
+ o+ - 3GPP TS 27.005 [42]
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Notes

¢ Response if AT+CMGR is used to read an empty record index: +CMGR: 0,,0
« Response if AT+CMGR is used to read a non-existent record index: +CMS ERROR: invalid memory index
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11.7 AT+CMGS Send SMS

AT+CMGS write command transmits a short message to network (SMS-SUBMIT).

After invoking the write command wait for the prompt ">" and then start to write the message. To send the mes-
sage simply enter <CTRL-Z>.

To abort sending use <ESC>. Abortion is acknowledged with "OK", though the message will not be sent.

The message reference <nt > is returned by the UE on successful message delivery. The value can be used to
identify the message in a delivery status report provided as an unsolicited result code.

Syntax

Test Command

AT+CMGES="?

Response(s)

K

Write Command

If text mode (see AT+CMGF=1)

AT+CMES=<da>[, <t oda>]<CR> Text can be entered. <CTRL-Z>/<ESC>
Response(s)

+CMGS:  <nr >[, <sct s>]
(014
If sending fails see notes below.

Write Command

If PDU mode (see AT+CMG-=0)

AT+CMES=<I| engt h><CR> PDU can be entered. <CTRL-Z>/<ESC>
Response(s)

+CMGS:  <nt >[, <ackpdu>]
(03¢
If sending fails see notes below.

PIN > Last Reference(s)
+ - - 3GPP TS 27.005 [42]
Notes

* Note that some providers do not recognize an @ symbol used in a short message. A widely used alternative
is typing "*" as defined in 3GPP TS 23.040 [33].

¢ All characters entered behind the prompt ">" will be recognized as GSM characters. For example, "Back-
space" (ASCII character 8) does not delete a character, but will be inserted into the short message as an addi-
tional physical character. As a result, the character you wanted to delete still appears in the text, plus the GSM
code equivalent of the Backspace key.

¢ Message Length in Text Mode
The maximum length of a short message depends on the used coding scheme: It is 160 characters if the 7
bit GSM coding scheme is used, and 140 characters according to the 8 bit GSM coding scheme.
In case UCS2 character set selected it is highly recommended to set Data Coding Scheme (<dcs> of
AT+CSMP) to 16-bit data, otherwise the length of sms user data is restricted to 88 octets. Even better for mes-
sages with UCS2 character set is the PDU Mode.

« In general but especially at baudrates below 19200 it is recommended to only use the command line termi-
nation character (ATS3) before starting text or PDU input. Use of line termination character followed by an
additional response formatting character (ATS4) may cause the problem that the latter will become part of the
input data.
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11.8 AT+CMGW Write Short Messages to Memory

AT+CMGWexecute and write commands transmit a short message (either SMS-DELIVER or SMS-SUBMIT) from
TE to memory storage <nen®>. Memory location <i ndex> of the stored message is returned. Message status
will be set to 'stored unsent' unless otherwise given in parameter <st at >.

After invoking the execute or write command wait for the prompt ">" and then start to write the message. To save
the message simply enter <CTRL-Z>. To abort writing use <ESC>. Abortion is acknowledged with "OK", though
the message will not be saved.

Message Length in Text Mode: The maximum length of a short message depends on the used coding scheme
configured with <dcs> of AT+CSMP:

7 bit GSM coding scheme: 160 characters

8 bit GSM coding scheme: 140 characters

16 bit GSM coding scheme: 70 characters.

The length of 8-bit data coded short messages has to be greater than 0.

Syntax

Test Command

AT+CMOWE?

Response(s)

X

Exec Command

If text mode (see AT+CMGF=1):
AT+CMGW

Response(s)

<CR> Text can be entered. <CTRL-Z>/<ESC>
+CMGW  <i ndex>

K

If writing fails

ERROR

+CM5 ERROR: <err >

Write Command
If text mode (see AT+CMGF=1):
AT+CMOWE<oa>/<da>[, [<t ooa>/<t oda>][, <st at >]]<CR> Text can be entered. <CTRL-Z>/<ESC>

Response(s)

+CMGW  <i ndex>
(014
If writing fails see notes below.

Write Command
If PDU mode (see AT+CMGF=0):
AT+CMOWE<I engt h>[, <st at >]<CR> PDU can be entered. <CTRL-Z>/<ESC>

Response(s)

+CMGW  <i ndex>

K

If writing fails see notes below.

PIN - Last Reference(s)

+ + - 3GPP TS 27.005 [42], 3GPP TS
23.038 [32]
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Notes

* Note that some providers do not recognize an @ symbol used in a short message. A widely used alternative
is typing "*" as defined in 3GPP TS 23.040 [33].

« In general but especially at baudrates below 19200 it is recommended to only use the command line termi-
nation character (ATS3) before starting text or PDU input. Use of line termination character followed by an
additional response formatting character (ATS4) may cause the problem that the latter will become part of the
input data.

¢ SMS-COMMANDSs and SMS-STATUS-REPORTSs cannot be stored in text mode.

¢ All characters entered behind the ">" prompt will be recognized as GSM characters. For example, "Back-
space" (ASCII character 8) does not delete a character, but will be inserted into the short message as an addi-
tional physical character. As a result, the character you wanted to delete still appears in the text, plus the GSM
code equivalent of the Backspace key.
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11.9 AT+CMSS Send short messages from storage

The write command sends message with location value <i ndex> from message storage <nen2> to the network
(SMS-SUBMIT or SMS-COMMAND). If new recipient address <da> is given for SMS-SUBMIT, it shall be used
instead of the one stored with the message. Reference value <nr > is returned to the TE on successful message
delivery. Value can be used to identify message upon unsolicited delivery status report result code.

If the optional parameter <da> is given, the old status of the short message at <i ndex> remains unchanged
(see <st at >).

Syntax

Test Command
AT+CMBS=?
Response(s)

(04

Write Command

If text mode (AT+CMGF=1):
AT+CMBS=<i ndex>[, <da>[, <t oda>]]

Response(s)

+CMBS:  <nr >[, <sct s>]
K

If sending fails

ERRCR

+CM5 ERROR: <err>

Write Command

If PDU mode (AT+CMGF=0):
AT+CMBS=<i ndex>[, <da>[, <t oda>]]
Response(s)

+CMBS:  <nt >[, <ackpdu>]
(04

If sending fails

ERRCR

+CVM5 ERROR: <err>

PIN > Last Reference(s)
+ - - 3GPP TS 27.005 [42]
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11.10 AT+CNMA New Message Acknowledgement to UE/TE

In SMS text mode (AT+CMEF=1) execute command confirms reception of a new message (SMS-DELIVER or
SMS-STATUS-REPORT) which is routed directly to the TE. In PDU mode (AT+CMG=0) write command is used
to send either positive (RP-ACK) or negative (RP-ERROR) acknowledgement to the network. Parameter <n>
defines which one will be sent.

EMS31-X will not send another "+CMI™ or "+CDS" URC to the TE until previous one is acknowledged with this
command. If the UE does not receive acknowledgement within required time (network timeout), it sends an "RP-
ERROR" message to the network. The UE will automatically disable routing to the TE by setting both <nt > and
<ds> values of AT+CNM to zero.

Syntax

Test Command

AT+CNMVA="

Response(s)

+CNMVA:  (list of supported <n>s)
K

Exec Command

AT+CNMVA

Response(s)

(014
ERROR
+CVS ERROR: <err >

Write Command

AT+CNMA=<n>
Response(s)

(014
ERROR
+CVM5 ERROR: <err >

PIN > Last Reference(s)
+ - - 3GPP TS 27.005 [42]

Parameter Description

<n>(num)

Parameter required only for PDU mode.

0 Command operates similarly as in text mode.

1 Send positive (RP-ACK) acknowledgement to the network. Accepted only in
PDU mode.

2 Send negative (RP-ERROR) acknowledgement to the network. Accepted only
in PDU mode.
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Notes

* Execute and write command shall only be used when AT+CSMS parameter <ser vi ce> equals 1 (= phase
2+) and an appropriate URC has been issued by the module, i.e.:
<+CMT> for <mt >=2 incoming message classes 0,1,3 and none;
<+CMr> for <nt >=3 incoming message classes 0 and 3;
<+CDS> for <ds>=1.

« Execute command can be used no matter whether text mode or PDU mode is activated. Write command is
designed for the PDU mode only.
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11.11 AT+CNMI SMS Event Reporting Configuration

AT+CNM selects the procedure how the receipt of a new SMS from the network is indicated to the TE when TE
is active. Please also consider general rules for URC signaling explained in Section 1.7, Unsolicited Result Code
Presentation and in Section 2.11, Extended Configuration Settings.

Changing AT+CNM parameters on one of the UE's interfaces will automatically restore AT+CNM  default settings
on all other interfaces. This ensures that incoming short messages are always indicated on the interface from
which the AT+CNM command was most recently issued.

The rules <nt >=2 and <m >=3 for storing received messages are possible only if phase 2+ compatibility is acti-
vated with AT+CSMS=1. The parameter <ds>=1 is only available in phase 2+.

Syntax

Test Command
AT+CNM =?
Response(s)

+CNM : (list of supported<node>s), (list of supported <nt >s), (list of supported <bn®s), (list of supported
<ds>s), (list of supported <bf r >s)
(04

Read Command
AT+CNM ?
Response(s)

+CNM : <node>, <nt >, <bn®, <ds>, <bf r >
oK

Write Command

AT+CNM =<node>[, <nt >[, <bn®[, <ds>[, <bf r >]]]]

Response(s)

(0 ¢

ERROR

+CM5 ERROR: <err>

PIN > Last Reference(s)

+ o+ - 3GPP TS 27.005 [42]

Unsolicited Result Codes

URC 1
<mt >=1,2 or 3 - indication only (text and PDU mode):
+CMIl ;. <menB>, <i ndex>
Indicates that new message has been received

URC 2
<nt >=1,2 or 3 - directly routed message (PDU mode enabled):
+CMT: , <I engt h><CR><LF><pdu>
Indicates that new message has been received

URC 3
<nt >=1,2 or 3 - directly routed message (text mode enabled):

+CMI: <oa>, , <scts>[, <tooa> <fo> <pid> <dcs> <sca> <tosca>,
<l engt h>] <CR><LF><dat a>

Indicates that new message has been received
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11.11 AT+CNMI

URC 4
<ds>=1 (PDU mode enabled)
+CDS: <l engt h><CR><LF>

<pdu>

Indicates that new SMS status report has been received

URC 5
<ds>=1 (text mode enabled):
+CDS: <fo>, <mr>[, <ra

>][, <tora>], <scts>, <dt>, <st>

Indicates that new SMS status report has been received

URC 6
<ds>=2:
+CDSI : <nmenB>, <index>

Indicates that new SMS status report has been received

Parameter Description
<nodes>MUmEV)Ew)

0

1(&F)D)

<nt >(num)(&V)(&W)

SMS related URCs are always buffered in the UE. If the buffer is full, the oldest
indications are discarded and replaced with newly received indications.

SMS related URCs are forwarded directly to the TE. However, if this is not pos-
sible because UE-TE link is reserved, e.g. during a data call, these URCs are
discarded.

SMS related URCs are forwarded directly to the TE. However, if this is not pos-
sible because UE-TE link is reserved these URCs are buffered and flushed to
the TE afterwards.

Additionally, while UE-TE link is reserved, buffered URCs can be signaled to
the TE by activating the RING line, according to parameters AT SCFG "URC/
Ringline" <ur cRi nglineCf g> and AT"SCFG "URC/Ringline/ActiveTime"
<ur cRi ngl i neDurati on>.

Rules for storing received short messages depend on the relevant data coding method (refer to
3GPP TS 23.038 [32]), preferred memory storage setting (AT+CPMS) and this value.

0@
1

<b m>(num)(&V)(&W)

No SMS-DELIVER indications are routed to the TE.

Class 0 SMS-DELIVERs are routed directly to the TE via URC. For all other
messages the following applies: If SMS-DELIVER is stored in the UE, indica-
tion of the memory location is routed to the TE via URC.

SMS-DELIVERS, except class 2 messages and messages in the message
waiting indication group (store message) are routed directly to the TE via URC.

Class 0 and 3 SMS-DELIVERSs are routed directly to the TE via URCs defined
for <m >=2. Messages of other data coding schemes result in indication as
defined for <nt >=1.

Rules for handling of CBM. Feature not applicable to EMS31-X.

NCale)

<ds >(num)(&V)(&W)

Cale)

gemalto™

No CBM indications are routed to the TE.

No SMS-STATUS-REPORTS are routed to the TE.
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SMS-STATUS-REPORTSs are routed to the TE via URC.

If SMS-STATUS-REPORT is routed into UE, indication of the memory location
is routed to the TE via URC.

<bf r >(nuUm)EV)EW)

0&R®) UE's buffer of SMS related URCs is flushed to the TE when <node> changes
fromOto 1, 2.

1 UE's buffer of SMS related URCs is cleared when <node> changes from 0 to
1,2

<i ndex>Mm

Integer type; value in the range of location numbers supported by the associated memory

Note

e Parameters <nt >=2,3 and <ds>=1 are only available with GSM phase 2+ (see AT+CSM5=1). Incoming SMs
or Status Reports have to be acknowledged with AT+CNMA=0 when using these phase 2+ parameters.
If either a SM or a Status Report is not acknowledged, AT+CNM parameters <nt >=2,3 and <ds>=1 will be
set to zero as specified for AT+CNVA.
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11.12 AT+CPMS Preferred SMS message storage

The AT+CPMS write command selects memory storages <nemil>,<nenR>, <menB> to be used for reading, writ-
ing, etc.

The AT+CPMS test command lists the supported memory storages.

The AT+CPNMS read command indicates the currently selected memory storages incl. the numbers of used and
total entries.

Syntax

Test Command
AT+CPMS="?
Response(s)

+CPMs:  (list of supported <memnil>s), (list of supported <nen®>s), (list of supported <nenB>s)
(014

Read Command
AT+CPMS?
Response(s)

+CPMS: <nenil>, <usedl>, <t ot al 1>, <nenR>, <used2>, <t ot al 2>, <nenB>, <used3>, <t ot al 3>
K

ERROR

+CM5 ERROR: <err>

Write Command

AT+CPMB=<nentl>[, <men>[, <nmenB>]]
Response(s)
+CPMS: <usedl1>, <t ot al 1>, <used2>, <t ot al 2>, <used3>, <t ot al 3>

K

ERRCR

+CM5 ERROR: <err>

PIN - Last Reference(s)

+ o+ - 3GPP TS 27.005 [42]

Parameter Description
<used1>(Mum

Number of messages currently in <neni>

<used2>Mum)

Number of messages currently in <men®>

<used3>Mum

Number of messages currently in <nen>

<t ot al 1>Mm

Number of messages storable in <meni>

<t ot al 2>Mm

Number of messages storable in <nen2>
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<t ot al 3>Mm

Number of messages storable in <menB8>

Note

¢ The "ME" memory offers space for 10 short messages, see <nmeni>.
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11.13 AT+CSCA SMS Service Center Address

The AT+CSCA write command updates the SMSC address, through which mobile originated SMs are transmitted.
In text mode, setting is used by send and write commands. In PDU mode, setting is used by the same com-
mands, but only when the length of the SMSC address coded into the <pdu> parameter equals zero.

Syntax

Test Command

AT+CSCA="?

Response(s)

K

Read Command

AT+CSCA?

Response(s)

+CSCA: <sca>, <tosca>
(014

Write Command

AT+CSCA=<sca>[, <t osca>]
Response(s)

(0 ¢

PIN > Last Reference(s)

+ o+ - 3GPP TS 27.005 [42]
Notes

e This command writes the service center address to non-volatile memory.
e The SMS service center address should be entered as specified by the service provider.
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11.14 AT+CSDH

11.14 AT+CSDH Show SMS text mode parameters

The write command sets whether or not detailed header information is shown in text mode result codes.

Syntax

Test Command

AT+CSDH=?

Response(s)

+CSDH: (list of supported <show>s)

(0.4
Read Command

AT+CSDH?
Response(s)

+CSDH: <show>
K

Write Command

AT+CSDH=<show>
Response(s)

X

PIN > Last

- L -

Parameter Description

<sh oW>(num)(&V)(&W)
[0](&F)(D)

gemalto™

Reference(s)

3GPP TS 27.005 [42]

Do not show header values defined in commands AT+CSCA and AT+CSMP
(<sca>, <t osca>,<f 0>,<vp>, <pi d>and <dcs>) nor <l engt h>, <t oda> or
<t ooa> in "+CMI", AT+CMA_, AT+CMGR result codes for SMS-DELIVERs and
SMS-SUBMITs in text mode; for SMS-COMMANDSs in +CMGR result code, do
not show <pi d>,<m>,<da>, <t oda>, <l engt h> or <cdat a>

Show the values in result codes
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11.15 AT+CSMP Set SMS Text Mode Parameters

AT+CSMP controls additional parameters needed when a short message is sent to the network or placed in a
storage if text format message mode is selected.

It is possible to set the validity period starting from the time when the short message is received by the SMSC
(<vp> is in the range 0... 255) or define an absolute time for validity period termination (<vp> is a string). The
format of <vp> is given by <f 0>. The enhanced validity period format is given as hexadecimal coded string (e.g.
<pdu>) with quotes.

Syntax

Test Command
AT+CSMP=?
Response(s)
K

Read Command
AT+CSMP?
Response(s)

+CSMP: <f 0>, <vp>/ <sct s>, <pi d>, <dcs>
(04

Write Command

AT+CSMP=<f 0>[, <vp>/<sct s>[, <pi d>[, <dcs>]]]
Response(s)

XK
ERROR
+CVS ERROR: <err >

PIN " Last Reference(s)
P 3GPP TS 27.005 [42]

Parameter Description

<f o>(num)

First Octet

Depending on the command or result code: First octet of 3GPP TS 23.040 [33] SMS-DELIVER, SMS-SUBMIT,
SMS-STATUS-REPORT, or SMS-COMMAND in integer format.

0..17®. 255

<v p>(num)(NV)

Validity Period

Depending on SMS-SUBMIT <f 0> setting: 3GPP TS 23.040 [33] TP-Validity-Period either in integer format or
in time-string format (refer <dt >).

0...1670 . 255

<p| d>(num)

Protocol Identifier

3GPP TS 23.040 [33] TP-Protocol-Identifier in integer format.
0®...255
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11.15 AT+CSMP

<dcs>(num)
Data Coding Scheme
3GPP TS 23.038 [32] SMS Data Coding Scheme, or Cell Broadcast Data Coding Scheme in integer format.

0@, 247

Notes
When storing a SMS DELIVER from the TE to the preferred memory storage in text mode (using the AT+CMGW

write command), <vp> field can be used for <sct s>.
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11.16 AT+CSMS Select Message Service

Syntax

Test Command

AT+CSMS="

Response(s)

+CSMS:  (list of supported<ser vi ce>s)
K

Read Command

AT+CSMS?

Response(s)

+CSMS:  <servi ce>, <nt >, <np>, <bn®
K

Write Command

AT+CSMs=<ser vi ce>

Response(s)

+CSMS:  <nt >, <np>, <bn®

(0 ¢

ERROR

+CM5 ERROR: <err>

PIN > Last Reference(s)

+ o+ - 3GPP TS 27.005 [42]

Parameter Description

<servi c e>(num)(&v)(&W)

0&nO) 3GPP TS 23.040 [33] and 3GPP TS 23.041 [34] (the syntax of SMS AT com-
mands is compatible with 3GPP TS 27.005 [42] Phase 2 version 4.7.0; Phase
2+ features which do not require new command syntax may be supported, e.g.
correct routing of messages with new Phase 2+ data coding schemes)

1 3GPP TS 23.040 [33] and 3GPP TS 23.041 [34] (the syntax of SMS AT com-
mands is compatible with 3GPP TS 27.005 [42] Phase 2+ version; the require-
ment of <servi ce> setting 1 is mentioned under corresponding command
descriptions).

<nt >(num)(&V)

Mobile Terminated Messages:

0 Type not supported
1P Type supported
<er>(num)(&V)

Mobile Originated Messages:

0 Type not supported
1P Type supported
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11.16 AT+CSMS

<bm>(num)(&V)

Broadcast Type Messages:
Feature not applicable to EMS31-X.
0 Type not supported

Notes

If CSMS mode is switched from Phase 2+ to Phase 2 and one or more AT+CNM Parameter are Phase 2+
specific a "+CMS ERROR: unknown error" will appear. It is recommended to switch the AT+CNM Parameters
to Phase 2 specific values before entering Phase 2.

Phase 2+ (<ser vi ce>=1) must be set before the following features can be used:

- Configuring procedures for indicating received short messages with the AT+CNM parameters <mt >=2 or

<m >=3 and <ds>=1.
- Acknowledging incoming short messages with AT+CNMA.
- Receiving Status Reports and acknowledging them with AT+CNVA.
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11.17 ATASMGL List Short Messages from preferred store without set-
ting status to REC READ

The write command allows to select a status type and lists, from the message storage <nemnil>, all messages
that currently have the specified <st at >. The major difference over the standard command AT+CMGL is that the
status of the listed messages remains u nch an g e d (unread remains unread).

The execute command is the same as the write command, but uses the given default of <st at >.

Syntax

Test Command
ATASMEL=?
Response(s)

same as AT+CMGL
Exec Command

AT~ SMGEL
Response(s)

ASMAL: (For default values of <st at >, see "Section 11.1, SMS Parameters.)
(0 ¢

Write Command
AT"SMEL=<st at >
Response(s)

same as AT+CMCGL

PIN - Last

+ o+ -

Notes

¢ The selected <nmeml> can contain different types of SMs (e.g. SMS-DELIVERs, SMS-SUBMITs and SMS-
COMMANDSs), the response may be a mix of the responses of different SM types. TE application can recog-
nize the response format by examining the third response parameter.

* Users should be aware that when using this AT command quickly after SIM PIN authentication the SIM data
may not yet be accessible, resulting in an error or a short delay before the requested AT command response
is returned.

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 254 of 326
11.18 ATASMGR

11.18 ATASMGR Read short message without setting status to REC
READ

The AT SMGR command is a proprietary command which has the same syntax as AT+CMGR. The only functional
difference is that the status "REC UNREAD" of a short message is not overwritten to "REC READ".

Syntax

Test Command

AT~ SMER=?

Response(s)

(0 ¢

Write Command

AT" SMER=<i ndex>
Response(s)

see AT+CMGR

PIN > Last

+ o+ -

Note

¢ Users should be aware that when using this AT command quickly after SIM PIN authentication the SIM data
may not yet be accessible, resulting in a short delay before the requested AT command response is returned.
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11.19 AT+CSAS

11.19 AT+CSAS Save SMS Settings

The AT+CSAS command saves active message service settings to a non-volatile memory. UE can contain sev-
eral profiles of settings. Settings specified in commands Service Centre Address AT+CSCA, Set Message Param-
eters AT+CSMP are saved. Certain settings may not be supported by the storage (e.g. (U)SIM SMS parameters)
and therefore cannot be saved.

Syntax

Test Command
AT+CSAS=?
Response(s)

+CSAS: (list of supported<pr of i | e>s)

X

Read Command
AT+CSAS?
Response(s)

+CSAS: <profil e>
K

ERRCR

+CM5 ERROR: <err >
Write Command

AT+CSAS=[<pr of i | e>]

Response(s)

X

ERROR

+CM5 ERRCR <err >

PIN > Last Reference(s)

-+ - 3GPP TS 27.005 [42]

Parameter Description

<prof i | e>(um

0...255 Manufacturer specific profile number where settings are to be stored.
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11.20 AT+CRES

11.20 AT+CRES Restore SMS Settings

Page 256 of 326

The AT+CRES command restores message service settings from non-volatile memory to active memory. UE can
contain several profiles of settings. Settings specified in commands Service Centre Address AT+CSCA, Set Mes-
sage Parameters AT+CSIVP are restored. Certain settings may not be supported by the storage (e.g. (U)SIM SMS
parameters) and therefore cannot be restored.

Syntax

Test Command

AT+CRES=?

Response(s)

+CRES: (list of supported<pr of i | e>s)

K
Read Command

AT+CRES?
Response(s)

+CRES: <profil e>
(01

ERROR

+CM5 ERROR: <err>

Write Command

AT+CRES=[<pr of i | e>]
Response(s)

(04
ERROR
+CVMS ERROR: <err >

PIN - Last

- 4L -
Parameter Description

<prof i | e>(um
0...255

gemalto™
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12. (U)SIM related Commands

12. (U)SIM related Commands

AT commands described in this chapter are related to the Subscriber Identity Module ((U)SIM) connected to the
EMS31-X.

12.1 AT+CCID (U)SIM Card Identification Number

AT+CCI D serves to query the (U)SIM card identification number. This information is retrieved from (U)SIM Ele-
mentary File EF - p and the Elementary File EFccp- FOr details refer to 3GPP TS 11.11 [14], 3GPP TS
31.101 [15], 3GPP TS 31.102 [16].

Syntax

Test Command
AT+CCl D=?
Response(s)
X

Read Command
AT+CCl D?
Response(s)

+CCl D: <I CCl D>, <eUl CCl D>
K

ERROR

+CME ERROR: <err >

Exec Command

AT+CCl D
Response(s)

+CCl D: <I CCl D>, <eUl CCl D>
K

ERROR

+CME ERROR: <err >

PIN - Last

- L -

Parameter Description

<I ccl D>
ICCID (Integrated Circuit Card ID) of the (U)SIM card

<eUl CCl D>©0
eUICCID (Embedded Universal Integrated Circuit Card ID) of the (U)SIM card

The UE reads the eUICCID in the following order:

1. eUICC ID represented as the concatenation of the SIN (Security Domain Provider Identification Number)
and SDIN (Security Domain Image Number) as defined in the "GlobalPlatform Card Specification".

2. If method 1 is not available, and especially for older (U)SIM cards the eUICC ID is possibly contained in the
following Elementary Files which are checked in the order:
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- (U)SIM Elementary File EF . ccp (residing in master file directory, file ID 0x2FC8)
- (U)SIM Elementary File EFccp (residing in master file directory, file ID 0x0099)
If no eUICCID is available or the SIM card is removed (physically or logically) AT+CCl D returns an empty string
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12.2 AT+CRSM

12.2 AT+CRSM Restricted SIM Access

AT+CRSMoffers easy access of the Elementary Files on the (U)SIM. Access to the (U)SIM database is restricted
to the commands which are listed at <comrand>.

All parameters of AT+CRSM are used as specified by 3GPP TS 11.11 [14], 3GPP TS 31.101 [15], 3GPP TS
31.102 [16]. EMS31-X handles internally all required (U)SIM interface locking and file selection routines.

As response to the command, the EMS31-X sends the actual (U)SIM information parameters and response data.
Error result code "+CME ERROR" may be returned if the command cannot be passed to the (U)SIM, e.qg. if the
(U)SIM is not inserted. However, failure in the execution of the command in the (U)SIM is reported in <swl> and
<sSwWZ2> parameters.

Syntax

Test Command

AT+CRSM=?

Response(s)

(0 ¢

Write Command

AT+CRSM=<conmmand>[, <fi | el D>[, <P1>, <P2>, <P3>[, <dat a>][, <pat hl d>]]]
Response(s)

+CRSM  <swl>,<swW2>[,<r esponse>]

K

ERROR

+CVE ERROR: <err>

PIN - Last Reference(s)

-+ - 3GPP TS 27.007 [43],

3GPP TS 11.11 [14], 3GPP TS
31.101 [15], 3GPP TS 31.102 [16]

Parameter Description

<comand>Mum

(U)SIM command number.

176 READ BINARY
178 READ RECORD
192 GET RESPONSE
214 UPDATE BINARY
220 UPDATE RECORD
242 STATUS

<fil el D>Mm

Identifier for an elementary data file on (U)SIM, if used by <command>. Mandatory for every command except
STATUS.

<P1>(num)

Parameter to be passed on by the EMS31-X to the (U)SIM.

0...255
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<Pz>(num)
Parameter to be passed on by the EMS31-X to the (U)SIM.
0...255

<P3>(num)
Parameter to be passed on by the EMS31-X to the (U)SIM.
0...255

<dat a>®"

Information which shall be written to the (U)SIM (hexadecimal character format).

<pat hl d>6"
Contains the directory path of an elementary file on the UICC in hexadecimal format (e.g. "7F105F50").

<s\l\£|.>(num)
Status information from the (U)SIM about the execution of the actual command. It is returned in both cases, on
successful or failed execution of the command.

0...255

<sv\/2>(num)

Status information from the (U)SIM about the execution of the actual command. It is returned in both cases, on
successful or failed execution of the command.

0...255

<r esponse>t

Response data in case of a successful completion of the previously issued command.

"STATUS" and "GET RESPONSE" commands return data, which gives information about the currently selected
elementary data field. This information includes the type of file and its size.

After "READ BINARY" or "READ RECORD" commands the requested data will be returned.

<r esponse> is empty after "UPDATE BINARY" or "UPDATE RECORD" commands.
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12.3 AT+CSIM Generic (U)SIM Access

AT+CSI Mallows direct control of the (U)SIM.

Compared to Restricted (U)SIM Access command AT+CRSM the definition of AT+CSI Mallows the UE to take
more control over the (U)SIM interface.

For parameter and (U)SIM result coding please refer to 3GPP TS 11.11 [14], 3GPP TS 31.101 [15], 3GPP TS
31.102 [16].

However, only the following (U)SIM commands are fully supported by AT+CSI M SELECT, STATUS, READ
BINARY, UPDATE BINARY, READ RECORD, UPDATE RECORD, SEEK, INCREASE and GET RESPONSE.
Other (U)SIM commands will work in conjunction with the (U)SIM but the correct interaction of the (U)SIM with
the EMS31-X is not guaranteed.

Syntax

Test Command

AT+CSI M=?

Response(s)

(0 ¢

Write Command

AT+CSI M=<I engt h>, <command>
Response(s)

+CSI M <l engt h>,<r esponse>
(0 ¢

ERRCR

+CME ERROR: <err>

PIN " Last Reference(s)

-+ - 3GPP TS 27.007 [43],
3GPP TS 11.11 [14], 3GPP TS
31.101 [15], 3GPP TS 31.102 [16]

Parameter Description
<l engt h>Mm

Number of characters of <conmmand> or <r esponse> string.

<conmmand>©"
Command passed on by the UE to the (U)SIM.

<r esponse>t

Response data of the command returned by the (U)SIM.
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12.4 AT+CCHO Open logical channel

AT+CCHOasks the UE to open a communication session with (U)SIM. The UICC will open a new logical channel
for the selected application identified by <df name> and the UE shall return <sessi oni d> as response. The UE
shall restrict the communication between the TE and the UICC to this logical channel.

The <sessi oni d> shall be used when sending commands with the Generic Logical Channel access AT+CG_A
command. It will also be used with AT+CCHC to close the channel.

Syntax

Test Command
AT+CCHO="
Response(s)
K

Write Command

AT+CCHO=<df nanme>
Response(s)

+CCHO. <sessi oni d>
K

ERROR

+CVE ERROR: <err>

PIN *> Last Reference(s)

-+ - 3GPP TS 27.007 [43],
3GPP TS 11.11 [14], 3GPP TS
31.101 [15], 3GPP TS 31.102 [16]

Parameter Description
<df name>©

All selectable applications in (U)SIM are referenced by DF nhame coded on 1 to 16 bytes.

<sessi oni d>Mm

A session Id to be used in order to target a specific application on (U)SIM using logical channels mechanism.
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12.5 AT+CCHC

12.5 AT+CCHC Close logical channel
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AT+CCHC asks the UE to close a communication session with the (U)SIM. The UE shall close the previously
opened logical channel, and no more commands can be sent on this logical channel. The UICC will close the
logical channel when receiving this command.

Syntax

Test Command

AT+CCHC="
Response(s)

K
Write Command

AT+CCHC=<sessi oni d>
Response(s)

(014
ERROR
+CVE ERROR: <err>

PIN > Last

- L -

Parameter Description

<sessi oni d>Mm

Reference(s)

3GPP TS 27.007 [43],
3GPP TS 11.11 [14], 3GPP TS
31.101 [15], 3GPP TS 31.102 [16]

Session Id to be used in order to target a specific application on the (U)SIM using the logical channels mecha-
nism. The number is the <sessi oni d> returned by the channel open command AT+CCHO.

gemalto™
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12.6 AT+CGLA

12.6 AT+CGLA Generic logical channel access

AT+CGLA allows direct control of the (U)SIM by a remote application on the TE. The UE manages the channel
relevant bits of the class byte depending on the <sessi oni d> and then sends the <conmand> as it is to the
(U)SIM. The UE takes care of processing (U)SIM information within the frame specified by GSM/UMTS.

For parameter and (U)SIM result coding please refer to 3GPP TS 11.11 [14], 3GPP TS 31.101 [15], 3GPP TS
31.102 [16].

Syntax

Test Command
AT+CALA="
Response(s)
K

Write Command

AT+CG_A=<sessi oni d>, <l engt h>, <command>
Response(s)

+CGLA: <l engt h>,<response>
(04

ERRCR

+CME ERROR  <err >

PIN *> Last Reference(s)

-+ - 3GPP TS 27.007 [43],
3GPP TS 11.11 [14], 3GPP TS
31.101 [15], 3GPP TS 31.102 [16]

Parameter Description

<sessi oni d>Mm

Identifier of the session to be used in order to send the APDU commands to the (U)SIM.
The number is the <sessi oni d> returned by the channel open command AT+CCHQ.

<l engt h>Mm

Number of characters of <command> or <r esponse> string.

<conmmand>©"
Command passed on by the UE to the (U)SIM.

<r esponse>t

Response data of the command returned by the (U)SIM.
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13. (U)SIM Application Toolkit (SAT) Commands

This chapter describes AT commands and responses related to the EMS31-X's SIM Application Toolkit (SAT)
implementation.

SAT is a technology that allows an application running on the (U)SIM to control the LTE Engine (UE); it is spec-
ified in 3GPP TS 11.14 [18], 3GPP TS 31.111 [19], ETSI TS 102 223 [20].

Remote SIM Application Toolkit, or short Remote-SAT, provides a link between an application running on the
(U)SIM and the Customer Application (TE). The purpose of Remote-SAT is to allow the TE to send AT com-
mands to the SAT interface and to display dedicated SAT activity on the user interface of the TE. The overall
scenario is illustrated in the context diagram below.

Following types of data are exchanged between the EMS31-X and the application running on the (U)SIM:

¢ Proactive commands (PACSs) are sent from the (U)SIM application to the UE. Some PAC types are executed
by the UE itself, comparable with AT commands. Other PAC types are immediately forwarded to the TE, e.g.
"DISPLAY TEXT".

¢ Terminal Response is the UE's answer to the last PAC, sometimes to be provided by the TE.
* Envelope commands are sent from the UE or TE to the (U)SIM Application, such as "MENU SELECTION".
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Figure 13.1: Remote-SAT Context Diagram
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13.1 ATASSTA Remote-SAT Interface Activation

AT~ SSTA write command can be used to determine the Remote-SAT activation mode <node> and, if Explicit
Response mode is enabled, to activate the Remote-SAT interface. Removing and inserting the SIM does not
affect the activation status.

SAT commands which are not using the AT interface (non-MMI related SAT commands, e.g. PROVIDE LOCAL
INFORMATION) are executed without activating Remote-SAT.

The read command can be used to request the current operating status and the used alphabet of the Remote-
SAT interface.

Syntax

Test Command
ATASSTA=?
Response(s)

NSSTA: (list of supported <st at e>s), (list of supported <Al phabet >s)
(0

Read Command

ATASSTA?
Response(s)

NSSTA: <st at e>, <Al phabet >, <al | owedl nst ance>, <Sat Prof i | e>, <user TQut >, <AppType>
(04

Write Command

AT~ SSTA=<npde>[, <Al phabet >]
Response(s)

X

PIN > Last
- o -

Parameter Description

<st at e>("m

UE Remote-SAT interface states
1 OFF
2 IDLE

<Al phabet >MmM®V)

Setting becomes effective after restarting the UE.

o® GSM character set
Input of a character requests one byte, e.g. "Y".
1 UCS2

To display the 16 bit value of characters represented in UCS2 alphabet a 4 byte
string is required, e.g. "0059" is coding the character "Y". For details please
refer to ISO/IEC 10646.
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<al | owed! nst ance>Mm

Remote-SAT handling (i.e. AT+STKPRO URC and AT+STKTR sequence) is only usable via the channnel on
which the Explicit Response (ER) mode was activated.
To change the serial channel execute AT SSTA=1 on the desired channel and perform a restart.

0 SAT is already used on another instance.
1 SAT may be started on this instance via the write version of this command.

<Sat Profi | e>®"

SAT Terminal Profile according to 3GPP TS 11.14 [18], 3GPP TS 31.111 [19], ETSI TS 102 223 [20].
The profile tells the SIM Application which features (e.g. Proactive Commands) are supported by the SIM Appli-
cation Toolkit implementation of the UE.

<user TOut >(Mm

PAC user timeout in seconds.
This parameter is not applicable.

<AppType>"™

SIM Application type.
This parameter shows the type of SIM application currently running.

0 (U)SIM not inserted

1 2G Application (SAT)
2 3G Application (USAT)
<|,.mde>(num)(NV)

Select Remote-SAT activation mode.
Setting becomes effective after restarting the UE. Removing and inserting the SIM does not affect the activation
status.

o® Automatic Response (AR) mode.
All commands and responses are exchanged automatically between the UE
and the SIM application. This eliminates the need to enter any Remote-SAT
commands including the ATASSTA command.
If AR mode is enabled the UE enters the OFF state (<st at e>=1) after restart.

1 Explicit Response (ER) mode.
This mode is intended for use with an MMI. If ER mode is enabled the MMI is
required to handle, via UE's Remote-SAT interface, all commands and
responses transmitted to or from the SIM or USIM.
If ER mode is enabled the UE enters the IDLE state (<st at e>=2) after reboot.
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13.2 AT+STKPRO SAT Proactive Command URCs

The AT+STKPROtest command returns the set of proactive commands supported. For each proactive command
there is a URC provided.

Syntax

Test Command

AT+STKPRO=?
Response(s)

+STKPRO: (list of supported <Pr oact Cnu>s)
(04

PIN - Last

- dL -

Unsolicited Result Codes

URC 1
Refresh
+STKPRO. 01, <CndQualifier>

URC 2
Set up event list
+STKPRO: 05, <EventlList>

URC 3
Set up call
+STKPRO 16, <Di al Nunber >, <Subaddr>, <CndQualifier>, <Al phal>, <lconldl>,
<Al pha2>, <l conld2>
URC 4
Send SMS
+STKPRO 19, <Al pha>, <lconld>, <RefNunber>

URC 5
Send DTMF
+STKPRO 20, <Al pha>, <lconld>, <DtnfStr>

URC 6
Launch browser
+STKPRO 21, <Url>, <Al pha>, <lconld>

URC 7
Play tone
+STKPRO 32, <Tone>, <TineUnit>, <lInterval> <Al pha>, <lconld>

URC 8
Display text
+STKPRO 33, <CndQualifier> <Dcs> <HexString> <lconld>
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URC 9
Get inkey
+STKPRO 34, <CndQualifier> <Dcs> <HexString> <lconld>

URC 10
Get input
+STKPRO 35, <CndQualifier>, <Dcs>, <HexString>, <MaxRespLen>, <M nResplLen>,
<Def aul t Text >, <l conl d>

URC 11
Select item
+STKPRO 36, <CndQualifier> <Al pha> <ltenmld> <Totalltens>, <Itenflext>,
<Next Acti on>, <Defaultltenr, <lconld> <lconldListEl en>

URC 12
Set up menu
+STKPRO 37, <CndQualifier> <Al pha> <ltem d> <Totalltens>, <ltenflext>,
<Next Acti on>, <lconld>, <IlconldListEl enp

URC 13
Provide local information
+STKPRO. 38, <CndQualifier>

URC 14
Set up idle mode text
+STKPRO. 40, <Dcs>, <HexString>, <lconld>

URC 15
Run AT cmd info
+STKPRO 52, <CndQualifier>, <Al pha> <lconld> <At Conmand>

URC 16
Language notification
+STKPRO 53, <Lang>

Parameter Description

<Pr oact Cd>™m

Proactive command

01 Refresh

05 Set up event list

16 Set up call

19 Send SMS

20 Send DTMF

21 Launch browser (currently not supported by EMS31-X)
32 Play tone

33 Display text

34 Get inkey

35 Get input

36 Select item
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37 Set up menu

38 Provide local information
40 Set up idle mode text

52 Run AT cmd info

53 Language notfication

<CndQual i fi er >(m

Command qualifier. See 3GPP TS 11.14 [18], 3GPP TS 31.111 [19], ETSI TS 102 223 [20].

<|_ar.|g>(num)

2 byte string indicating the language

<Event Li st >(um

04 User activity event

05 Idle screen available event
07 Language selection

08 Browser Termination event

<Di al Number >Mm

Called party number

<Subaddr >("™
Called party subaddress

<Al pha>(StI’)

Text string

<Al pha1>6"

Text string

<Al pha2>©"

Text string

<l conl d>Mm

Icon ldentifier

<l conl d1>Mum

Icon Identifier

<l conl d2>Mum

Icon Identifier

<l conl dLi st El enp™™

Icon ID list element
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<SsDat a>®"

Data string

<Ref Nunber >
Reference number

<Dt nf St r >EW
DTMF string

<Tone>Mm
01
02
03
04
05
06
07
08
10
11
12

<l nt er val >"m

Time duration in number of time
0

1...255

<Ti neUni t >m
0
1
2

<l dl el nt er val >Mm

Dial tone

Call subscriber busy
Congestion

Radio path acknowledge

Radio path not available

Error / special information

Call waiting tone

Ringing tone

General beep

Positive acknowledgement tone
Negative acknowledgement or error tone

units
Indicates a non-existing duration object
Multiples of <Ti meUni t >

Minutes
Seconds
Tenth of seconds

Defines the duration when an idle connection is released automatically. If not present, the UE never shall release

a connection automatically.
0
1...255

<l dl eUni t >("m
0
1
2

gemalto™

Indicates a non-existing duration object
Multiples of <l dl eUni t >
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Tenth of seconds
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<Reconl nt er val >(Mm

A duration for reconnect tries. The interval specifies the time interval of the duration in multiples of the reconnect
time unit used.

0 Indicates a non-existing duration object
1...255 Multiples of <ReconTi neUni t >

<ReconTi nmeUni t >(Mm

0 Minutes
1 Seconds
2 Tenth of seconds

<Tot al I t ens>Mm

Total items

<l'tem d>Mm
ltem identifier (see 3GPP TS 11.14 [18], 3GPP TS 31.111 [19], ETSI TS 102 223 [20])

<l t enrext >Mm

Item text string

<Ur | >6M

URL that shall be loaded

<Def aul t Text >6"
Text string

<Def aul t I t en»E™

Default item, see <l t el d>

< II: s >(str)

Data coding scheme

<HexStri ng>©"

String containing data in hexadecimal format

<MaxRespLen>Mum

Maximum response length

<M nRespLen>m

Minimum response length

<Next Act i on>Mm

Next action
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<At Conmand>©"
AT command requested by the (U)SIM

<Bear er Type>um

1 Circuit switched
2 Packet switched
3 Default bearer
255 Invalid

<Bear er Par amp("m

Hex string containing detailed information dependent on the type.

<Buf Si ze>Mm

The buffer the TE shall allocate for channel data.

<Logi nDcs>®"

Page 274 of 326

Data coding scheme of the text string. Text strings may be coded in 7-bit, 8-bit or UCS2 (16-bit) for user authen-

tication data if requested by the bearer connection.

<Logi nText >

Specifies user authentication data if requested by the bearer connection. Coding based on <Logi nDcs>.

<Passwor dDcs>6"

Data coding scheme of the text string. Text strings may be coded in 7-bit, 8-bit or UCS2 (16-bit) for user authen-

tication data if requested by the bearer connection.

<Passwor dText >

Specifies user authentication data if requested by the bearer connection. Coding based on <Passwor dDcs>.

<Transport Level >Mm

Specifies the transport layer protocol of the UICC/TE connection.

1 UDP (as defined in RFC 768 [9])
2 TCP (as defined in RFC 793 [10]
255 No transport protocol specified

<Tr anspor t Por t >("m

Specifies the port number.

<Subaddr Cs>Mm

Called party subaddress for CS bearers only

<Dest Addr Type>m

Type of destination address

33 IPv4 address
gemalto™ EMS31-X_ATC_V03.006
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2 IPv6 address
255 Invalid
<Dest Addr >

Specifies the destination point of the connection. Hex string.
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13.3 AT+STKTR SAT Terminal Response Commands

Each AT+STKTRwrite command allows entering the response to a SAT proactive command which was displayed
by the URC +STKPRO.

The AT+STKTR test command returns the list or proactive commands (see <Pr oact Cd> of AT+STKPRO.

Note: Value 0 in some of the commands specified below stands for parameter "last command" which is obsolete,
but not removed so far.

For the general <Resul t >s 32, 33, 38, 52, 53, 55, 57 and 58, it is mandatory for the UE to provide a specific
cause value by using the <AddResul t > parameter (additional information). For others additional information will
be ignored.

Syntax

Test Command

AT+STKTR=?

Response(s)

+STKTR: (list of supported <Pr oact Cnd>s)
X

Write Command

Refresh

AT+STKTR=01,<Resul t >[, <AddResul t >]
Response(s)

(014
ERROR
+CME ERROR: <err>

Write Command
Set up event list
AT+STKTR=05,<Resul t >

Response(s)

(014
ERROR
+CVE ERROR:. <err>

Write Command
Set up call
AT+STKTR=16,<Resul t >[, <AddResul t >]

Response(s)

(014
ERROR
+CVE ERROR:. <err>

Write Command
Send SMS
AT+STKTR=19,<Resul t >[, <AddResul t >]

Response(s)

(014
ERROR
+CVE ERROR:. <err>
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Write Command
Send DTMF
AT+STKTR=20,<Resul t >[, <AddResul t >]

Response(s)

(014
ERROR
+CME ERROR: <err >

Write Command
Launch browser
AT+STKTR=21,<Resul t >

Response(s)

(0 ¢

ERROR

+CME ERROR: <err>

Write Command

Play tone

AT+STKTR=32,<Resul t >[, <AddResul t >]
Response(s)

K

ERRCR

+CME ERROR: <err>

Write Command

Display text

AT+STKTR=33,<Resul t >[, <AddResul t >]
Response(s)

(014
ERROR
+CVE ERROR: <err>

Write Command
Get inkey
AT+STKTR=34,<Resul t >, <AddResul t >, 0, <Dcs>, <Hex St ri ng>

Response(s)

K
ERROR
+CVE ERROR: <err>

Write Command
Get input
AT+STKTR=35,<Resul t >, <AddResul t >, 0, <Dcs>, <HexSt ri ng>

Response(s)

K

ERROR

+CVE ERROR: <err>

Write Command

Select item

AT+STKTR=36,<Resul t >[, <AddResul t >], <l t enl d>
Response(s)

(0.6
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Write Command (Continued)
Select item

AT+STKTR=36,<Resul t >[, <AddResul t >], <l t enl d>
Response(s)

ERRCR

+CME ERROR  <err >

Write Command

Set up menu

AT+STKTR=37,<Resul t >[, <AddResul t >]
Response(s)

K

ERRCOR

+CME ERROR  <err >

Write Command

Provide local information (generic)
AT+STKTR=38,<Resul t >, <AddResul t >
Response(s)

K

ERROR

+CMVE ERROR: <err>

Write Command

Provide local information: Set language
AT+STKTR=38,<Resul t >, <Lang>
Response(s)

(014
ERROR
+CVE ERROR: <err>

Write Command
Set up idle mode text
AT+STKTR=40,<Resul t >[, <AddResul t >]

Response(s)

K
ERROR
+CVE ERROR: <err>

Write Command
Run AT command info
AT+STKTR=52,<Resul t >, <AddResul t >, 0, <Dcs>, <At cResponse>

Response(s)

(04
ERROR
+CVE ERROR: <err>

Write Command
Language notification
AT+STKTR=53,<Resul t >, <Lang>

Response(s)

(014
ERROR
+CME ERROR: <err>
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PIN " Last

+ o+

Parameter Description

<Pr oact Cnd>Mm

Decimal code that specifies the proactive command. See AT+STKPRO.

<Resul t >(Mm

Result indicated as decimal code

~N o o~ WON B O

g o1 o1 01 01 00 g B B W W W wwwwnNEFE PR PFP PP
N O A W NP O O 0000 NOoO oA WN O O N O

[(6)]
[e¢]

gemalto™

Command performed successfully

Command performed with partial comprehension

Command performed with missing information

REFRESH performed with additional Efs read

Command performed successfully, but requested icon could not be displayed
Command performed but modified by call control by SIM
Command performed successfully, limited service

Launch browser

Proactive SIM session terminated by the user

Backward move in the proactive SIM session requested by the user
No response from user

Help information required by the user

USSD or SS transaction terminated by the user

UE currently unable to process command

Network currently unable to process the command

User did not accept call set-up request

User cleared down call before connection or network release
Action in contradiction with the current timer state

Interaction with call control by SIM, temporary problem
Launch browser generic error code

Command beyond UE's capabilities

Command type not understood by UE

Command data not understood by UE

Command number not known by UE

SS return error

SMS RP-ERROR

Error, required values are missing

USSD return error

Interaction with call control by SIM or MO short message control by SIM, per-
manent problem

Bearer independent protocol error (if class "e" is supported)
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<AddResul t >

Additional result
1...255 See 3GPP TS 11.14 [18], 3GPP TS 31.111 [19], ETSI TS 102 223 [20].

<ltem d>Mm
ltem identifier (see 3GPP TS 11.14 [18], 3GPP TS 31.111 [19], ETSI TS 102 223 [20])

<Dcs >(num)

Data Coding scheme. See 3GPP TS 23.038 [32].

<HexStri ng>©"

String in hexadecimal format

<Lang>(num)

Language given as integer (e.g. 28261 = English)

<At cResponse>©"

AT command response sent from UE to (U)SIM in hexadecimal format

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set
13.4 AT+STKENV

13.4 AT+STKENV SAT Envelope Command
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AT+STKENV allows to send an envelope command from the UE or TE to the (U)SIM Application.

Syntax

Test Command

AT+STKENV=?

Response(s)

+STKENV: (list of supported <EnvCnd>s)
(0.4

Write Command

Menu Selection

AT+STKENV=211,<I t el d>[, <Hel p>]
Response(s)

(014

ERROR

+CVE ERROR: <err>

Write Command

Event download
AT+STKENV=214,<Event >[, <Cause>]
Response(s)

(04
ERROR
+CVE ERROR: <err>

PIN - Last
£+ -

Parameter Description

<Env Cd>Mm

Decimal code that specifies the envelope command.
211 Menu selection
214 Event download

<lI'tem d>Mm
Item identifier

<Cause>Mm

Optional parameter for <Event >= 08 Browser termination

0 User termination

1 Error termination

<Hel p>(num)

Optional parameter for <EnvCrd> 211

0 Help is requested

1 Help is not requested
gemalto EMS31-X_ATC_V03.006
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<Event >Mum

01 Call connected event

04 User activity event

05 Idle screen available event

07 Language selection

08 Browser termination event (currently not supported by EMS31-X)
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13.5 AT+STKCC SAT Call Control Notification

The +STKCC URC reports the status call control activities:

Unsolicited Result Codes

URC 1
Reported activity: Set up call
+STKCC: 1, <ResVal >, <Al pha>, <PhoneNunber>, <Numnber Type>

URC 2

Reported activity: Send Supplementary Service commmand
+STKCC. 2, <ResVal >, <Al pha>, <SsCode>

URC 3
Reported activity: Send USSD commmand
+STKCC:. 3, <ResVal >, <Al pha>, <UssdCode>

URC 4
Reported activity: Send short message
+STKCC. 4, <ResVal >, <Al pha>, <ToSca> <Sca> <ToRa> <Ra>

Parameter Description

<ResVal >(Mm

Call control result value

0 Allowed

1 Not allowed

2 Allowed, with modification

254 SAT busy (status word SW=x9300)
<Al ph a>(num)

Optional information provided by the (U)SIM as text string

<PhoneNunber >6

Called party phone number

<Nunber Type>um

0...255 Type of number (ton) and numbering plan identifier (npi), e.g. 129 for national
number, 145 for international number

<SsCode>®

Supplementary Service code

<UssdCode>®"
USSD code
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<ToSca>Mm

0...255 Type of number (ton) and numbering plan identifier (npi) of Service Center
address, e.g. 129 for national number, 145 for international number

<Sca>(num)

Service Center Address

<T0Ra>(num)

0...255 Type of number (ton) and numbering plan identifier (npi) of Recipient address,
e.g. 129 for national number, 145 for international number

<F\,a>(str)

Recipient Address
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13.6 AT+STKCNF SAT Proactive Session Status

The status of the SAT proactive session is shown by unsolicited result code:
Unsolicited Result Code

+STKCNF: <Proact Cnmd>, <Result>, <AddResult>, <Swil>
Parameter Description

<Pr oact Cnd>"m
Decimal code that specifies the proactive command. Same as list provided by AT+STKPRO plus value 129.
01 Refresh

05 Set up event list

16 Set up call

19 Send SMS

20 Send DTMF

21 Launch browser (currently not supported by EMS31-X)
32 Play tone

33 Display text

34 Get inkey

35 Get input

36 Select item

37 Set up menu

38 Provide local information
40 Set up idle mode text

52 Run AT cmd info

53 Language notfication
129 End of proactive session

<Resul t >Mm

General result indicated as decimal code. See AT+STKTR

<AddResul t >Mm
Additional result
1...255 See 3GPP TS 11.14 [18], 3GPP TS 31.111 [19], ETSI TS 102 223 [20].

<S‘m_>(num)

Status word indicated as decimal code. Provides information from the (U)SIM about the execution of the last
command. See 3GPP TS 11.11 [14] for list and description of possible values.

0...255
0 Command to (U)SIM was suppressed.
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144 Last command successfully executed and SAT cycle finished. No further PAC
required.
144 = HEX 0x90.

145 Last command successfully executed. SAT cycle not yet finished. Next PAC is
required.

145 = HEX 0x91.
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13.7 Examples of how to Configure and Use the SAT

Below you can find selective examples of how to configure and use the SAT Toolkit if Explicit Response (ER)

mode is enabled with AT"SSTA.

Examples

EXAMPLE 1

ATASSTA=1
K
ATASMS0

ASMSO Ms OFF
XK

" SHUTDOVWN

" SYSSTART
AT+CPI N="1234"
XK

EXAMPLE 2
SET UP MENU

+STKPRO. 37,0, "Special ", 1,3, "News",0,0,0
+STKPRO. 37,0, "Special*,2,3, "EMai | ", 0,0,0

+STKPRO. 37, 0, " Speci al ", 3, 3, " Bank-
ing",0,0,0

AT+STKTR=37, 0

(0 4

+STKCNF: 37, 0, 255, 144

AT+STKENV=211, 2

K
+STKCNF: 129, 0, 255, 144

EXAMPLE 3
DISPLAY TEXT

+STKPRO.

33, 128, 4, "546F6F6C6B697420546573742031", O

AT+STKTR=33, 0
K
+STKCNF: 33, 0, 255, 144

EXAMPLE 4
GET INKEY

+STKPRO. 34, 0, 4, "456E74657220222B22", 0

AT+STKTR=34, 0, 0, 0, 4, " 2B"

gemalto™
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Set Explicit Response (ER) mode.

Switch off and restart the UE to make the change
take effect.

Entering SIM PIN.

+STKPRO URC displays menu structure.

Sending terminal response command for PAC 37.

+STKCNF URC confirms that command was suc-
cessfully executed and SAT cycle has finished. No
further PAC required.

Sending envelope command for selecting "EMail"
option.

+STKCNF URC indicates end of proactive session,
confirms that last command was successfully exe-
cuted and SAT cycle has finished. No further PAC
required.

+STKPRO URC indicates that PAC = 33 (Display
text) is received. The sample text given in hexadeci-
mal format means "Toolkit Test 1"

Sending terminal response command for PAC 33.

+STKCNF URC confirms that command was suc-
cessfully executed and SAT cycle has finished. No
further PAC required.

+STKPRO URC indicates that PAC = 34 (Get inkey)
is received. The text given in hexadecimal format
means that "Enter +" is requested.

Terminal response command for PAC 34 is sending
"+" as HEX string "2B".
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(04
+STKCNF: 34, 0, 255, 144 +STKCNF URC confirms that command was suc-
cessfully executed and SAT cycle has finished. No
further PAC required.
EXAMPLE 5
GET INPUT
+STKPRO. +STKPRO URC indicates that PAC = 35 (Get input)

35,0, 4, "456E746572203132333435",5,5,"",0 is received. The text given in hexadecimal format
means that "Enter 12345" is requested.

AT+STKTR=35, 0, 0, 0, 4, "3132333435" Terminal response command for PAC 35 is sending
"12345" as HEX string "3132333435".

(04
+STKCNF: 34, 0, 255, 144 +STKCNF URC confirms that command was suc-
cessfully executed and SAT cycle has finished. No
further PAC required.
gemalto™ EMS31-X_ATC_V03.006 18/09/6

Confidential / Preliminary



Cinterion® EMS31-X AT Command Set Page 289 of 326
14. Phonebook Commands

14. Phonebook Commands

The AT commands described in this chapter allow the external application to access the phonebooks located in
the EMS31-X's memory or on the attached Subscriber Identity Module (SIM).

14.1 AT+CNUM Read own numbers

AT+CNUMreturns the subscribers own number(s) from the SIM.

Syntax

Test Command

AT+CNUM=?
Response(s)

K
Exec Command

AT+CNUM
Response(s)

[+CNUM [<al pha>], <nunber >, <t ype>]
[+CNUM ... ]

(04

ERRCR

+CME ERROR <err>

PIN - Last Reference(s)
+ o+ - 3GPP TS 27.007 [43]

Parameter Description

<al pha>t"

Optional alphanumeric string associated with <nunber >.

<nunber >60

Phone number in format specified by <t ype>.

(num)

<type>
Type of address octet.
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15. Miscellaneous Commands

The AT Commands described in this chapter are related to various areas.

15.1 A/ Repeat Previous Command Line

Repeat previous AT command line.
In general, after beginning a command line with character "a" or "A" a second character "t", "T" or "/" has to follow.
"I" acts as line terminating character. In case of using a wrong second character, it is necessary to start again

with character "a" or "A".

Syntax

Exec Command

A

Response(s)

PIN > Last Reference(s)
-+ - V.250

gemalto™ EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set

15.2 ATSS
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ATS3 determines the character recognized by the EMS31-X to terminate an incoming command line. It is also
generated for result codes and information text, along with character value set via ATS4.

Syntax

Read Command
ATS3?
Response(s)
<n>

K

Write Command
ATS3=<n>
Response(s)
(0.1

ERROR

PIN "> Last

- dL -

Parameter Description
<n>NUM)@&V)(E&W)

Command line termination character.

It is not recommended to change this value.

000...013%®P 127

Note

Reference(s)

ITU-T V.250 [13]

« If changing this setting the new value has no effect for "* SHUTDOMN' URC.
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ATS4 determines the character generated by the EMS31-X for result code and information text, along with the
command line termination character set via ATS3.

Syntax

Read Command
ATS4?
Response(s)
<n>

K

Write Command
ATS4=<n>
Response(s)
(0.1

ERROR

PIN "> Last

- dL -

Parameter Description
<n>NUM)@&V)(E&W)

Response formatting character.

It is not recommended to change this value.

000...010%P . 127

gemalto™
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154 ATS5 Command Line Editing
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ATS5 determines the character value used by the EMS31-X to delete the immediately preceding character from
the AT command line (i.e. equates backspace key).

Syntax

Read Command
ATS57?
Response(s)
<n>

K

Write Command
ATS5=<n>
Response(s)
(0.1

ERROR

PIN "> Last

- dL -

Parameter Description
<n>NUM)@&V)(E&W)

Command line editing character.

It is not recommended to change this value.

000...008% . 127

gemalto™
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15.5 AT"SBNR Binary Read

Syntax

Test Command

AT SBNR="
Response(s)

K
Read Command

AT” SBNR?
Response(s)

(04

Write Command

If <t ype>= "ciphersuites": Read default values of TLS Cipher Suites for embedded TCP/IP stack:
AT~ SBNR="ciphersuites", "default"

Response(s)

(default CYASSL ciphers string)
K

ERROR

+CME ERROR: <err >

Write Command

If <t ype>="ciphersuites": Read user defined TLS Cipher Suites for embedded TCP/IP stack, or default values
if not defined:

AT” SBNR="ciphersuites", "current"
Response(s)

(ci phersuite user file contents)
(04

If no user values defined:

No Ci pher Suites file found or | oaded
Defaul t Ci pher Suites:

(default CYASSL ci phers string)
(04

ERRCR

+CVE ERROR: <err>

Write Command

If <t ype>="is_cert": Read certificates for secure connection of client IP services
AT~ SBNR="is_cert"

Response(s)

ASBNR: <i ndex>, <si ze>, <i ssuer >, <seri al - nunber >, <subj ect >, <si gnat ur e- al gori t hnp,
<t hunbpri nt - al gori t hne, <t hunbpri nt >

[...]

(04

ERROR

+CVE ERROR: <err>

If certificate file is corrupted:

ASBNR: <i ndex>, certificate is corrupted

PIN - Last

- L -
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15.5 AT*SBNR

Parameter Description

<t yp e>(str)
“ciphersuites"
“is_cert"

<i ndex>Mm
Certificate index
0...10

<si ze>®"

Size of certificate file in bytes

<i ssuer >("

Certificate issuer

<seri al - nunber >&"
Serial number of certificate

<subj ect >"
Subject of certificate

<si gnat ur e- al gori t hn»G"
Signature algorithm of certificate

Read TLS Cipher Suites for embedded TCP/IP stack

Read certificate details
See [8] for further details. See also ATASI SS, AT SI ND and AT SBNW

Index 0 is handled as public client certificate (only 1 allowed). It is intended for
client authentication and for protecting access to the (server) certificate store
in the UE's NVRAM.

Indexes from 1 to 10 are handled as server certificates.

<t hunbpri nt - al gori t hm©"

Thumbprint algorithm of certificate

<t hunbpri nt >0
Thumbprint of certificate

gemalto™
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15.6 ATASBNW Binary Write

Syntax

Write Command

Cipher suites user file modification:
AT~ SBNWE"ciphersuites”, <ci pher sui t es_| engt h>

Response(s)

CONNECT

Cl PHERSUI TES: SEND FI LE . ..
Indicates that UE has entered binary data mode. Data can be transferred.
When Ciphersuites file data are transferred and updated, or error occurs the UE returns one of following

answers:

Cl PHERSUI TES: LENGTH ERROR

Cl PHERSUI TES: FI LE WRI TE ERROR
Cl PHERSUI TES: SUI TE NOT FOUND
Cl PHERSUI TES: UNDEFI NED ERROR
Cl PHERSUI TES: | NTERNAL ERROR
Cl PHERSUI TES: |/ O ERROR

(0 ¢

Write Command

Cipher suites user file removal:
AT~ SBNW£"ciphersuites”, 0

Response(s)

Cl PHERSUI TES: DELETE Cl PHERSUI TES FI LE. . .
Cl PHERSUI TES: DONE

(0.

+CVE ERROR: <err>

Write Command

Certificate management for secure connection of client IP services
AT~ SBNWE"is_cert”, <subType>

Response(s)

CONNECT

SECURE CVD READY: SEND COVIVAND . ..
(Indicates that UE has entered binary data mode. Secure command data can be transferred.)
When secure command data is processed the UE will send one of following answers:

SECURE CMD
SECURE CMD
SECURE CMD
SECURE CMD
SECURE CMD
SECURE CMD
SECURE CMD

PIN - Last

- L -

gemalto™

LENGTH ERROR

PUBLI C CERTI FI CATE | S CORRUPTED
PRI VATE KEY WAS REMOVED

SERVI CE Tl MEQUT ERROR

TO MANY DATA ERROR

ERRCR

END OK
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Parameter Description

<t ype>(str)
“ciphersuites"” Command for IPoverAT TLS Cipher Suite file management.

“is_cert" Secure Command Mode (Manage Certificates)
See [8] for further details. See also ATASI SS, AT”SI ND and AT SBNR.

<subType>Mum
1 Start Secure Command Block Transfer mode

<ci pher sui t es_| engt h>m

Number of characters of ciphersuite names.
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15.7 ATASFDL Firmware Download

AT~ SFDL allows the application manufacturer to download EMS31-X firmware into the ME by starting the down-
load process on a customer-designed update tool.

For this purpose the EMS31-X firmware update file must be available in *.USF format. This file is part of each
product specific firmware package supplied by Gemalto M2M GmbH. The firmware file consists of records to be
transferred one by one from the update tool to the ME.

This manual only describes the syntax of the AT SFDL command. Details on technical requirements and steps
to prepare the host application for this download solution can be found in "Application Note 16: Updating EMS31-
X Firmware" [7]. An example for developing an appropriate update tool is included.

The command causes the ME to reset and enter the firmware download mode (this may take some milliseconds).
After entering the download mode the ME sends the start pattern HEX 0x01 ("TANSWER_OK") to the update tool
to indicate its ready state. Next, the update tool shall start to send the records of the firmware file. Each record
received by the ME is acknowledged to the update tool. Once all records are successfully received, the ME shuts
down automatically.

If a valid firmware is still installed, but the AT SFDL command is issued without sending any firmware afterwards
the ME will stay in ready state. In this case it must be switched off.

Syntax

Test Command
ATASFDL=?
Response(s)
K

Exec Command

AT~ SFDL
Response(s)

K
0x01

PIN - Last

-+ o+
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15.8 ATASFDOA Firmware Download

AT~ SFDQA allows application manufacturers to upgrade the UE's firmware over-the-air. The upgrade procedure
comprises downloading the firmware from an external server, updating the firmware, and rebooting the UE to
activate the new firmware.

Before calling AT" SFDOA, a FOTA related PDP context needs to be defined and activated using AT+CGDCONT,
as well as either AT+CGACT or AT SI CA. For Verizon networks the 3rd PDP context is defined by default as Inter-
net context, and should be activated with either AT+CGACT=1,3 or ATASICA=1,3.

The write command triggers the UE upgrade with a firmware fetched from an external server. To finalize the sys-
tem upgrade, any kind of UE reboot is required. <r eboot > configures an automatic reboot after the downloaded
firmware has been validated and installed. The read command returns the current state of upgrade process, and
the test command returns the supported parameters and value ranges.

The parameters <r eboot >, <pr ogr ess_r eport > and <command_set t i ng> are optional.

A firmware upgrade can be launched in the foreground or background as specified with <command_set t i ng>.
The user can cancel the upgrade by sending the cancel command at any time before UE reboot. If running in the
background, the URC " SFDCOA": "installed"” is generated as soon as the firmware download is complete and ver-
ified, stating that the UE is ready for reboot. The parameter <pr ogr ess_r epor t > configures the presentation
of the URC ""SFDQA": "downloading".

Syntax

Test Command

AT~ SFDOA=?

Response(s)

ANSFDOA: (max string length of <f i r mnar e_ur | >s)(list of supported <r eboot >s)(range of supported

<progr ess_r epor t >s)(list of supported <conmand_set ti ng>s)
(04

Read Command
AT” SFDOA?
Response(s)

ANSFDOA: <upgr ade_st at us>[, <per cent age_downl oaded>]
(0 ¢

ERRCR

+CME ERROR: <err >

Write Command

AT~ASFDOA=<f i r mnar e_ur | >[, <r eboot >[, <pr ogr ess_r eport >[, <comand_set ti ng>]]]
Response(s)

NSFDOA: <upgr ade_st at us>[, <per cent age_downl oaded>]

(0

ERRCR

+CME ERROR  <err >

PIN > Last

-+ o+

Unsolicited Result Code

NSFDQA: <upgrade_status>[, <percentage_downl oaded>]

The URC applies only to the asynchronous upgrade process configured with ATASFDOA, parameter
<command_set ti ng>=L1. Itis issued every time the upgrade status changes or a further section of the new firm-
ware (corresponding to the percentage configured with <pr ogr ess_r eport > was downloaded.
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Parameter Description

<firmare_url >0

Specifies the firmware's URL (compliant with RFC1738) in the format: "protocol://user:password@host:port/
path".

An example would be: "https://gmto:pass@www.test.com/private/firmware.image".

Please ask Gemalto for URL and firmware image details.

<r eboot >(M™
Reboot after firmware update.
1 Reboot automatically after the firmware is installed. Default setting.

<pr ogr ess_r epor t >
Report download progress.
0 Does not report the download progress.

1...100 Reports the download progress with the URC "ASFDOA": "downloading",
<per cent age_downl oaded>.

<conmmand_set t i ng>"m
Upgrade start.
o® Starts upgrade in the foreground. Default setting.

1 Starts upgrade in the background. Launches the upgrade and returns immedi-
ately with OK if the upgrade was started correctly, or with +CME ERROR: <err>
The upgrade progress is reported through the URC " SFDOA".

2 Cancel upgrade if any, or do nothing, then return OK.

<upgr ade_st at us>®"
Informs about the current firmware upgrade state.

“downloading"” Upgrade firmware image is downloading. The state information is followed by
the parameter <per cent age_downl oaded>. This parameter is displayed
only if <pr ogress_r eport > has been set to report the download progress.

“updating” Upgrade was triggered. The module will restart and go into SW Updater mode
to update the firmware.

“error Firmware file download has been finished with particular error which code fol-
lows as AT” SFDQA error code (please see following chapter).

“canceled” Upgrade has been canceled.

“idle" No upgrade running.

<per cent age_downl oaded>™™
Percentage of firmware already downloaded.
1...100 Percentage of new firmware image already downloaded.
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15.8.1 SFDOA Error Codes

Table 15.1: General "SFDOA Error" Codes

<err> Code Text

528 Upgrade failed: General error

529 Upgrade failed: Corrupted image

531 Upgrade failed: Network error

532 Upgrade failed: Upgrade already in progress

533 Upgrade cancel failed: No upgrade in progress

534 Upgrade failed: Canceled by the user

535 Upgrade failed: File error, e.g. no space left on file system
15.8.2 Example: Upgrading Firmware from an External Host

The below example shows how to download, install, and activate a new firmware from an external server over-
the-air:

AT~ASFDOA="ftp://192.168.15.170/firmware.image",1,25,0
ASFDOA: "downloading",0

ASFDOA: "downloading”,25

ASFDOA: "downloading”,50

ASFDOA: "downloading”,75

ASFDOA: "downloading™,100

ASFDOA: "updating"

OK
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16. Hardware related Commands

All AT commands described in this chapter are related to the hardware interface of the EMS31-X. Further infor-
mation regarding this interface is available in the "EMS31-X Hardware Interface Description" [2].

16.1 AT+CCLK Real Time Clock

The AT+CCLK write command sets the Real Time Clock in the UE.
The AT+CCLK read command shows the time and, if enabled with AT+CTZU, time zone information.

Syntax

Test Command
AT+CCLK="?
Response(s)

K

Read Command
AT+CCLK?
Response(s)
+CCLK: <tine>
XK

Write Command

AT+CCLK=<t i ne>

Response(s)

(0 ¢

ERROR

+CME ERROR: <err>

PIN > Last Reference(s)

-+ - 3GPP TS 27.007 [43]

Parameter Description

<ti rre>(str)

Format is "yy/mm/dd,hh:mm:ss+zz", where the characters indicate the two last digits of the year, followed by
month, day, hour, minutes, seconds and time zone. For example 6th of July 2016, 22:10:00 GMT+2 hours
equals to "16/07/06,22:10:00+08".

Factory default is "70/01/01,00:00:00+00".

Time zone information zz:

Automatic time zone information update is effective only if enabled with AT+CTZU and if the network supports
time zone information. When a time zone update occurs additional time zone information will be appended to
parameter <t i me>.

Time zone tz is given as a positive (east) or negative (west) offset from UTC in units of 15 minutes: Format is
"yy/mm/dd,hh:mm:ss+zz" or "yy/mm/dd,hh:mm:ss-zz".

If not enabled or if the UE is not registered with a network the value will be only +00.

In addition, time zone updating can be reported by URCs enabled with AT+CTZR and AT~ SI ND.
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Note

« <tinme>will be reset to its factory default when the UE reboots via AT+CFUN=1,1 or enters Power Down mode
via AT SMSO.
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16.2 ATASBV Battery/Supply Voltage

AT~ SBV allows to monitor the supply (or battery) voltage of the module. The voltage is periodically measured.
The displayed value is averaged.

The measurement is related to the reference points of BATT+ and GND. For details on the reference points
please refer to the Hardware Interface Description [2]. If the measured average voltage drops below or rises
above the given voltage thresholds the UE will report alert messages by sending the "*"SBC" URC:s listed in Sec-
tion 1.7.1, Common URCs.

Syntax

Test Command
ATASBV=?
Response(s)

(014
ERROR
+CVE ERROR:. <err>

Exec Command

AT~ SBV
Response(s)

ASBV: <Vol t age>
(0

ERROR

+CVE ERROR: <err>

PIN - Last

- L -

Parameter Description

<Vol t age>("m

Supply (or battery) voltage in mV
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16.3 ATASCTM Critical Operating Temperature Monitoring

AT~ SCTMallows to monitor the operating temperature range of the EMS31-X device. Refer to "EMS31-X Hard-
ware Interface Description” [2] for specifications on critical temperature ranges. To avoid damage the module will
shut down once the critical temperature is exceeded. The procedure is equivalent to the power-down initiated
with ATA SMVSO.

The ATASCTMwrite command controls the presentation of URCs to report critical operating temperature limits.
Use parameter <Ur cMbde> to enable (1) and disable (0) URC presentation.

Each time after the EMS31-X was switched on there is a guard period of 120 seconds. Until expiry of the guard
timer, automatic thermal shutdown will be deferred and the presentation of all "'SCTM URC types is enabled even
though <Ur cMbde> equals "0".

URCs indicating alert levels "1" or "-1" are intended to enable the user to take precautions, such as protect the
EMS31-X from exposure to extreme conditions, or save or back up data etc. Except during the initial guard period
after startup, the presentation of level "1", "-1" or "0" URCs depends on <Ur cMode>.

Level "2" or "-2" URCs are followed by immediate shutdown except during the initial guard period. The presen-
tation of these URCs is always enabled, i.e. they will be output even though <Ur cMbde> equals "0".

ATASCTMread command returns:
e The URC presentation mode.
< Information about the current temperature range of the EMS31-X device.
¢ The board temperature (in degree Celsius) if parameter <t enpCt r | >=1.

Syntax

Test Command
ATASCTM=?
Response(s)

NSCTM (list of supported <Ur cMbde>s)|, (list of supported <t enpCt r | >s)]
(014

Read Command

AT~SCTM?

Response(s)

ANSCTM  <Ur cMbde>, <Ur cCause>[, <t enp>]
K

ERROR

+CVE ERROR: <err>

Write Command
ATASCTM=<Ur cMode>[, <t enpCt r | >]

Response(s)

(04

ERROR

+CME ERROR: <err >
PIN > Last

- L -
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Unsolicited Result Codes

URC 1
URCs will be sent to the TE when the temperature reaches or exceeds the critical level, or when it is back to
normal.

ANSCTM B: <UrcCause>

URC 2
URC indicated after "*SCTM _B" URC with <Ur cCause> value 2 or -2 before the UE switches off.
A SHUTDOWN

Parameter Description

<Ur cMode>Mm

URC presentation mode
o® Disable URC presentation (except for <Ur cCause> equal to -2 or +2).

1 Enable URC presentation.

<Ur cCause>Mm
-2 Below lowest temperature limit (causes immediate switch-off)
-1 Below low temperature alert limit
Normal operating temperature
Above upper temperature alert limit
Above uppermost temperature limit (causes immediate switch-off)

<tempCtr| >um

o® Suppress output of <t enrp> in read command.
1 Output <t enp> in read command.
<te (num)

np>

Board temperature in Celsius. Is comprised between the lowest temperature warning level and the uppermost
temperature warning level.

Examples
EXAMPLE 1

URCs issued when the operating temperature is out of range:

ASCTM B: 1 Caution: Module close to overtemperature limit.

NSCTM B: 2 Alert: Module is above overtemperature limit and switches off.

ASCTM B: -1 Caution: Module close to undertemperature limit.

ASCTM B: -2 Alert: Module is below undertemperature limit and switches off.
EXAMPLE 2

URCs issued when the temperature is back to normal (URC is output once):

ASCTM B: 0 Module back to normal temperature.
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16.4 ATASLED LED Feature

AT~ SLED controls the LED function provided by the EMS31-X's STATUS pin, which acts as an output and can
be used to control a connected LED.

The electrical specifications of the status pin and advice on how to connect the LED circuit can be found in [2].
The LED indicates the operating states listed below:

Table 16.1: EMS31-X Status and Mode Indication via LED

EMS31-X Status <nmode>=1 <nmode>=2
LTE data transfer Permanently on 10 mson/
1990 ms off

UE registered to a network. No call, no data Permanently on 1280 ms on /
transfer 3840 ms off
Limited Network Service (e.g. because no SIM/ 500ms on / 500ms on /
USIM, no PIN or during network search) 500 ms off 500 ms off
Syntax

Test Command
ATASLED="?
Response(s)

NSLED: (list of supported <npbde>s)
(04

Read Command

ATASLED?
Response(s)

ASLED: <node>
oK

Write Command

AT~ SLED=<nbde>
Response(s)

(014
ERROR
+CME ERROR: <err >

PIN - Last

- dL -

Parameter Description
<mDde>(num)(&\/)(&W)

LED operating mode
0&h LED feature is disabled.

1O LED lights steadily when the UE is registered to the network and either awake
or in power saving state.

2 LED is flashing when the UE is in Limited Service or registered with a network
and either awake or in power saving state.
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Note
e The LED functionality is effective only when AT+CFUN=1. It is disabled when AT+CFUN=0 or 4.
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17. Appendix

17.1 Available AT Commands and Dependency on SIM PIN

... Command not available

... Command does not require PIN1

... Command requires PIN1

... Command sometimes requires PIN1

++ '8

Table 17.1: Available AT Commands and Dependency on SIM PIN
AT Command Exec Test Read Write

Configuration Commands
AT&F -
AT&V -
AT&W -
ATQ -
ATV -
ATZ -
AT+CFUN [%) - - -
AT~ SMSO - - [4] [4]
AT+CMVEE

AT+CSCS

AT~ SCFG

AT~ SPOW

8 8 8 8 8 8
Q8 8 8 8 8 8
Q8 8 8 8 8 8

Status Control Commands

AT+CEER - = [} =
AT~ SI ND a - - -
AT+CPAS - - [4] [4]
AT+W546 2] = = =

Serial Interface Control Commands

AT\ Q - a a a
AT&C - (4] [4] [4]
AT&D - [4] [4] [4]
AT&S - [4] [4] [4]
ATE = [} [7] [7]
AT+l CF [%)

AT+l PR [%) - - -
AT+CMUX 7]

Identification Commands

ATI = 2] a 2
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AT Command Exec Test Read Write
AT+CGM - = [4] [}
AT+CGW - - [4] [}
AT+CGWR - - [4] [4]
AT+CGSN - = [} =
AT+GSN - - a -
AT+Cl M 4 4 [4] [4]
AT~SI NFO (] = = =

Security Commands

AT+CPI N [} - - -
AT+CLCK [} - (7] -
AT+CPWD [} 1 [ 1

Call related Commands
ATH +
ATO -

+++ -

Network Service Commands

AT+COPN - -
AT+COPS
AT+CESQ
AT+CPCL
AT+CPLS
AT+CTZR
AT+CTZU
AT+CPSNVS
AT~ SMONI - - [%)

AT SMONP - - [%) -
AT~ SNVON [} = [}

AT+CEDRXS [%)

AT+CEDRXRDP - - [4] [4]
AT~ SNLWWVRM [} = [7] =

I+
I+
I+

+ o+ o+
+ + W©
+ + W©

Q8 8 8 8 + 8

Internet Service Commands
ATASI CA

AT~SI CS

AT~SI PS

ATASI SS

AT~SI SI

AT~ SI SO

ATASI SC

AT~ SI SR

Q8 8 8 8 8 8 8
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AT Command Exec Test Read Write
ATASI SW [} = [} +
AT~SI ST a - [4] -
AT~SI SH [4] - [4] -
AT~ SI SX [} + [} +
AT~ SI SE a - [4] -

Packet Domain Related Commands

AT+CGACT a 4 4 4
AT+CGATT [%) F F F
AT+CCGDCONT [%) - - -
AT+CGDSCONT a - - -
AT+CGCMOD [4] 1 [4] 1
AT+CEREG [%) - - -
AT+CCEREP a 4 4 4
AT+CGPADDR F F [%) F
AT+CCPI AF [%) 4 4 4
AT+CCEQOSRDP T 4 [4] 4
AT+CGCONTRDP F F [%) F
AT+CGSCONTRDP [4] 4 [4] 4
AT+CGTFT [} = = =
AT+CGTFTRDP [%)
AT+CGAUTH [%) - - -
AT+CGDATA + + [7] +
AT+CGSMVS [%) F
ATD* 99# 4 [4] [4] [4]
Short Message Service (SMS) Commands
AT+CMCC [4] 1 [4] 1
AT+CMED [2] 4 [4] +
AT+CMGF a - - -
AT+CMEL + + (%] +
AT+CMER [2] 4 [4] +
AT+CMSS 4] + [} +
AT+CMGW F F [%) F
AT+CMSS [2] 4 [4] +
AT+CNVA T 4 [4] 4
AT+CN\M [%) F F F
AT+CPNS [2] 4 4 4
AT+CSCA a 4 4 4
AT+CSDH [%) - - -
AT+CSMP [2]
AT+CSMVB a 4 4 4
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AT Command Exec Test Read Write
AT~ SMGEL 4+ 4+ [%] 4
AT SMER [7] + [} +
AT+CSAS @ - - -
AT+CRES [} = = =

(U)SIM related Commands

AT+CCl D - - - @
AT+CRSM a - [4] -
AT+CSI M [4] - [4] -
AT+CCHO [4] - [4] -
AT+CCHC [7] = [} =
AT+CGLA [4] - [4] -

(U)SIM Application Toolkit (SAT) Commands

ATASSTA o} - - -
AT+STKPRO
AT+STKTR
AT+STKENV
AT+STKCC
AT+STKCNF

|
+ 8

Q ®

88 8 8 8

(ST ST IS

8 8 8 8§ 8
I+

Phonebook Commands
AT+CNUM 1 1 [ [

Miscellaneous Commands

Al -
ATS3
ATS4
ATS5

AT~ SBNR
AT~ SBNW
AT SFDL - -
AT~ SFDOA [} - - -

Q8 8 8 8

Hardware related Commands

AT+CCLK [%) - - -
ATASBV = = [4] [}
ATASCTM [%) - - -
AT~SLED [%) - - -
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17.2 Availability of AT Commands Depending on Operating Mode of ME

- ... AT command not supported
+ ... AT command supported
+ ... AT command partially supported

See description of AT command for details.

Table 17.2: Availability of AT Commands Depending on Operating Mode of ME
AT Command Normal Mode >

Configuration Commands
AT&F
AT&V
AT&W
ATQ

ATV

ATZ
AT+CFUN
AT~ SMSO
AT+CMVEE
AT+CSCS
ATASCFG
AT~ SPOW

+ + + + + + 4+ + + 4+ o+ o+
I+

Status Control Commands
AT+CEER
AT~ SI ND
AT+CPAS
AT+W546

+ + + o+

Serial Interface Control Commands
AT\ Q

AT&C

AT&D

AT&S

ATE

AT+l CF

AT+l PR

AT+CMUX

+ + + + + + 4+ o+

Identification Commands
ATI

AT+CGM

AT+CGW

AT+CGWR

+ + + o+
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17.2 Availability of AT Commands Depending on Operating Mode of ME

AT Command
AT+CGSN
AT+GSN
AT+CI M

AT~ SI NFO

Security Commands
AT+CPI N
AT+CLCK
AT+CPWD

Call related Commands
ATH
ATO
+++

Network Service Commands
AT+COPN
AT+COPS
AT+CESQ
AT+CPOL
AT+CPLS
AT+CTZR
AT+CTZU
AT+CPSNVS
AT~ SMONI

AT~ SMONP
AT~ SNIVON
AT+CEDRXS
AT+CEDRXRDP
ATASNLWWRM

Internet Service Commands
ATASI CA
ATASI CS
AT~SI PS
AT~SI SS
AT~SI SI
AT~SI SO
AT~ SI SC
ATASI SR
AT~SI SW
ATASI ST
ATASI SH

gemalto™

Normal Mode

+ o+ o+

+ 4+ 4+ 4+ 4+ 4+ + o+ + + + + o+ o+

+ + + + + + 4+ + o+ 4+ o+
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AT Command Normal Mode
ATASI SX +
ATASI SE +

Packet Domain Related Commands
AT+CGACT
AT+CGATT
AT+CGDCONT
AT+CGDSCONT
AT+CGCMOD
AT+CEREG
AT+CGEREP
AT+CGPADDR
AT+CCPI AF
AT+CGEQOSRDP
AT+CGCONTRDP
AT+CGSCONTRDP
AT+CGTFT
AT+CGTFTRDP
AT+CGAUTH
AT+CGDATA
AT+CGSMS

ATD* 99#

+ + + 4+ + + 4+ + + + + + + + o+ + o+ o+

Short Message Service (SMS) Commands
AT+CMEC
AT+CMED
AT+CMGF
AT+CMGEL
AT+CMGR
AT+CMGS
AT+CMGW
AT+CMSS
AT+CNVA
AT+CNM
AT+CPMS
AT+CSCA
AT+CSDH
AT+CSMP
AT+CSM5
ATASMGEL
ATASMGR
AT+CSAS

+ + + + + + + + + 4+ + + 4+ + + + + o+
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AT Command
AT+CRES

(U)SIM related Commands
AT+CCl D
AT+CRSM
AT+CSI M
AT+CCHO
AT+CCHC
AT+CGLA

Normal Mode

+

+ + + 4+ + o+

(U)SIM Application Toolkit (SAT) Commands

ATASSTA
AT+STKPRO
AT+STKTR
AT+STKENV
AT+STKCC
AT+STKCNF

Phonebook Commands
AT+CNUM

Miscellaneous Commands
A

ATS3

ATSA

ATS5

AT~ SBNR

AT~ SBNW

AT SFDL

AT SFDOA

Hardware related Commands
AT+CCLK

AT~ASBV

ATASCTM

AT~SLED

gemalto™

+

+ + + + o+

+ + + 4+ + + 4+ o+

+ + + o+
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17.3 AT Command Settings storable with AT&W

Table 17.3: Settings Stored to User Profile on ASCO

AT Command Stored Parameters

Configuration Commands

ATQ <n>
ATV <val ue>
AT+CMVEE <err Mode>

Serial Interface Control Commands

AT\ Q <n>

AT&C <val ue>

AT&D <val ue>

AT&S <val ue>

ATE <val ue>

AT+l CF <f or mat >, <parity>

Network Service Commands
AT+COPS <f or mat >

Packet Domain Related Commands
AT+CEREG <n>

Short Message Service (SMS) Commands

AT+CMGF <node>

AT+CNM <node>, <nt >, <bn®, <ds>, <bf r >
AT+CSDH <show>

AT+CSM5 <servi ce>

Miscellaneous Commands

ATS3 <n>
ATS4 <n>
ATSH <n>

Hardware related Commands
AT~ASLED <node>
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17.4 Factory Default Settings Restorable with AT&F

Table 17.4: Factory Default Settings Restorable with AT&F

AT Command Factory Defaults

Configuration Commands

ATQ <n>=0

ATV <val ue>=1
AT+CMEE <err Mbde>=0
AT+CSCS <chset >="GSM"

Serial Interface Control Commands

AT\ Q <n>=3

AT&C <val ue>=1
AT&D <val ue>=2
AT&S <val ue>=0
ATE <val ue>=1
AT+l CF <f or mat >=3

Network Service Commands
AT+COPS <f or mat >=0

Packet Domain Related Commands
AT+CEREG <n>=0

Short Message Service (SMS) Commands

AT+CMG- <node>=0

AT+CN\M <nmode>=1, <nt >=0, <bn®>=0, <ds>=0, <bf r >=0
AT+CSDH <show>=0

AT+CSMS <servi ce>=0

Miscellaneous Commands

ATS3 <n>=013
ATSA <n>=010
ATS5 <n>=008

Hardware related Commands
AT~ASLED <node>=0
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17.5 Summary of Unsolicited Result Codes (URC)

Table 17.5: Summary of Unsolicited Result Codes (URC)

AT Command

URC

Unsolicited Result Code Presentation

NSYSSTART

ASBC: Undervoltage Warning
ASBC: Undervoltage Shutdown
NSBC: Overvoltage Warning
ASBC: Overvoltage Shutdown

Configuration Commands

AT SMSO

A SHUTDOWN

Status Control Commands

AT~SI ND
AT~ SI ND
AT~SI ND
AT~SI ND
AT~ SI ND

AT~SI ND

AT~SI ND

AT~SI ND
AT~ SI ND

+Cl EV: <i ndDescr >, <i ndVal ue>

+Cl EV: <i ndDescr >

+Cl EV: <i ndDescr >, <i ndVal ue>, <eonsQper at or >, <ser vProvi der >
+Cl EV: <i ndDescr >, <ni t zUT>, <ni t zTZ>, <ni t zDST>

+Cl EV: <i ndDescr >, <i ndVal ue>, <I st aDr xCount >, <| st aRsr p>, <| st aRsr >,
<| st aRssi >

+Cl EV: <i ndDescr >, <i ndVal ue>, <I st aFr Rep>, <I st aFr Scnd>,
<| st aFr St art >, <l st aFr End>, <l st aM n>, <l st aMax>, <l st aMean>, <| st a-
G ade>

+Cl EV: <i ndDescr >, <srvProfil el d>, <i ssuer >, <seri al Nunmber >, <sub-
j ect >, <si gnat ureAl gorithnme, <t hunbprint Al gorithnm, <t hunbpri nt >

+Cl EV: <i ndDescr >, <cat ntovBi t Mask>, <cover age_ds>
+Cl EV: <i ndDescr >, <pr ovMr>, <pr ovCur >[, <pr ovNext >]

Network Service Commands

AT+CTZR
AT+CTZR
AT+CEDRXS

+CTZV: <ti nezone>
+CTZE: <ti mezone>, <dst >[, <t i ne>]

+CEDRXP:<AcT-t ype>[, <Request ed_eDRX val ue>|,
<NW pr ovi ded_eDRX val ue>[, <Pagi ng_ti me_wi ndow>]]]

Internet Service Commands

AT~SI SR
AT~SI SW

| nt ernet Ser -
vice URC "~S| S

NSl SR: <srvProfil el d>, <ur cCausel d>
NSl SW <srvProfil el d>, <urcCausel d>
NSl S:<srvProfil el d>, <ur cCause>[, [<ur cl nf ol d>][, <ur cl nf oText >]]

Packet Domain Related Commands

AT+CEREG
AT+CEREG
AT+CEREG

gemalto™

+CEREG <st at >
+CEREG <st at >[, <t ac>][, <ci >][, <AcT>]

+CEREG <st at >[, <t ac>][, <ci >][, <AcT>][,, [, [, <Act i veTi me>[, <Per i odi c-
TAU>]]]]

EMS31-X_ATC_V03.006 18/09/6
Confidential / Preliminary



Cinterion® EMS31-X AT Command Set

Page 320 of 326

17.5 Summary of Unsolicited Result Codes (URC)

AT Command
AT+CGEREP
AT+CGEREP
AT+CCGEREP
AT+CGEREP
AT+CGEREP
AT+CCGEREP
AT+CGEREP
AT+CGEREP
AT+CCGEREP
AT+CGEREP
AT+CGEREP
AT+CCGEREP
AT+CGEREP

URC

+CGEV: NW DEACT <pci d>, <ci d>, <event - t ype>

+CGEV: ME DEACT <pci d>, <ci d>, <event -t ype>

+CGEV: NW DETACH

+CGEV: ME DETACH

+CGEV: PDN DEACT <ci d>

+CGEV: ME ACT <pci d>, <ci d>, <event -t ype>

+CGEV: NW MODIFY <ci d>,<change-r eason>,<event -t ype>
+CGEV: NW PDN ACT <ci d>

+CGEV: NW PDN DEACT <ci d>

+CCGEV: ME PDN DEACT <ci d>

+CGEV: NW ACT <pci d>, <ci d>, <event -t ype>

+CGEV: ME MODIFY <ci d>, <change-r eason>, <event -t ype>
+CGEV: ME PDN ACT <ci d>[, <r eason>]

Short Message Service (SMS) Commands

AT+CNM
AT+CNM
AT+CNM

AT+CNM
AT+CNM
AT+CNM

+CMT1 : <nenB>, <i ndex>
+CMT: <l engt h><CR><LF><pdu>

+CMT': <oa>, , <sct s>[, <t ooa>, <f 0>, <pi d>, <dcs>, <sca>, <t osca>,
<l engt h>]<CR><LF><dat a>

+CDS: <I| engt h><CR><LF><pdu>
+CDS: <f 0>, <nr >[, <r a>][, <t or a>], <sct s>, <dt >, <st >

+CDSI : <nenB>, <i ndex>

(U)SIM Application Toolkit (SAT) Commands

AT+STKPRO
AT+STKPRO
AT+STKPRO

AT+STKPRO
AT+STKPRO
AT+STKPRO
AT+STKPRO
AT+STKPRO
AT+STKPRO
AT+STKPRO

AT+STKPRO

AT+STKPRO

AT+STKPRO
AT+STKPRO
AT+STKPRO
AT+STKPRO

gemalto™

+STKPRO: 01, <CndQual i fi er >
+STKPRQO:; 05, <Event Li st >

+STKPRO: 16, <Di al Nunber >, <Subaddr >, <CndQual i f i er >, <Al phal>,
<l conl d1>, <Al pha2>, <l conl d2>

+STKPRO:. 19, <Al pha>, <l conl d>, <Ref Nunber >

+STKPRO: 20, <Al pha>, <l conl d>, <Dt nf St r >

+STKPRQO: 21, <Ur | >, <Al pha>, <l conl d>

+STKPRO: 32, <Tone>, <Ti neUni t >, <l nt er val >, <Al pha>, <l conl d>
+STKPRO: 33, <CmdQual i fi er>, <Dcs>, <HexStri ng>, <l conl d>
+STKPRO: 34, <CndQual i fi er >, <Dcs>, <HexSt ri ng>, <l conl d>

+STKPRO: 35, <CmdQual i fi er>, <Dcs>, <HexSt ri ng>, <MaxRespLen>, <M nRe-
spLen>, <Def aul t Text >, <l conl d>

+STKPRO: 36, <CmdQual i fi er >, <Al pha>, <Item d>, <Total [ tens>, <ltem
Text >, <Next Acti on>, <Def aul t | t en®, <l conl d>, <l conl dLi st El en>

+STKPRO: 37, <CmdQual i fi er>, <Al pha>, <Item d>, <Total I tens>, <l tem
Text >, <Next Acti on>, <l conl d>, <l conl dLi st El en>

+STKPRQO: 38, <CndQual i fi er>

+STKPRO: 40, <Dcs>, <HexSt ri ng>, <l conl d>

+STKPRO: 52, <CmdQual i fi er >, <Al pha>, <I conl d>, <At Conmand>
+STKPRO:. 53, <Lang>
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AT Command URC

AT+STKCC +STKCC: 1, <ResVal >, <Al pha>, <PhoneNunber >, <Nunber Type>
AT+STKCC +STKCC: 2, <ResVal >, <Al pha>, <SsCode>

AT+STKCC +STKCC: 3, <ResVal >, <Al pha>, <UssdCode>

AT+STKCC +STKCC: 4, <ResVal >, <Al pha>, <ToSca>, <Sca>, <ToRa>, <Ra>
AT+STKCNF +STKCNF: <Pr oact Cnd>, <Resul t >, <AddResul t >, <Swl1>

Miscellaneous Commands
AT~ SFDOA ASFDOA: <upgr ade_st at us>[, <per cent age_downl oaded>]

Hardware related Commands

ATASCTM NSCTM B: <Ur cCause>
ATASCTM A SHUTDOWN
gemalto EMS31-X_ATC_V03.006 18/09/6
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17.6

Alphabetical List of AT Commands

Table 17.6: Alphabetical List of AT Commands

AT Command
+++

A

AT&C

AT&D

AT&F

AT&S

AT&V
AT&W
AT+CCHC
AT+CCHO
AT+CCI D
AT+CCLK
AT+CEDRXRDP
AT+CEDRXS
AT+CEER
AT+CEREG
AT+CESQ
AT+CFUN
AT+CGACT
AT+CGATT
AT+CGAUTH
AT+CGCMOD

AT+CGCONTRDP

AT+CCDATA
AT+CCDCONT
AT+CGDSCONT

AT+CGEQOSRDP

AT+CGEREP
AT+CGLA
AT+CGM
AT+CGW
AT+CGVR
AT+CGPADDR
AT+CGPI AF

AT+CGSCONTRDP

AT+CGSMS
AT+CGSN
AT+CGTFT

gemalto™

Description

Switch from data mode or PPP online mode to command
mode

Repeat Previous Command Line

Set Data Carrier Detect (DCD) Line Mode

Set Data Terminal Ready (DTR) Line Mode

Reset AT Command Settings to Factory Default Values
Set Data Set Ready (DSR) Line Mode

Display current configuration

Store AT Command Settings to User Defined Profile
Close logical channel

Open logical channel

(U)SIM Card Identification Number

Real Time Clock

Read dynamic eDRX parameters

eDRX Setting

Extended Error Report

EPS Network Registration Status

Extended Signal Quality

Functionality Level

PDP context activate or deactivate

PS attach or detach

Define PDP Context Authentication Parameters
PDP Context Modify

PDP context read dynamic parameters

Enter data state

Define PDP Context

Define Secondary PDP Context

EPS Quality of Service Read Dynamic Parameters
Packet Domain Event Reporting

Generic logical channel access

Request manufacturer identification

Request model identification

Request revision identification of software status
Show PDP Address

Select Printing IP address format

Secondary PDP Context Read Dynamic Parameters
Select Service for MO Short messages

Request International Mobile Equipment Identity (IMEI)
Traffic Flow Template

EMS31-X_ATC_V03.006
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Section and Page
Section 7.3, page 103

Section 15.1, page 290
Section 4.2, page 72
Section 4.3, page 73
Section 2.1, page 26
Section 4.4, page 74
Section 2.2, page 27
Section 2.3, page 29
Section 12.5, page 263
Section 12.4, page 262
Section 12.1, page 257
Section 16.1, page 302
Section 8.13, page 130
Section 8.12, page 127
Section 3.1, page 57
Section 10.6, page 199
Section 8.3, page 108
Section 2.7, page 33
Section 10.1, page 189
Section 10.2, page 191
Section 10.15, page 219
Section 10.5, page 198
Section 10.11, page 210
Section 10.16, page 221
Section 10.3, page 192
Section 10.4, page 196
Section 10.10, page 208
Section 10.7, page 201
Section 12.6, page 264
Section 5.2, page 84
Section 5.3, page 85
Section 5.4, page 86
Section 10.8, page 204
Section 10.9, page 206
Section 10.12, page 212
Section 10.17, page 223
Section 5.5, page 87
Section 10.13, page 213
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AT Command
AT+CGTFTRDP
AT+CI M
AT+CLCK
AT+CVEE
AT+CMGC
AT+CMGD
AT+CMGF
AT+CMGEL
AT+CMGER
AT+CMGS
AT+CVGW
AT+CMSS
AT+CMUX
AT+CNVA
AT+CNM
AT+CNUM
AT+COPN
AT+COPS
AT+CPAS
AT+CPI N
AT+CPLS
AT+CPMS
AT+CPOL
AT+CPSMS
AT+CPWD
AT+CRES
AT+CRSM
AT+CSAS
AT+CSCA
AT+CSCS
AT+CSDH
AT+CSI M
AT+CSMP
AT+CSM5
AT+CTZR
AT+CTZU
AT+GSN
AT+l CF
AT+l PR
AT+STKCC
AT+STKCNF
AT+STKENV

gemalto™

Description

Traffic Flow Template Read Dynamic Parameters
Request International Mobile Subscriber Identity (IMSI)
Facility lock

Error Message Format

Send SMS Command

Delete short message

Select SMS message format

List SMS messages from preferred store
Read SMS messages

Send SMS

Write Short Messages to Memory

Send short messages from storage
Multiplex mode

New Message Acknowledgement to UE/TE
SMS Event Reporting Configuration
Read own numbers

Read operator names

Operator Selection

Activity Status

PIN Authentication

Select Preferred Operator List

Preferred SMS message storage
Preferred Operator List

Enable or Disable Power Saving Mode
Change Password

Restore SMS Settings

Restricted SIM Access

Save SMS Settings

SMS Service Center Address

Character Set

Show SMS text mode parameters
Generic (U)SIM Access

Set SMS Text Mode Parameters

Select Message Service

Time Zone Reporting

Automatic Time Zone Update

Request International Mobile Equipment Identity (IMEI)
Character Framing

Bit Rate

SAT Call Control Notification

SAT Proactive Session Status

SAT Envelope Command

EMS31-X_ATC_V03.006
Confidential / Preliminary

Page 323 of 326

Section and Page
Section 10.14, page 216
Section 5.7, page 91
Section 6.2, page 96
Section 2.9, page 36
Section 11.2, page 229
Section 11.3, page 230
Section 11.4, page 231
Section 11.5, page 232
Section 11.6, page 234
Section 11.7, page 236
Section 11.8, page 237
Section 11.9, page 239
Section 4.8, page 80
Section 11.10, page 240
Section 11.11, page 242
Section 14.1, page 289
Section 8.1, page 104
Section 8.2, page 105
Section 3.3, page 69
Section 6.1, page 94
Section 8.5, page 112
Section 11.12, page 245
Section 8.4, page 110
Section 8.8, page 116
Section 6.3, page 99
Section 11.20, page 256
Section 12.2, page 259
Section 11.19, page 255
Section 11.13, page 247
Section 2.10, page 41
Section 11.14, page 248
Section 12.3, page 261
Section 11.15, page 249
Section 11.16, page 251
Section 8.6, page 113
Section 8.7, page 115
Section 5.6, page 89
Section 4.6, page 76
Section 4.7, page 78
Section 13.5, page 283
Section 13.6, page 285
Section 13.4, page 281
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AT Command
AT+STKPRO

AT+STKTR
AT+WB46
AT\ Q

AT~ SBNR
AT SBNW
AT~ SBV
AT"SCFG
ATASCTM
AT~ SFDL
AT SFDOA
ATASI CA
ATASI CS
AT~ S| ND
AT/ SI NFO
AT~ SI PS
ATASI SC
ATASI SE
AT"ASI SH
ATASI SI
ATASI SO
AT"ASI SR
ATASI SS
ATASI ST
ATASI SW
AT~ S| SX
ATASLED
AT SMGL

ATASMER
AT~ SMONI
AT SMONP
AT SMSO

AT~ SNLVWW2 M

AT~ SNVON
AT SPOW
AT~SSTA
ATD* 99#
ATE

ATH

ATI

gemalto™

Description

SAT Proactive Command URCs
SAT Terminal Response Commands
Select wireless network

Flow Control

Binary Read

Binary Write

Battery/Supply Voltage

Extended Configuration Settings
Critical Operating Temperature Monitoring
Firmware Download

Firmware Download

Internet Connection Activate or Deactivate
Internet Connection Settings
Extended Indicator Control
Information Output

Internet Profile Storage

Internet Service Close

Internet Service Error Report
Disconnect Remote Client

Internet Service Information

Internet Service Open

Internet Service Read Data

Internet Service Setup Profile

Enter Transparent Mode

Internet Service Write Data

Internet Service Execution

LED Feature

List Short Messages from preferred store without setting
status to REC READ

Read short message without setting status to REC READ
Monitoring Serving Cell

Monitoring Neighbour Cells

Switch Off EMS31-X

ODIS/DHIR/Portfolio Management

Network Monitoring

Set UART Mode and SLEEP Mode on UART
Remote-SAT Interface Activation

Request Packet Domain Service

AT Command Echo

Disconnect existing connection

Display product identification information
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Section and Page
Section 13.2, page 269
Section 13.3, page 276
Section 3.4, page 70
Section 4.1, page 71
Section 15.5, page 294
Section 15.6, page 296
Section 16.2, page 304
Section 2.11, page 42
Section 16.3, page 305
Section 15.7, page 298
Section 15.8, page 299
Section 9.1, page 137
Section 9.2, page 138
Section 3.2, page 59
Section 5.8, page 92
Section 9.3, page 140
Section 9.7, page 154
Section 9.13, page 167
Section 9.11, page 163
Section 9.5, page 149
Section 9.6, page 151
Section 9.8, page 155
Section 9.4, page 141
Section 9.10, page 161
Section 9.9, page 158
Section 9.12, page 164
Section 16.4, page 307
Section 11.17, page 253

Section 11.18, page 254
Section 8.9, page 118
Section 8.10, page 121
Section 2.8, page 35
Section 8.14, page 131
Section 8.11, page 124
Section 2.12, page 55
Section 13.1, page 267
Section 10.18, page 224
Section 4.5, page 75
Section 7.1, page 101
Section 5.1, page 82
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AT Command
ATO

ATQ
ATS3
ATS4
ATS5
ATV
ATZ

gemalto™

Description

Switch from command mode to data mode / PPP online
mode

Result Code Presentation Mode

Command Line Termination

Response Formatting

Command Line Editing

Result code format mode

Restore AT Command Settings from User Defined Profile
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Section 2.4, page 30
Section 15.2, page 291
Section 15.3, page 292
Section 15.4, page 293
Section 2.5, page 31
Section 2.6, page 32
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